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[bookmark: _Hlk185251268]Evaluating Online Communication and Its Impact Academy
(SPED Middle/High School)
[bookmark: _Hlk185261804]The Myth of Online Privacy Lesson Plan
Please obtain administrator approval prior to implementing this lesson.

Objectives: 
· Students will understand the meaning of a digital footprint
· Students will learn safe and unsafe online behaviors

[bookmark: _Hlk146786023]Protective Factor Developed:  Critical reasoning skills

Materials: 
· [bookmark: _Hlk183183207]Video: https://www.youtube.com/watch?v=ottnH427Fr8 
· Communication Slides
· Safe & Unsafe Cards, 1 set per group
· Exit Ticket, 1 per student
Prior to the lesson:
· Check with the classroom teacher to ensure the communication slides can be shared in the classroom using their available technology 
· Review the video and share it with your administrator to ensure it is appropriate and in alignment with school policies
· Check with the classroom teacher to ensure the video can be shared in the classroom using their available technology

Timeframe: 20 Minutes

[bookmark: _Hlk146786075]Team Teaching:  For effective implementation of Law Related Education (LRE), team teach with the classroom teacher by…
· Having both the officer and teacher rotate among students and to different groups. Both instructors will provide positive feedback and engage in friendly conversations with students. This procedure will help reduce classroom disruptions, increase student engagement, and build supportive relationships with students. 
· Encouraging classroom teachers to participate in all activities by injecting clarification statements by relating relevant content to their curriculum. In this method, students will see more connections to their student life and be willing to carry over concepts and skills learned in LRE.
· Assigning the classroom teacher part of the lesson instructions. Team teaching with the classroom teacher enables the students to further see the importance of LRE lessons. It also provides an opportunity for the classroom teacher to demonstrate teaching skills conducive to effective teaching. Student attention can be maintained more easily with different voices and personalities experienced throughout the lesson.
Lesson:
1. Divide the class into small groups of 3-4 students each. 
2. Explain many people think messages or posts are private, but that’s not always true. Things online can be saved or shared, even if you delete them. This is called a digital footprint. Now we will watch a video about how online choices can affect your future.
3. Play the video- ‘Teen Voices: Oversharing and Your Digital Footprint’ https://www.youtube.com/watch?v=ottnH427Fr8 
4. Display communication slide 1.
5. Explain that you will read statements (on the communication slides) about online communication and students must discuss and decide in their small groups whether the statement is a fact or a myth. They will stand if it’s a fact and stay seated if it’s a myth. 
6. Give groups time to discuss, then have groups stand up or stay seated.
7. Reveal the correct answer and read the explanation before moving to the next slide.  
Statements: 
a. Old posts don’t matter anymore. (Myth)
Old content can come back later. People like teachers or jobs might see them.

b. Private messages can become public. (Fact)
Someone can share your message with others.

c. Snapchats’ disappearing messages are safer than regular messages. (Myth) 
Disappearing messages can still be screenshotted, recorded, or captured using another device. 

d. If I delete a post, no one can see it anymore. (Myth) 
Someone may have already saved or shared it. 
8. Explain that while we can’t control everything online, we can control our choices. Provide each group with a safe & unsafe card. Have them work together to group the safe steps and unsafe steps.
9. Explain that you will read statements about safe and unsafe online behaviors and students must discuss and decide in their small groups whether the statement is safe or unsafe. They should choose 1 group member to show their answer by holding up the corresponding card. (Facilitator Note: Continue using the Communication Slides. The Safe/Unsafe statements are included in the second section of the presentation with different colored slides)
10. Give groups time to discuss, then have groups hold up their card.
11. Reveal the correct answer and read the explanation before moving to the next slide.  
Statements:
e. Think before you post, message, or snap. (Safe)
Only send things you would be okay with everyone seeing.

f. Posting when you are angry or upset. (Unsafe) 
You might say something you don’t mean.

g. Sharing personal information in private chats. (Unsafe)  
Chats are not always private or safe.

h. Asking before posting photos or videos of others. (Safe) 
This shows respect and keeps everyone safe.

i. Talking to a trusted adult if something feels wrong online. (Safe)
They can help you handle the situation.
12. Debrief the lesson by having students complete the exit ticket by circling one action they will take before sharing or posting online.
13. Collect exit tickets as students exit the class and review to ensure they understand the content.
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Evaluating Online Communication and Its Impact Academy
(SPED Middle/High School)
The Myth of Online Privacy Lesson Plan

Arizona State Standards Correlations

Civics 
7.C4.3 Analyze the purpose, process, implementation, and consequences of decision making and public policies in multiple settings.
8.C2.2 Explain specific roles, rights and responsibilities of people in a society.
HS.C2.4 Analyze the responsibility of citizens.

Speaking and Listening
SL.1 Prepare for and participate effectively in a range of conversations and collaborations with diverse partners, building on others’ ideas and expressing their own clearly and persuasively.
SL.2 Integrate and evaluate information presented in diverse media and formats, including visually, quantitatively, and orally.

Reading
9-10.RL.4 Determine the meaning of words and phrases as they are used in the text, including figurative and connotative meanings; analyze the cumulative impact of specific word choices on meaning and tone.

Technology
[bookmark: _Hlk35865172]6-12 S5.C1.PO6 Advocate and exhibit legal and ethical behavior when using technology. 
[bookmark: _Hlk35865186]7-12 S5.C1.PO1 Assess situations in which it is appropriate and safe to use a personal digital device in the home, school, community, and in the workplace.
7-12 S5.C2.PO1 Promote and exhibit digital citizenship by consistently leading by example and advocating social and civic responsibility to others.
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