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The Law-Related Education Academy is facilitated by the Arizona Foundation for Legal Services & Education with funding made possible by the Arizona Department of Education School Safety Program.

“Connecting LRE to Multiple Classroom Subjects” Academy
(Middle/High)
What You Said Online, Would You Say In-Person? Lesson Plan
Formatted for Online Learning
Officers should obtain administrator approval prior to implementing this lesson and MUST speak with their administration/teacher to discuss whether breakout room formats are appropriate or not.  

Objectives:  Students will…
· understand the reasons some may act differently online than in person.
· learn strategies for responding to cyberbullying and mean posts.
· apply appropriate responses to cyberbullying and mean posts.

[bookmark: _Hlk81994503]Class Subjects: Technology, Civics, Government, and Social Studies (See pg. 11 for correlations)
Protective Factor: Decision-Making Skills
Social Emotional Learning Competencies: Social Awareness

Materials:
· Poll Question see Step 1
· Definition of Cyberbullying see Step 5
· Scenarios see pgs. 4-6
· Facilitator Guide see pgs. 7-10
· Display on your screen see Step 9

Timeframe: 50 Minutes

[bookmark: _Hlk30146921]Team Teaching:  For effective implementation of Law Related Education (LRE), team teach with the classroom teacher by…
· [bookmark: _Hlk47170461]Encouraging classroom teachers to participate in all activities by injecting clarification statements and relating relevant content to their curriculum.  In this method, students will see more connections to their student life and be willing to carry over concepts and skills learned in LRE.
· Assigning the classroom teacher part of the lesson instructions. Team teaching with the classroom teacher enables the students to further see the importance of LRE lessons. It also provides an opportunity for the classroom teacher to demonstrate teaching skills conducive for effective teaching. Student attention can be maintained easier with different voices and personalities experienced throughout the lesson.
· Following the system that teachers have in place for online learning and work in conjunction with the teacher to make ensure breakout rooms and chats are monitored appropriately.

Attention Grabber: 
1. Display the following Poll Question with the options on your screen. Read the question and options to the class and instruct each student to enter their choice in a private chat to you. Tally the responses as they are entered and reveal the final result to the class.
Poll Question:  I have observed someone act differently online than they did in person.
A. Never
B. Sometimes
C. Often
D. Frequently
2. Explain that some people may act differently online than they would in person. Display the following three possible reasons:
· [bookmark: _Hlk80130102]Anonymity-may feel bolder if no one knows who they are 
· Time-not thinking before they post or realizing how quickly their post can be seen before it is deleted
· Lack of visible social cues-not seeing body language and facial expressions that may indicate the emotional response of the receiver
3. Instruct the class to brainstorm with you, possible outcomes for each of the three possible reasons. Students may enter their response in a private chat, open chat, or call out their ideas. Record the ideas as they are reported beside each possible reason.  
Possible Outcomes: 
· Anonymity-may act meaner, share things they would not normally share (be more open), pretend to be someone they are not, etc.
· Time-may want to take back the post after sending it, didn’t realize the post may cause misunderstandings or regret, cause them to think before they post a reply or new post, etc.
· Lack of visible social cues-did not realize the response would be negative and they may keep posting like messages, not considering the feelings of others may cause them to escalate hurtful posts, misunderstanding may appear that could have been clarified if social clues were seen, etc. 

4. Ask students if they can think of any other possible reasons and the outcomes. Record those ideas under the ones you listed.  
5. Next, display the following definition of cyberbullying and ask for a volunteer to read it to the class.

“Cyberbullying is bullying that takes place over digital devices like cell phones, computers, and tablets. Cyberbullying can occur through SMS, text, and apps, or online in social media, forums, or gaming where people can view, participate in, or share content. Cyberbullying includes sending, posting, or sharing negative, harmful, false, or mean content about someone else. It can include sharing personal or private information about someone else causing embarrassment or humiliation. Some cyberbullying crosses the line into unlawful or criminal behavior.”[footnoteRef:1] [1:  https://www.stopbullying.gov/cyberbullying/what-is-it ] 


6. Explain that the criminal behavior could be in the form of harassment, which is repeatedly causing someone to be annoyed or alarmed. See 13-2921. Harassment; classification; definition
7. Another criminal behavior could be in the form of threatening and intimidating. This is causing someone to fear harm to themselves or their property by your words or actions. See 13-1202. Threatening or intimidating; classification

Problem-Solving and Application Activities:
8. Explain that anytime a student witnesses cyberbullying they should report it immediately to an adult in charge. They can also block, delete, and report the comment to the server. Sometimes posts are just mean and not necessarily a case of cyberbullying.  
9. Display on your screen the following possible responses to mean posts that you may witness aimed at yourself or others online:
· Ignore it
· Delete it
· Report it
· Post positive comments about the one being targeted
· Inform the sender you do not approve and why
10. Ask students if they can think of other positive responses that might help stop the mean comments. Record their ideas under the ones you displayed.
11. Inform student that they will be placed in breakout rooms for 6 minutes. Groups are to collaborate on scenarios and choose the best response from the list displayed. Provide the link to the Scenarios. See pgs. 4-6 
12. When the time is up, bring the groups back to the main room. Call on one group at a time to read their scenario and report their responses. See Facilitator Guide pgs. 7-9 
If Breakout Rooms are Not Available:
· Divide the students into 6 groups and provide the link to the Scenarios. See pgs. 4-6. 
· Assign each group one of the scenarios.
· Instruct each student to access their assigned scenario and record their responses on their own word document or paper.
· Call out each scenario and ask the students that were assigned that scenario to share in reporting out. See Facilitator Guide pgs. 7-10.

Lesson Closure:  
13. Instruct the students to reflect on what they can do to make a positive impact online. Call on volunteers to share one idea.   
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“Connecting LRE to Multiple Classroom Subjects” Academy
(Middle/High)
What You Said Online, Would You Say In-Person?
[bookmark: _Hlk82679088]Scenarios

1. Mean comments are being posted about a teacher at your school over the weekend. You recognize the hashtag.

Is this cyberbullying, mean, or other?
Which of the following do you feel is more likely the cause? 
· [bookmark: _Hlk80533788]Anonymity
· Time
· Lack of visible social cues
· Other

Which of the following may help the target? You may choose more than one.
· Ignore it
· Delete it
· Report it
· Post positive comments about the one being targeted
· Inform the sender you do not approve and why
· Other
[bookmark: _Hlk80130730]
Do you think this person would say the same thing to the person’s face? Why or why not?

2. Every time you post a picture on social media, a student you know from school posts humiliating comments. Then, others join in with mean comments.

[bookmark: _Hlk80131641]Is this cyberbullying, mean, or other?
Which of the following do you feel is more likely the cause? 
· Anonymity
· Time
· Lack of visible social cues
· Other

Which of the following may help the target? You may choose more than one.
· Ignore it
· Delete it
· Report it
· Post positive comments about the one being targeted
· Inform the sender you do not approve and why
· Other

Do you think this person would say the same thing to the person’s face? Why or why not?

3. While scrolling through feeds during passing periods at school, you see a pic posted by a classmate and quickly respond with harsh criticism, then put your phone away before entering your classroom.  

Is this cyberbullying, mean, or other?
Which of the following do you feel is more likely the cause? 
· Anonymity
· Time
· Lack of visible social cues
· Other

Which of the following may help the target? You may choose more than one.
· Ignore it
· Delete it
· Report it
· Post positive comments about the one being targeted
· Inform the sender you do not approve and why
· Other

Do you think this person would say the same thing to the person’s face? Why or why not?

4. The group you sit with at lunch asked the new girl to sit with them. They asked a lot of questions, appearing interested in getting to know her better. Some questions were about who she thinks is cute and would like to date. That night you notice postings sharing who the new girl likes and how her chances are not good based on her looks, clothing, hygiene, etc. You don’t recognize the username. Others start responding with jokes and mean comments about the information shared. 

Is this cyberbullying, mean, or other?
Which of the following do you feel is more likely the cause? 
· Anonymity
· Time
· Lack of visible social cues
· Other

Which of the following may help the target? You may choose more than one.
· Ignore it
· Delete it
· Report it
· Post positive comments about the one being targeted
· Inform the sender you do not approve and why
· Other

Do you think this person would say the same thing to the person’s face? Why or why not?

5. Your friend sends a group post of a video of them singing at a family event. Some members of the group reply with teasing comments about the song choice and outfit they wore.  

Is this cyberbullying, mean, or other?
Which of the following do you feel is more likely the cause? 
· Anonymity
· Time
· Lack of visible social cues
· Other

Which of the following may help the target? You may choose more than one.
· Ignore it
· Delete it
· Report it
· Post positive comments about the one being targeted
· Inform the sender you do not approve and why
· Other

Do you think this person would say the same thing to the person’s face? Why or why not?

6. You follow a student at school on social media. They are always posting pics of themselves with their new boyfriend. They are receiving messages from the ex, threatening to fight them after school if they don’t leave their ex-boyfriend alone. Some messages talk about what they will have others do to them if they don’t show up.  

Is this cyberbullying, mean, or other?
Which of the following do you feel is more likely the cause? 
· Anonymity
· Time
· Lack of visible social cues
· Other

Which of the following may help the target? You may choose more than one.
· Ignore it
· Delete it
· Report it
· Post positive comments about the one being targeted
· Inform the sender you do not approve and why
· Other

Do you think this person would say the same thing to the person’s face? Why or why not?
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“Connecting LRE to Multiple Classroom Subjects” Academy
(Middle/High)
What You Said Online, Would You Say In-Person?
Facilitator Guide

1. Mean comments are being posted about a teacher at your school over the weekend. You recognize the hashtag.

Is this cyberbullying, mean, or other?
Which of the following do you feel is more likely the cause? 
· Anonymity
· Time
· Lack of visible social cues
· Other

Which of the following may help the target? You may choose more than one.
· Ignore it
· Delete it
· Report it
· Post positive comments about the one being targeted
· Inform the sender you do not approve and why
· Other

Do you think this person would say the same thing to the person’s face? Why or why not?
Student answers will vary since it is their opinion. 

2. Every time you post a picture on social media, a student, you know from school, posts humiliating comments. Then, others join in with mean comments.

Is this cyberbullying, mean, or other?
Which of the following do you feel is more likely the cause? 
· Anonymity
· Time
· Lack of visible social cues
· Other
It’s possible the person posting does not realize the consequences for cyberbullying such as having their social media account taken down and police involvement.
Which of the following may help the target? You may choose more than one.
· Ignore it
· Delete it
· Report it
· Post positive comments about the one being targeted
· Inform the sender you do not approve and why
· Other

Do you think this person would say the same thing to the person’s face? Why or why not? The sender may feel more power online than in person, for some, it may be harder to say mean things to someone in person because you can read the social cues that they and others do not like it; in-person bullying may feel riskier, because someone can go tell.

3. While scrolling through feeds during passing periods at school, you see a pic posted by a classmate and quickly respond with harsh criticism, then put your phone away before entering your classroom.  

Is this cyberbullying, mean, or other?
Which of the following do you feel is more likely the cause? 
· Anonymity
· Time
· Lack of visible social cues
· Other

Which of the following may help the target? You may choose more than one.
· Ignore it
· Delete it
· Report it
· Post positive comments about the one being targeted
· Inform the sender you do not approve and why
· Other
You may want to let the person sending harsh criticism that they were too harsh or help them realize how their comment may have come across.
Do you think this person would say the same thing to the person’s face? Why or why not? if they were in a hurry and did not take time to think about their words; if they had said it in person, they may have realized by the reaction that they were being too harsh and soften their words or also say something positive.  

4. The group you sit with at lunch asked the new girl to sit with them. They asked a lot of questions, appearing interested in getting to know her better. Some questions were about who she thinks is cute and would like to date. That night you notice postings sharing who the new girl likes and how her chances are not good based on her looks, clothing, hygiene, etc. You don’t recognize the username. Others start responding with jokes and mean comments about the information shared. 

Is this cyberbullying, mean, or other? Sharing personal information to humiliate others can be a form of cyberbullying called “Outing”.  
Which of the following do you feel is more likely the cause? 
· Anonymity
· Time
· Lack of visible social cues
· Other

Which of the following may help the target? You may choose more than one.
· Ignore it
· Delete it
· Report it
· Post positive comments about the one being targeted
· Inform the sender you do not approve and why
· Other

Do you think this person would say the same thing to the person’s face? Why or why not? They may still gossip in person with the intentions of humiliating the new girl, in this way they are still using power over the person. If the actions continue and will not stop after being asked, it is still considered bullying.  

5. Your friend sends a group post of a video of them singing at a family event. Some members of the group reply with teasing comments about the song choice and outfit they wore.  

Is this cyberbullying, mean, or other? They may not realize how their comments are being received.
Which of the following do you feel is more likely the cause? 
· Anonymity
· Time 
· Lack of visible social cues 
· Other

Which of the following may help the target? You may choose more than one.
· Ignore it
· Delete it
· Report it
· Post positive comments about the one being targeted
· Inform the sender you do not approve and why
· Other

Do you think this person would say the same thing to the person’s face? Why or why not? When they see the facial or body language indicating the receiver is being hurt by their words, they would most likely back off, apologize, or say they were just teasing and then offer supportive comments.  

6. You follow a student at school on social media. They are always posting pics of themselves with their new boyfriend. They are receiving messages from the ex, threatening to fight them after school if they don’t leave their ex-boyfriend alone. Some messages talk about what they will have others do to them if they don’t show up.  

Is this cyberbullying, mean, or other?
Which of the following do you feel is more likely the cause? 
· Anonymity
· Time
· Lack of visible social cues
· Other The ex-girlfriend is also being aggressive and threatening to intend harm. Threatening, intimidating is illegal acts aggression. A person may also be charged with assault if their aggression becomes physical.

Which of the following may help the target? You may choose more than one.
· Ignore it
· Delete it
· Report it
· Post positive comments about the one being targeted
· Inform the sender you do not approve and why
· Other You may want to offer the target help with reporting; let an adult know immediately that someone is being threatened with harm.

Do you think this person would say the same thing to the person’s face? Why or why not? The aggressive behavior may also be exhibiting in-person as they are threatening to do.  
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“Connecting LRE to Multiple Classroom Subjects” Academy
(Middle/High)
What You Said Online, Would You Say In-Person?
Correlations
Civics:
Civic virtues and democratic principles are key components of the American political system 
8.C1.2 Demonstrate civic virtues that contribute to the common good and democratic principles within a variety of deliberative processes and settings. 

Citizens have individual rights, roles, and responsibilities 
8.C2.1 Analyze the powers of citizens in a variety of governmental and non-governmental contexts. 
8.C2.2 Explain specific roles, rights, and responsibilities of people in a society. 
HS.C2.4 Analyze the responsibilities of citizens.

Process, rules, and laws direct how individuals are governed and how society addresses problems 
● 8.C4.2 Assess specific rules and laws (both actual and proposed) as means of addressing public problems. 
● 8.C4.3 Analyze the purpose, process, implementation, and consequences of decision making and public policies in multiple settings and at different levels including the national, state, local (county, city, school board), and tribal. 

Digital Citizenship: (Grade 8-12)
Concept 1: Safety and Ethics Advocate and practice safe, legal, and responsible use of information and technology.
PO 1. Assess situations in which it is appropriate and safe to use a personal digital device in the home, school, community, and in the workplace.
PO 2. Describe strategies to deal with cyberbullying situations.

Concept 2: Leadership for Digital Citizenship
Demonstrates leadership for digital citizenship.
PO 1. Promote digital citizenship by consistently leading by example and advocating social and civic
responsibility to others.


Arizona Foundation for Legal Services and Education                             September 2021 	Page 1

image1.jpeg
Arizona Foundation for

GAL SERVICES
DUCATION

THE ARIZONA BAR FOUNDATION




