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“Understanding the 4th Amendment in the Life of A Teen” Academy
Middle/High
Digital Searches:  Is it your space? Lesson Plan
Sources: Bill of Rights Institute
Objectives:  
· Students will understand their rights and responsibilities with digital privacy
· Students will practice applying the 4th Amendment to scenarios of legal use of evidence obtained from digital searches
Materials:
· Large poster paper and markers
· Poster of the 4th Amendment (http://luvataciousskull.deviantart.com/art/The-Fourth-Amendment-382748636 )
· Facilitator Guide
· Digital Case Scenarios
· Digital Case Scenario Debrief

Timeframe:  50 minutes
Activity: 
1. Begin by dividing participants into groups of 4-5 students each.
2. Post the 4th Amendment and ask a volunteer to read it out loud to the class.  Remind the class that an unreasonable search applies to when there is an expectation of privacy and that expectation is reasonable to society.  Inform students that today’s lesson will focus on the expectation of privacy with digital information.
3. Assign each group a different example of a source of digital information and instruct groups to brainstorm a list of the types of information about the user that could be found from this source and be ready to report out. (See Facilitator Guide for assignment cards and examples of digital information)
4. Next, ask students to discuss with their group and come to a decision on whether they think digital information is protected under the 4th Amendment from unreasonable searches or seizures without a warrant based on probable cause. Does it matter if you are in school or not? Explain to students that it is unreasonable to conduct a search in areas where you have an ‘expectation of privacy’ without a warrant.  However, at school, officials only need reasonable suspicion.  Do you have a reasonable expectation of privacy with your digital information on or off campus?
5. Explain to students that they will participate in an activity where groups will use their assigned source of digital information to create an argument for and against the use of evidence seized without a search warrant. Each group will receive the same scenario that matches their digital source assigned in step 4 to apply their arguments to.  (see Digital Case Scenarios) 
6. Two group volunteers will present their arguments to the class.  The class will hear the arguments, take notes and discuss as a group to come to a group consensus. Each group’s verdict will be tallied for a class decision.   The other members of the group presenting can abstain.
7. After each class decision, the facilitator will debrief the rulings using the facilitator guide on Case Debriefs.
8. After all cases have been debriefed as groups to discuss if anything would change if the crime happened on school property and a school official searched and seized the digital device and obtained the evidence.  Could the evidence still be used, would police need a search warrant? 

*Note  If this happened at school:  All school computers are under the property of school administrators’ responsibility and is subject to search, evidence obtained can be dealt with according to school policy or hand over to authorities for due process.  Many schools have firewall and monitoring systems. Violation of school policies can cause loss of access as well as suspensions and even expulsion. 

Students, their property and effects can be subject to search and seizure based on reasonable suspicion and appropriate intrusion for age and sex.   Decisions would be made to contact local authorities who would abide by rules set forth by the constitution to protect against unreasonable search and seizures.  It is reasonable for authorities to search and seize/arrest if there is danger or possibility that evidence could be moved, lost or destroyed before a warrant could be issued.   Students have a right to privacy as long as it does not interfere with school safety or the learning environment.  
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Middle/High
Digital Searches:  Is it your space? Lesson Plan
 
Facilitator Guide:  Digital Information

Digital Information Assignments:
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Websites Visited

Personal E-mails 
Social Media Page

Personal Cell Phone





Examples of information about you:


-hobbies
-product interests
-travel interests
-purchases
-literary interests
-entertainment interest
-location
-age/birthday
-relationship status
-contacts
-fitness routines
-food interests
-sports
-family/friends
-education/schools
-activities/travel
-medical profile
-personal profile
-future plans
-past events attended
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“Understanding the 4th Amendment in the Life of A Teen” Academy
Middle/High
Digital Searches:  Is it your space? Lesson Plan
Source:  Bill of Rights Institute:  Educating Young People about the Constitution

Digital Case Scenarios


Case # 1 Websites Visited

Your friend is being charged with a crime. The police have evidence against her which they found by contacting a telecommunication company and obtaining a list of websites visited in the last 6 months. Should this information be admitted as evidence against her?  




Case #2 Personal E-mail

Your friend is being charged with a crime. The police have evidence against him which they found by contacting a Gmail server and obtaining their e-mails for the last 6 months. Should this information be admitted as evidence against him?  



Case #3 Social Media Page

Your friends are being charged with a crime. The police have evidence against them from information found on their Facebook page containing status updates, pictures, locations and people tagged. Should this information be admitted as evidence against them?  


Case #4 Cell Phone
   
You are being charged with a crime. The police have evidence against you from contents found on your cell phone. Should this information be admitted as evidence against you?  
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Digital Case Debrief

Case # 1 Websites Visited

Your friend is being charged with a crime. The police have evidence against her which they found by contacting a telecommunication company and obtaining a list of websites visited in the last 6 months. Should this information be admitted as evidence against her?  

This type of information can go into privately owned databases. While these databases are not owned or maintained by government, telecommunication companies who have been asked by government to provide the information have at times handed it over. Courts have upheld a U.S. law granting telecoms immunity from lawsuits by citizens whose information was given over to government without a warrant.   

Case #2 Personal E-mail

Your friend is being charged with a crime. The police have evidence against him which they found by contacting a Gmail server and obtaining their e-mails for the last 6 months. Should this information be admitted as evidence against him?  

In U.S. v. Warshak (2010), the Sixth Circuit Court of Appeals ruled that there is a “reasonable expectation of privacy” in emails both sent by an individual and stored on third party servers. The issue has not been addressed by the U.S. Supreme Court.

Case #3 Social Media Page

Your friends are being charged with a crime. The police have evidence against them from information found on their Facebook page containing status updates, pictures, locations and people tagged. Should this information be admitted as evidence against them?  

Yes, regardless of steps one may feel one has taken (such as limiting the visibility of activities to “friends”).

Case #4 Cell Phone
   
You are being charged with a crime. The police have evidence against you from contents found on your cell phone. Should this information be admitted as evidence against you?  

While the issue has yet to be addressed by the Supreme Court, some lower courts have ruled that a cell phone is the equivalent of a “closed, non‑see‑through container,” and therefore its physical contents are private, absent additional probable cause to conduct a search of it. Other lower courts have disagreed.  
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Correlations
Arizona State Standards 
	Civics and Government
	Technology

	Describe the principle of limited government; 
(8S3C1 PO1e)

Explain the obligations and responsibilities of citizenship: upholding the constitution 
(7-8 S3C4 PO4a; HS S3C4 PO3c.)
	Assess situations in which it is appropriate and safe to use a personal digital device in the home, school, community, and in the work place. 

(7-12 S5C1 PO1
Articulate and practice the school and district rules governing the use of digital tools as defined by school board policy and procedures. 
(7-12 S5C1 PO3)
[bookmark: _GoBack]




AZ College and career Ready Standards
	Comprehension and Collaboration
	Production and Distribution of Writing

	Engage, initiate, and participate effectively in a range of collaborative discussions (one-on-one, in groups, and teacher-led) with diverse partners on grade appropriate topics, texts, and issues, building on others’ ideas and expressing their own clearly. 
(6-12 SL.1.)
	Produce clear and coherent writing in which the development, organization, and style are appropriate to task, purpose, and audience. (6‐12.WHST.4)
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