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The Law-Related Education Academy is facilitated by the Arizona Foundation for Legal Services & Education with funding made possible by the Arizona Department of Education School Safety Program.

“Beyond the Classroom:  Cyberbullying through Social Media” Academy
(Middle/High)
Cyberbullying and Social Media Lesson Plan
Obtain Administrator Approval Prior to Implementing Lesson

Objectives:  Students will…
· Understand how cyberbullies use social media to target their victims
· Learn appropriate responses to cyberbullying tactics
· Apply protective strategies to avoid cyberbullying

Materials:
· Large paper and markers for each group
· Mixed-up terms in bold and their definitions in fine print-1 set per group
· Mixed-up set of strategies-1 set per group

Timeframe: 50 Minutes

Activity 1: Matching Cyberbully Terms
1. Begin the activity by placing the students into small groups of 4 or 5 students in each. Supply each group with large poster paper and markers. 
2. Instruct the students to brainstorm a list of social media sites where they think cyberbullying could happen.  (Facebook, Instagram, Snapchat, Twitter, Youtube, Musically (now Tik Toc), Ask.fm, etc.)
3. Hand each group a set of mixed up terms and their definitions and instruct the groups to match their terms with the correct definition. 
· Exclusion-Keeping someone left out
· Harassment-Bothering someone incessantly
· Outing-Telling a peer’s secrets
· Cyberstalking-Harassing someone online repeatedly even after being told to stop
· Impersonating-Pretending to be another person
· Dissing-Posting rude comments about someone
· Trolling-Making a purposeful, offensive post to upset someone
· Catfishing-Tricking someone into believing you are someone else
· Flaming-Swapping insults or ganging up on someone online
· Social Media-A way to network using websites or apps

4. Rotate around to each group and have a volunteer report out on one term and its definition.  Check for accuracy and share the laws that apply.
· 13-2916. Use of an electronic communication to terrify, intimidate, threaten or harass; applicability; classification
· 13-3004. Sending threatening or anonymous letter; classification
· 8-309. Unlawful use of an electronic communication device by a minor; classification 
· 13-2911. Interference with or disruption of an educational institution.

5. Instruct the groups to discuss why they think some people cyberbully. Rotate around to each group and ask for a volunteer to share their group’s responses.
Possible Why Responses: might think it is a way to be popular or fit in, perceive power, lack empathy, anonymity, lack understanding of the consequences, peer pressure, etc.
6. Explain to the students that cyberbullying is a reflection of the one bullying not the fault of the victim and that cyberbullying actions can be illegal.  The one cyberbullying needs help to stop their bullying actions.  The targets of cyberbullying need the bullying to stop.

Activity 2: Sort Effective and Ineffective Strategies
1. Hand each group a mixed up set of strategies that could be utilized to prevent or address cyberbullying.  Instruct the group to sort the strips into two piles of more effective and less effective categories.  
2. Ask for a volunteer to share their group’s list of less effective strategies.  Ask the listening audience what could be the possible outcome if they tried that strategy.  
A. Just ignore it, the problem will go away on its own (it may not go away and could even get worse)
B. Tough it out, the problem will be over soon (you should not have to put up with cyberbullying)
C. Spread rumors about the person doing the cyberbullying (this is hurtful and could result in consequences for you) 
D. Send angry messages back when someone cyberbullies you (this could escalate the problem and result in more aggressive bullying)
3. Next, ask a volunteer to share their group’s more effective strategies.  Ask the listening audience if they disagreed with any of those items. 
A. If you choose to respond to negative posts or messages, ask them to stop but do not retaliate
B. Delete unwanted posts
C. Block inappropriate content
D. Report to a trusted adult and the website
E. Set control settings to private on social media accounts
F. Brainstorm ideas to positively address cyberbullying with peers and adults
G. Spread cyberbullying awareness on your school campus
H. Unfriend and do no not accept friend requests from people you don’t know
I. Spend time with a trusted friend; focus on your real friends 
4. Ask the class to offer any effective ideas not listed.

Activity 3:  
1. Assign each group a different social media forum brainstormed in Activity 1; step 2.  
2. Instruct the groups to create a public service announcement where a cyberbullying scenario is explained to the listening audience and then an effective tip is applied to prevent or deal with the situation. 
3. Allow time for each group to present their public service announcement by explaining the scenario and the tip they would apply.  

Lesson Debrief:  
1. Instruct the students to discuss with their group what they could do if the strategy they applied to protect themselves from cyberbullying did not work.
2. Rotate around to each group and ask a volunteer to share one response from their group.  
Possible Responses:  try something else, tell another trusted adult, don’t give up on asking for help, etc.
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Civics and Government
Explain the obligations and responsibilities of citizenship: obeying the law and voting.
(7-12 S3C4 PO4b-c)

Technology
Assess situations in which it is appropriate and safe to use a personal digital device in the home, school, community, and in the work place. 
(7-12 S5C1 PO1)
Describe strategies to deal with cyber-bullying situations.
 (6-12.S5C1 PO2)
Advocate and exhibit legal and ethical behavior when using technology. 
(6-12.S5C1PO6)
Promote and exhibit digital citizenship by consistently leading by example and advocating social and civic responsibility to others.
(7-12 S5C2PO 1)

Key Ideas and Details
R.1 Read carefully to determine what the text says explicitly and to make logical inferences from it.

Integration of Knowledge and Ideas
R.7 Integrate and evaluate content presented in diverse media and formats, including visually and quantitatively, as well as in words.

Comprehension and Collaboration
SL.1 Prepare for and participate effectively in a range of conversations and collaborations with diverse partners, building on others’ ideas and expressing their own clearly and persuasively.

Presentation of Knowledge and Ideas
SL.4 Present information, findings, and supporting evidence such that listeners can follow the line of reasoning and the organization, development, and style are appropriate to task, purpose, and audience.



Arizona Foundation for Legal Services and Education                            September 2018	Page 4

image1.jpeg
Arizona Foundation for

GAL SERVICES
DUCATION

THE ARIZONA BAR FOUNDATION




