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The Law-Related Education Academy is facilitated by the Arizona Foundation for Legal Services & Education with funding made possible by the Arizona Department of Education School Safety Program.

“Cellphone Use: What's Legal?” Academy
(Middle/High School)
Setting Safety Features on Cellphones Lesson Plan
Please obtain administrator approval prior to implementing this lesson.

Objectives: 
· Students should learn the power they have to control what comes to them through their phones.
· Students should learn how to set safety features and utilize reporting features on their phone. 
· Students practice how to communicate any risk that may appear with their cellphone use. 
 
[bookmark: _Hlk146786023]Protective Factor Developed:  Sense of Independence

Materials: 
· Large poster paper and markers for each group
· Lesson vocabulary cards, (Make enough for small groups of 3-5 students in each and one additional card to assign each group) 
· Common Privacy Features cards, 1 set per group[footnoteRef:1] [footnoteRef:2]  [1:  https://www.consumerreports.org/electronics/privacy/how-to-protect-your-privacy-on-your-smartphone-a1047623171/]  [2:  https://privacyrights.org/consumer-guides/smartphone-privacy] 

· Sticky note, 1 per student

Timeframe: 50 Minutes

[bookmark: _Hlk146786075]Team Teaching:  For effective implementation of Law Related Education (LRE), team teach with the classroom teacher by…
· Having both the officer and teacher rotate among students and to different groups. Both instructors will provide positive feedback and engage in friendly conversations with students. This procedure will help reduce classroom disruptions, increase student engagement, and build supportive relationships with students. 
· Encouraging classroom teachers to participate in all activities by injecting clarification statements by relating relevant content to their curriculum. In this method, students will see more connections to their student life and be willing to carry over concepts and skills learned in LRE.
· Assigning the classroom teacher part of the lesson instructions. Team teaching with the classroom teacher enables the students to further see the importance of LRE lessons. It also provides an opportunity for the classroom teacher to demonstrate teaching skills conducive for effective teaching. Student attention can be maintained more easily with different voices and personalities experienced throughout the lesson.

Lesson: 
1. Provide each group with large poster paper and markers.
2. Give each student a Lesson Vocabulary Card. Have students find their group by finding others with the same card and sit together. 
3. Ask the students to brainstorm with their group safety and privacy features on their phone they have used or heard of. When they report out, write down responses on the board. 
4. Ask the students if they see any features on the board which are new to them. (Possible answers: Blocking, contact lists, filters, safe search settings, reporting)
5. Explain to the students there are two major operating systems for smart phones, iOS and Android. Each operating system has their own digital wellbeing/screentime app which can provide the user with useful insights on how they use their phone. Most safety and security features, however, are going to be found in the individual apps used for communicating. Also, modern smartphones and apps usually include settings to adjust the levels of safety and privacy desired by the user.
6. Provide each group with a set of the Common Privacy Features matching cards. Ask students to match the privacy feature with its description. Upon completing the activity ask each group which feature they think is the most useful and why.
7. Assign each group one safety feature from the previous activity (see list below) and put into practice the feature. For example, one group will be looking through their cellphone and delete unused apps, etc. Walk around each group to assist or to check for understanding. 
i) Passcode (practice setting up and/or changing cell passcode)
ii) Avoid Apps (google a social media app and find 2 positive reviews and 2 negative reviews for that app)
iii) App Access (students should check their app settings and learn how to place limits)
iv) Delete Apps
8. Have groups explain to the class how to accomplish their assigned safety feature or explain what the reviews were.
9. Assign each group a social media platform and have them find the privacy settings for that app (they may need to google it). They should practice them on their own phones. Once all groups are done have them share out what the safety features are. 
i) Instagram
ii) Tik-Tok
iii) YouTube
iv) Snapchat
10. On the large poster paper, each group illustrates a privacy and security settings page. The students can create their own app and should include settings they would like to see to make their experience using the app safer. Each group will post their drawing and explain the safety features they came up with.
11. Debrief the lesson by asking each student to write on a sticky note one safety feature they learned about. They should turn in the notes as they leave the class. Review the notes later to determine if the students understood the lesson.
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“Cellphone Use: What's Legal?” Academy
(Middle/High School)
Setting Safety Features on Cellphones Lesson Plan

Arizona State Standards Correlations


Civics and Government 
Demonstrate civic virtues that contribute to the common good and democratic principles within a variety of deliberative processes and settings. (8.C1.2)

Reading 
Use precise language and domain‐specific vocabulary to inform about or explain the topic. (6.W.2d)

Comprehension and Collaboration
Engage effectively in a range of collaborative discussions (one‐on‐one, in groups, and teacher‐led) with diverse partners on grade 8 topics, texts, and issues. (8.SL.1)

Visual Art:
Explain purposeful use of subject matter, symbols, and/or themes in his or her own artwork. (S1C4PO 201)
Create artwork that communicate substantive meanings or achieve intended purposes (e.g., cultural, political, personal, spiritual, and commercial). (S1C4PO 302)
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