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“Cyber Decision”: Academy
(Middle/High)
Solving Cyber Dilemmas Lesson Plan


Objectives: Students will…
· Learn strategies to solve cyber dilemmas
· Prepare advice for a friend in a cyber dilemma
· Present a role play solving a cyber dilemma

Materials:
· Large paper and markers for each group
· Dilemma Role Plays-1 per group
· Optional:  Toy mic or prop 

Timeframe: 50 Minutes

Activity 1: Class Dilemma
1. Begin the activity by placing students into small groups of 4 or 5 students in each. Provide large paper and markers for each group.
2. Ask the groups to discuss what they think a dilemma is.  Rotate around to each group, asking for a volunteer to share their group’s comments.  (Dilemma- any difficult or perplexing situation or problem.[footnoteRef:1])  [1:  www.dictionary.com/browse/dilemma] 

3. Explain that when it comes to solving a dilemma it helps to consider the pros and cons of your choices. Read the following dilemma: 
“A new app uses GPS in your device to show your Facebook friends where you are on a map.  You can see where they are, too.  You have to install the app for it to work.  What do you do?”[footnoteRef:2] [2:  Cyber Dilemmas in a jar, Free Spirit Publishing, www.freespirit.com ] 

4. Draw a Pros and Cons Chart on the board.  Instruct the students to choose a volunteer for their group to record the same chart on their large poster paper.  Explain that each group should collaborate and record pros and cons for installing the app.  Then, groups should decide if they would install the app or not; why or why not.
Suggested Pros for App:  meet up with friends in the same area, see what others have in common with you, build friendships based on common interest, etc.
Suggested Cons against App:  spyware, predators/stalkers, place to target you
5. Next, ask the groups to discuss what should be considered before you install any app on your electronic devices.  Rotate around to each group and ask for a volunteer to share one idea from the group.
Suggested Ideas:  Ask a parent first, research the app, set-up any safety features on the app

Activity 2: Preparing the Dilemma Role Play
1. Explain to the students they will now practice solving a cyber dilemma in a role play.  Hand each group a different dilemma and instruct the groups to create their pros and cons chart on their large poster paper, discuss the dilemma as a group, brainstorm pros and cons and record on their chart.  This time, however, the groups will practice role-playing the cyber dilemma.  In their role-play, a friend is advising another friend on the pros and cons of their choice in order to help them make a safe and wise cyber decision.
2. Visit each group to make sure they understand the directions and can create a role-play giving advice to a friend regarding their dilemma, pointing out the pros and cons of their cyber decision.  

Activity 3: Presenting the Dilemma Role Plays and critiquing  
1. Give time for each group to present their role play.  Instruct the listening audience to be able to restate the advice given and if they have any different advice to offer to help their friend make a safe and wise cyber decision.
2. Ask the groups to discuss ways they could help a peer who made an unsafe or unwise cyber decision.
Possible Answers:  help them report the incident, show them how to flag or report to the server, help them delete the post, etc.)


Debrief:  “Drop the mic”
1. Instruct the groups to think of a final statement about cyber safety such as “Always report cyberbullying”. Hand a pretend or toy microphone to a volunteer from one group.
2. That volunteer will use the pretend or toy microphone and stand in front of the class, make their statement, drop the mic and then return to their seats.  
3. As facilitator, hand the microphone to the next group volunteer.  More volunteers may participate after at least one group volunteer from each group has had a turn.







[image: AFLSE w bar fdn]
The Law-Related Education Academy is facilitated by the Arizona Foundation for Legal Services & Education with funding made possible by the Arizona Department of Education School Safety Program.

“Cyber Decision”: Academy
(Middle/High)
Solving Cyber Dilemmas 
Correlations

Civics and Government
Explain the obligations and responsibilities of citizenship: obeying the law and voting.
(7-12 S3C4 PO4b-c)

Theater
Collaborate in informal performances.
(S1C1PO 204).

Technology
Assess situations in which it is appropriate and safe to use a personal digital device in the home, school, community, and in the work place. 
(7-12 S5C1 PO1)
Describe strategies to deal with cyber-bullying situations.
 (6-12.S5C1 PO2)
Advocate and exhibit legal and ethical behavior when using technology. 
(6-12.S5C1PO6)
Promote and exhibit digital citizenship by consistently leading by example and advocating social and civic responsibility to others.
(7-12 S5C2PO 1)

Key Ideas and Details
R.1 Read carefully to determine what the text says explicitly and to make logical inferences from it.

Integration of Knowledge and Ideas
R.7 Integrate and evaluate content presented in diverse media and formats, including visually and quantitatively, as well as in words.

Comprehension and Collaboration
SL.1 Prepare for and participate effectively in a range of conversations and collaborations with diverse partners, building on others’ ideas and expressing their own clearly and persuasively.

[bookmark: _GoBack]Presentation of Knowledge and Ideas
SL.4 Present information, findings, and supporting evidence such that listeners can follow the line of reasoning and the organization, development, and style are appropriate to task, purpose, and audience.
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