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The Law-Related Education Academy is facilitated by the Arizona Foundation for Legal Services & Education with funding made possible by the Arizona Department of Education School Safety Program.

“Cyber Decisions”: Academy
(Middle/High)
To Accept or Not to Accept Online Challenges Lesson Plan


Objectives:  Students will…
· Understand the peer pressure that can be associated with online challenges
· Consider necessary precautions with any challenge 
· Create a safe online challenge with a positive purpose

Materials:
· Large paper and markers for each group
· Terms and Definition strips-1 mixed-up set per group
· Several copies of YouTube Policies, safety and reporting:  https://support.google.com/youtube/answer/2801964?hl=en  
· Copies of the Project Criteria-1 per group

Timeframe: 50 Minutes

Activity 1: Negative Peer Pressure associated with online challenges
1. Begin the activity by placing students into small groups of 4 or 5 students in each. Provide large paper and markers for each group.
2. Ask the students to consider a time when they were challenged by someone else to do something that was safe and positive. For example, see how many times they could shoot a free throw basket without missing. Instruct the students to discuss the following with their small group: what the challenge was, did they accept, and what, if any, were the risks?
3. After a few moments of group discussion, ask if any volunteers want to share their experience with a positive challenge. As facilitator, share your personal experience with a positive challenge. 
4. Next, provide each group a mixed-up set of Terms and Definitions strips face down.  Explain to the groups that these strips contain terms and matching definitions connected to the concept of online challenges and viral stunts.  Instruct the groups to wait until you give the signal and then each group will turn their strips over and race to match the terms with their definition. When the group is finished they should all raise their hands.  As facilitator, observe which groups finished correctly and in what order.
5. Ask each group to share one term and definition; correct if necessary.  Elaborate on any actions that could be illegal or have social or academic consequences such as harassment, intimidation, hazing or threatening.  Also inform students that adults in charge could be considered negligent if minors are allowed to harm themselves under their care.
6. Explain to the students that some challenges can be risky and should be considered carefully before participating.  Online challenges and viral stunts have become very popular among youth, some youth have been injured and even died trying to copy a viral stunt or participate in an online challenge that was risky and dangerous.  One way to be safe and have fun with online challenges is to think of all possible consequences before you accept the challenge.

Activity 2: Think before you accept
1. Explain to the students that this next activity will help them understand some of the risks involved with online challenges.  
2. Instruct the groups to choose a volunteer to create four sections on their large poster paper by drawing a vertical line down the middle and another line horizontal across their paper.  Next, have the groups choose another volunteer to label each section with the following labels:
A. Purpose-What is the purpose of online challenges or viral stunt? (Possible Answers: entertainment, embarrass others, excitement)
B. Risks- What are the risks involved with online challenges and viral stunts (Possible Answers: self-harm, injure others, damage property)
C. Alternatives-What are some online challenges with positive purposes? (Possible Answers: athletic challenges; academic challenges; gaming challenges)
D. Precautions-What should you consider before participating in any challenge? (Possible Answers: responsible adult approval, considered risks to self or others, consequences if it went viral)
3. Explain that for each section, the groups are to brainstorm ideas and take turns recording the group’s ideas under each category. Each section should contain at least 3 ideas from the group.
4. Choose a group to report on one section and instruct the other groups to check off any similar items on their list. Have the other groups share any different ideas they have listed under that category before proceeding to the next group and category.  See possible answers in the parentheses above if your students need prompting. 
5. Remind students that they should be cautious of anything that asks them to ingest, inhale, have skin contact or puts them and others in dangerous situations or could cause property damage.  Even water can be toxic if you drink too much.
6. Ask the groups to discuss among themselves what safety steps they could take if someone is pressuring them into trying an online challenge they are unsure of.  Rotate around to each group, recording their responses on the board.  
Possible Responses:  flag the post, report to a trusted adult, and suggest a safer alternative challenge, speak-up and inform of risks and consequences, research the possible consequences of the challenge

Activity 3:  Creating a Safe Challenge with Purpose 
1. Hand each group several copies of the YouTube Policies, safety and reporting:  https://support.google.com/youtube/answer/2801964?hl=en  
2. Give groups a few minutes to review the handout and answer any questions the students may have.  
3. Explain to the groups that they will have an opportunity to create a safe online challenge that their friends can participate in.  (Optional:  inform students that you may present a possible idea to the school principal if your school could benefit from the challenge)
4. Next, hand each group a copy of the criteria for their project and review briefly.  
· State a positive purpose for your challenge such as charity, competition, rank, etc.in the form of a hashtag.
· Follow the YouTube policy, community laws, and school rules.
· Name the responsible adult who will supervise, sponsor or advise the challenge.
· Give safety tips and precautions each participant should consider before taking the challenge.
· What positive ways will you promote your challenge?
· Draft, illustrate or act out your online challenge for the class presentation.
5. Rotate around to each group, giving them an opportunity to present their challenge.  Have different volunteers from the listening audience restate how each criteria was met. 

Debrief:  Ask the groups to discuss and be ready to give an answer to the following questions:
a. What action can you take if someone tries a negative way to provoke you to take a risky challenge online?
b. What precautions should you consider before accepting an online challenge?


*The following articles are intended for facilitator knowledge only in order to better understand the dangerous online challenges popular on the internet. For best practices, please do not introduce dangerous challenges to the students.   

· 12 YouTube Challenges Your Kids Already Knows About:
https://www.commonsensemedia.org/blog/12-youtube-challenges-your-kid-already-knows-about

· The viral internet stunts parents should know:  
http://www.cnn.com/2017/05/24/health/viral-youtube-challenges-partner/index.html 

· Social Networking Challenges Every Parent should Know:
https://www.netnanny.com/assets/brochures/NetNanny-SocialNetworkingChallenges.pdf 

· Online Challenges every parent should watch out for this summer
https://www.internetmatters.org/hub/news-blogs/online-challenges-every-parents-watch-summer/ 

· School warning:  What parents need to know about the ‘eraser challenge’:
https://www.today.com/health/eraser-challenge-what-parents-need-know-about-craze-t109100 
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“Cyber Decisions”: Academy
(Middle/High)
To Accept or Not to Accept Online Challenges
Correlations

Civics and Government
Explain the obligations and responsibilities of citizenship: obeying the law and voting.
(7-12 S3C4 PO4b-c)

Health
Apply effective verbal and nonverbal communication skills to enhance health.
(6-12 S4C1 PO1)
Demonstrate refusal and negotiation skills that avoid or reduce health risks.
(6-12 S4C1 PO2)
Determine when health related situations require the application of a thoughtful decision-making process.
(6-8 S5C2 PO1)
Analyze the outcomes of a health-related decision.
(6-8 S5C2 PO6)
Demonstrate how to influence and support others to make positive health choices.
(6-12 S8C1 PO2)

Technology
Assess situations in which it is appropriate and safe to use a personal digital device in the home, school, community, and in the work place. 
(7-12 S5C1 PO1)
Describe strategies to deal with cyber-bullying situations.
 (6-12.S5C1 PO2)
Advocate and exhibit legal and ethical behavior when using technology. 
(6-12.S5C1PO6)
Promote and exhibit digital citizenship by consistently leading by example and advocating social and civic responsibility to others.
(7-12 S5C2PO 1)

Key Ideas and Details
R.1 Read carefully to determine what the text says explicitly and to make logical inferences from it.

Integration of Knowledge and Ideas
R.7 Integrate and evaluate content presented in diverse media and formats, including visually and quantitatively, as well as in words.

Comprehension and Collaboration
SL.1 Prepare for and participate effectively in a range of conversations and collaborations with diverse partners, building on others’ ideas and expressing their own clearly and persuasively.

Presentation of Knowledge and Ideas
SL.4 Present information, findings, and supporting evidence such that listeners can follow the line of reasoning and the organization, development, and style are appropriate to task, purpose, and audience.
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