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The Law-Related Education Academy is facilitated by the Arizona Foundation for Legal Services & Education with funding made possible by the Arizona Department of Education School Safety Program.

“Cyber Decisions”: Academy
(Middle/High School)
To Send or Not to Send Lesson Plan
Administrator written approval must be obtained prior to implementing this lesson.

Objectives:  Students will…
· Understand what ‘Sexting’ is
· Learn that sexting can carry legal and social consequences
· Problem solving peer pressure with alternatives to sexting

Materials:
· Large paper and markers for each group
· Prepare one Sexting Law Handout per student, using only relevant information from:  http://mobilemediaguard.com/states/sexting_laws_arizona.html 
· 1 highlighter per student
· Optional; toy cell phone, image of a cellphone or non-usable cell phone as a prop for debrief

Timeframe: 50 Minutes

Activity 1: What is Sexting?
1. Begin the activity by placing students into small groups of 4 or 5 students in each. Provide large paper and markers for each group.
2. Ask the students to share with a peer sitting next to them, an example of betrayal. It could be a scenario from a TV show or something they heard or read about. Make sure to instruct them not to use real names. 
3. After a few moments of discussion, ask for a few volunteers to share their stories and what could be learned from the experience.  
4. Draw a circle on the board with the word ‘Sexting’ in the middle.  Then draw lines, one for each group, radiating out from the circle.  Instruct the groups to choose a volunteer to record the same illustration on their small group’s large poster paper.
5. Next, instruct the groups to brainstorm words expressing what they understand or know about ‘sexting’ on the lines.
6. Move from group to group choosing a volunteer to record one of their group’s ideas. You may want to also choose which idea and ask them to post on the lines you drew on the board. 
7. Review the posted ideas and add any relevant missing information. 
Possible Ideas:  sexual content, picture, text message, online post, wanted or unwanted, illegal, consequences (social-emotional=legal), minor/minor or adult/minor, considered a form of child pornography; etc.
8. Next ask the groups to collaborate and draft a definition for ‘Sexting’.  When most groups have their definition, reveal yours and have the groups compare their definition with yours. 
Sexting is sending sexually explicit photos or words using electronic devices.
9. Explain to students that sexting can carry social and emotional consequences; it can raise the risk of being harmed, betrayed and exploited by others; therefore there are laws in place to protect youth from sexting.
 
Activity 2: What are the consequences of sexting?
1. Hand each student a copy of the Sexting Law handout you prepared.  (See: http://mobilemediaguard.com/states/sexting_laws_arizona.html)
2. Instruct each group take turns reading aloud from the handout to their group.  Each member of the group should highlight legal consequences for minors involved with sexting and circle actions you can take to prevent legal consequences when receiving sexting content.
3. Next, ask a volunteer from each group to share one legal consequence they found or an action that can help you prevent legal consequences.
Legal Consequences:   juvenile court; diversion programs; jail; fines; community service; restitution; educational classes 
Preventive Actions:  does not solicit the message that is asked for or try to obtain; takes steps to destroy, delete or eliminate content; reports; does not forward content
4. Next, instruct the groups to discuss social and emotional consequences that may also result from sexting and be ready to report out.
5. Rotate around to each group and ask for a volunteer to share one of their group’s ideas. Record the responses on the board and add any relevant ones not mentioned.   
Other Consequences:  feelings of betrayal; embarrassment; school discipline; home discipline; mistrust; target for bullying/cyberbullying and harassment; increased inappropriate content sent to; poor reputation, employers and/or colleges may reject you, etc.

Activity 3:  Dealing with peer pressure with alternative to sexting
1. Instruct the groups to brainstorm on their large poster paper, a list of possible ways teens are pressured into sexting and a possible alternative for each of the pressures they listed.  
For example:  you want to keep someone you like interested-send a pic of you doing a sport you both like to play.
2. Instruct each group to share one pressure and one alternative that is different from what has already been shared.  Continue to rotate until each group has shared all the different examples.
Possible examples of peer pressure:  
· Thinking it will keep the relationship going
· Believing it would be kept private
· Wanting to fit in
· Wanting to impress others
· Threatened of parents finding out if you don’t sext
· Participating from fear of being targeted too
· Thinking everyone is doing it (National Campaign to Support Teen and Unplanned Pregnancy survey: 78% of teenage girls and 82% of teenage boys have NOT posted or sent a nude or semi-nude picture of themselves to another person), etc.    
Possible examples of alternatives to sexting: 
· Saying sentimental things might be a little embarrassing if it got around but not humiliating or illegal
· Sending a video of yourself doing something special or interesting
· Sending a picture looking amazing that you could share with the public
· Sending a photo in your favorite school outfit or parent approved party outfit 
· Sending a funny photos or videos of you that your parents would not mind if the public sees

3. Remind students that anything they post is public and permanent!

Debrief: Hand a cell phone prop such as a picture, toy, or unusable cell phone to a volunteer and ask them to demonstrate what they would do if they just received any inappropriate content on their cell phone or a social media app.  Then have that volunteer hand the prop to another student volunteer.  Encourage the students to come up with different actions but it is ok if they use the same actions demonstrated by another student.  

*Additional laws for content information only:
  
ARS 8-309. Unlawful use of an electronic communication device by a minor
A. It is unlawful for a juvenile to intentionally or knowingly use an electronic communication device to transmit or display a visual depiction of a minor that depicts explicit sexual material. 
B. It is unlawful for a juvenile to intentionally or knowingly possess a visual depiction of a minor that depicts explicit sexual material and that was transmitted to the juvenile through the use of an electronic communication device.
C. It is not a violation of subsection B of this section if all of the following apply:
1. The juvenile did not solicit the visual depiction.
2. The juvenile took reasonable steps to destroy or eliminate the visual depiction or report the visual depiction to the juvenile's parent, guardian, school official or law enforcement official.
D. A violation of subsection A of this section is a petty offense if the juvenile transmits or displays the visual depiction to one other person. A violation of subsection A of this section is a class 3 misdemeanor if the juvenile transmits or displays the visual depiction to more than one other person. 
E. A violation of subsection B of this section is a petty offense.
F. Any violation of this section that occurs after adjudication for a prior violation of this section or after completion of a diversion program as a result of a referral or petition charging a violation of this section is a class 2 misdemeanor.

ARS 13-3019. Surreptitious photographing, videotaping, filming or digitally recording or viewing
A. It is unlawful for any person to knowingly photograph, videotape, film, digitally record or by any other means secretly view, with or without a device, another person without that person's consent under either of the following circumstances:
1. In a restroom, bathroom, locker room, bedroom or other location where the person has a reasonable expectation of privacy and the person is urinating, defecating, dressing, undressing, nude or involved in sexual intercourse or sexual contact.
2. In a manner that directly or indirectly captures or allows the viewing of the person's genitalia, buttock or female breast, whether clothed or unclothed, that is not otherwise visible to the public.
B. It is unlawful to disclose, display, distribute or publish a photograph, videotape, film or digital recording made in violation of subsection A of this section without the consent or knowledge of the person depicted.
C. This section does not apply to:
1. Photographing, videotaping, filming or digitally recording for security purposes if notice of the use of photographing, videotaping, filming or digital recording equipment is clearly posted in the location and the location is one in which the person has a reasonable expectation of privacy.
2. Photographing, videotaping, filming or digitally recording by correctional officials for security reasons or in connection with the investigation of alleged misconduct of persons on the premises of a jail or prison
3. Photographing, videotaping, filming or digitally recording by law enforcement officers pursuant to an investigation, which is otherwise lawful.
4. The use of a child monitoring device as defined in section 13-3001.
D. A violation of subsection A or B of this section is a class 5 felony.
E. Notwithstanding subsection D of this section, a violation of subsection A or B of this section that does not involve the use of a device is a class 6 felony, except that a second or subsequent violation of subsection A or B of this section that does not involve the use of a device is a class 5 felony.
F. Notwithstanding subsection D of this section, a violation of subsection B of this section is a class 4 felony if the person depicted is recognizable.
G. For the purposes of this section, "sexual contact" and "sexual intercourse" have the same meanings prescribed in section 13-1401.
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“Cyber Decisions”: Academy
(Middle/High School)
To Send or Not to Send 
Correlations


Civics and Government
Explain the obligations and responsibilities of citizenship: obeying the law and voting.
(7-12 S3C4 PO4b-c)

Health
Demonstrate refusal and negotiation skills that avoid or reduce health risks.
(6-12 S4C1 PO2)
Determine when health related situations require the application of a thoughtful decision-making process.
(6-8 S5C2 PO1)

Technology
Assess situations in which it is appropriate and safe to use a personal digital device in the home, school, community, and in the work place. 
(7-12 S5C1 PO1)
Describe strategies to deal with cyber-bullying situations.
 (6-12.S5C1 PO2)
Articulate and practice the school and district rules governing the use of digital tools as defined by school board policy and procedures. 
(7-12 S5C1 PO3)
[bookmark: _GoBack]Advocate and exhibit legal and ethical behavior when using technology. 
(6-12.S5C1PO6)
Promote and exhibit digital citizenship by consistently leading by example and advocating social and civic responsibility to others.
(7-12 S5C2PO 1)

Key Ideas and Details
R.1 Read carefully to determine what the text says explicitly and to make logical inferences from it.

Integration of Knowledge and Ideas
R.7 Integrate and evaluate content presented in diverse media and formats, including visually and quantitatively, as well as in words.

Comprehension and Collaboration
SL.1 Prepare for and participate effectively in a range of conversations and collaborations with diverse partners, building on others’ ideas and expressing their own clearly and persuasively.

Presentation of Knowledge and Ideas
SL.4 Present information, findings, and supporting evidence such that listeners can follow the line of reasoning and the organization, development, and style are appropriate to task, purpose, and audience.
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