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The Law-Related Education Academy is facilitated by the Arizona Foundation for Legal Services & Education with funding made possible by the Arizona Department of Education School Safety Program.

“Cyber Decisions”: Academy
(Middle/High School)
To Meet or Not to Meet
Power Point Lesson Plan
Administrator written approval must be obtained prior to implementing this lesson.

Objectives:  Students will…
· Learn how to protect yourself from cyber predators
· Recognize suspicious actions of online predators
· Develop online safety tips

Materials:
· Large paper and markers for each group
· Projector and Screen for Power Point
· Suspicious Behavior Handout (see Below lesson) 1 per group
· True/False Student Handout (see Below lesson) 1 per group
· True/False Facilitator Guide (see Below lesson)

Timeframe: 50 Minutes

Activity 1: Recognizing Online Suspicious Behavior 
1. Begin the activity by placing students into small groups of 4 or 5 students in each. Provide large paper and markers for each group.
2. Slide 1:  Review the lesson topic and objectives with the class.
3. Slide 2:  Instruct the small groups collaborate and draft a definition for ‘Cyber Predator’. 
4. Slide 3:  Reveal the facilitator definition and instruct the groups to compare their definition with yours and make any necessary changes.
“A Cyber Predator is someone who uses the internet, cellphone, or other digital device to exploit youth for abusive purposes.”[footnoteRef:1] [1:  http://dev5.sendit.nodak.edu/digitalcitizenship2/cyber-predator/ 

] 

5. Slide 4:  Instruct the students to brainstorm with their small group, 5 suspicious behaviors an online predator might exhibit.  Each group should choose a recorder to write the group’s ideas on the large poster paper.  Inform the students that groups will receive points for matching their answers to yours. 
6. Next, provide the Suspicious Behavior Handout for each group. Instruct the groups to review the list with their group and award themselves points for each similar item they listed.  Ask for the groups to share how many points they earned.
7. Allow the students to ask any clarifying questions regarding the Suspicious Behavior. Check for understanding by asking students to volunteer to explain a few of the behaviors and why they should be considered risky.
8. Next, instruct the groups to share among their group, any experiences they have had with suspicious behavior.  
9. Ask for class volunteers to share an experience they have had or heard of and point out what the suspicious behavior was. 

Activity 2: True/False
1. Slide 5:  Instruct the groups to number their large poster paper from 1-10.  Hand each group the True/False Student Handout. Instruct the groups to collaborate to read each statement and determine if they think the statement is true or false.  A recorder from each group should record their group’s response on their large poster paper but try to keep it a secret from other groups. Inform the groups that they will be award points for each correct answer. 
2. Slides 6-15:  Ask for a different volunteer from each group to read a statement and give their group’s response.  Reveal each slide and award points to each group with the correct answer or see the Facilitator’s Guide.

Activity 3 Preventing Possible Dangers
1. Instruct the groups to collaborate and list on their large poster paper the possible dangers you could put yourself and other members of your family in agreeing to meet someone they only met online. 
2. Rotate around to each group asking for one possible danger. 
Possible Dangers:  (see slide 16)
· Abducted or kidnapped
· Harmed/abused
· Other family members in danger of being targeted
· Household in danger of theft/harm

3. Next, instruct the groups to brainstorm a list of safety tips they should follow if anyone they met online wants to meet them in person or exhibits suspicious behavior.  
4. Ask each groups to share a safety tip and instruct the other groups to check any similar item on their list.  Continue rotating until all ideas have been shared.
Possible Safety Tips:  
· Block and report suspicious behavior
· Talk to a trusted adult
· Use safe judgment before accepting a friend request
· Consider the consequences
· Unfriend anyone that seems suspicious or makes you uncomfortable; tell an adult why
· Only meet  people from online with parent permission; report suspicious requests
· Talk to a trusted adult anytime you see suspicious behavior online or feel uncomfortable with an online encounter
· Save evidence of suspicious behavior to show a trusted adult
· Ask your parents before downloading anything on your computer
· Follow computer safety features to prevent spyware; update as directed by your firewalls

5. Explain that child predators face serious legal consequences including being registered as a sex offender.  Community crime reports help alert citizens of registered sex offenders living in their neighborhoods.

Debrief Slide 17: Ask the following questions and allow for several student responses for each question.
a. Give an example of suspicious online behavior.
b. Explain a strategy you can use to protect yourself from online predators
c. Name someone you can report suspicious behavior to or talk to about online situations that make you feel uncomfortable

Sources:  
· http://dev5.sendit.nodak.edu/digitalcitizenship2/cyber-predator/ 
· http://onlinesense.org/signs-online-predators/  
· http://www.puresight.com/Pedophiles/Online-Predators/online-predators-statistics.html 
· http://www.pewinternet.org/files/2013/05/PIP_TeensSocialMediaandPrivacy_PDF.pdf 
· Crimes Against Children Research Center
· Center for Missing and Exploited Children
· i-SAFE Foundation
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“Cyber Decisions”: Academy
(Middle/High School)
To Meet or Not to Meet
Power Point 
Correlations

Civics and Government
Explain the obligations and responsibilities of citizenship: obeying the law and voting.
(7-12 S3C4 PO4b-c)

Health
Apply effective verbal and nonverbal communication skills to enhance health.
(6-12 S4C1 PO1)
Demonstrate refusal and negotiation skills that avoid or reduce health risks.
(6-12 S4C1 PO2)
Determine when health related situations require the application of a thoughtful decision-making process.
(6-8 S5C2 PO1)
Analyze the outcomes of a health-related decision.
(6-8 S5C2 PO6)
Demonstrate how to influence and support others to make positive health choices.
(6-12 S8C1 PO2)

Technology
Assess situations in which it is appropriate and safe to use a personal digital device in the home, school, community, and in the work place. 
(7-12 S5C1 PO1)
Describe strategies to deal with cyber-bullying situations.
(6-12.S5C1 PO2)
Demonstrate safe online communication practices regarding personal information.
(7-12 S5C1 PO 4)
[bookmark: _GoBack]Promote and exhibit digital citizenship by consistently leading by example and advocating social and civic responsibility to others.
(7-12 S5C2PO 1)

Key Ideas and Details
R.1 Read carefully to determine what the text says explicitly and to make logical inferences from it.

Integration of Knowledge and Ideas
R.7 Integrate and evaluate content presented in diverse media and formats, including visually and quantitatively, as well as in words.

Comprehension and Collaboration
SL.1 Prepare for and participate effectively in a range of conversations and collaborations with diverse partners, building on others’ ideas and expressing their own clearly and persuasively.

Presentation of Knowledge and Ideas
SL.4 Present information, findings, and supporting evidence such that listeners can follow the line of reasoning and the organization, development, and style are appropriate to task, purpose, and audience.
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“Cyber Decisions”: Academy
(Middle/High School)
To Meet or Not to Meet
Administrator written approval must be obtained prior to implementing this lesson.
Suspicious Behavior Handout
http://onlinesense.org/signs-online-predators/

1. An unknown adult interested in getting to know you
2. Someone wanting your conversations with them to be private
3. Asking for personal information about you or tries to trick you into sharing it
4. Unknown person who seems to know things about you that you didn’t tell them
5. Someone who tries to earn your trust and confidence, while turning you away from your real friends and family that care about you
6. Things they say don’t always seem true or make sense such as telling you they are a teenager but seem like an adult
7. Offering you gifts even though you have never met them in person
8. Receiving a friend request from someone you don’t know
9. Requests from someone you never met in person to send them a picture or video chat with them
10. Asking you to lie to keep their relationship with you a secret
11. Pressuring you into meeting with them in secret
12. Threatening you if you do not comply to their requests to send or posts their requests
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“Cyber Decisions”: Academy
(Middle/High School)
To Meet or Not to Meet
Administrator written approval must be obtained prior to implementing this lesson.
True/False Student Handout

1. Over 90% of all Americans between 12 and 17 years old are internet users. 
2. 80% of U.S. teens who regularly log on to internet say they have never received an unwanted sexual solicitation via the web. 
3. In 50% of the cases where teens are the victims of online predators, they have willingly met them in person. 
4. Only 33% of homes use filtering or blocking software. 
5. 82% of online predators utilize social networking sites to prey on their victims.  
6. Sexual Predators only target girls.  
7. 63% of teens friend people on Facebook that they have never met in person. 
8. You should always report any suspicious online behavior or content that makes you feel uncomfortable to a trusted adult.  
9. It is never your fault if a predator targets you but you can take steps to protect yourself. 

Sources:
· Crimes Against Children Research Center
· Center for Missing and Exploited Children
· i-SAFE Foundation
· http://www.puresight.com/Pedophiles/Online-Predators/online-predators-statistics.html 
http://www.pewinternet.org/files/2013/05/PIP_TeensSocialMediaandPrivacy_PDF.pdf
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“Cyber Decisions”: Academy
(Middle/High School)
To Meet or Not to Meet
Administrator written approval must be obtained prior to implementing this lesson.
True/False Facilitator Guide


1. Over 90% of all Americans between 12 and 17 years old are internet users. True http://www.pewinternet.org/data-trend/teens/internet-user-demographics/ 
2. 80% of U.S. teens who regularly log on to internet say they have never received an unwanted sexual solicitation via the web. True  Crimes Against Children Research Center
3. In 50% of the cases where teens are the victims of online predators, they have willingly met them in person. False 100% of the cases, teen victims have willingly met their predator in person.
http://lmk.girlscouts.org/Online-Safety-Topics/Online-Sexual--Predators/The-Facts/The-Real-Statistics-on-Predators.aspx  
4. Only 33% of homes use filtering or blocking software. True  Crimes Against Children Research Center
5. 82% of online predators utilize social media sites to prey on their victims.  True  http://www.kidslivesafe.com/child-safety/online-predators-and-cyberbullying-statistics 
6. Sexual Predators only target girls.  False 30% are boys  Crimes Against Children Research
7. 63% of teens friend people on Facebook that they have never met in person. False 33%  Crimes Against Children Research
8. You should always report any suspicious online behavior or content that makes you feel uncomfortable to a trusted adult.  True
9. It is never your fault if a predator targets you but you can take steps to protect yourself. True

Sources:
· Crimes Against Children Research Center
· Center for Missing and Exploited Children
· i-SAFE Foundation
· http://www.puresight.com/Pedophiles/Online-Predators/online-predators-statistics.html 
· http://www.pewinternet.org/files/2013/05/PIP_TeensSocialMediaandPrivacy_PDF.pdf
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