[image: AFLSE w bar fdn]
The Law-Related Education Academy is facilitated by the Arizona Foundation for Legal Services & Education with funding made possible by the Arizona Department of Education School Safety Program.

“Safe from Cybercrimes”: Academy
(Middle/High School)
Is it a Cybercrime? Lesson Plan
Obtain Administrator Approval Prior to Implementing Lesson

Objectives:  Students will…
· Identify the various devices capable of connecting to the internet 
· Understand laws pertaining to cybercrimes 
· Explore ways to report potential cybercrimes at school

Materials:
· Large paper and markers for each group
· YES & NO signs

Timeframe: 40 Minutes

Activity 1:  T-Chart Devices and Apps
1. Begin the activity by placing students into small groups of 4 or 5 students in each. Provide large paper and markers for each group.
2. Instruct the groups to create a t-chart on the large poster paper.  On the left side, they should label their t-chart, “Devices” and on the right side, they should label their t-chart, “Apps”.
3. Next, instruct the students to brainstorm and record a list of electronic devices capable of connecting to the Internet (wired or wireless) and record on the left side.  Then, brainstorm a list of apps they use for communication and record it on the right side of their group’s t-chart. 
Possible Devices:   cellphones, tablets, IPad’s, video game consoles (PlayStation, Xbox etc.), computers (desktop and laptops), vehicle navigation and DVD players
Possible Apps:  IMessage, Safari, Internet, Tik Tok, Snapchat, Twitter, Facebook, Instagram, Viber, WhatsApp, Signal, WeChat, Google Allo, FaceTime, Skype
4. Instruct the groups to post their t-charts on the wall.  Each group should have a volunteer with a marker that will report out for their group.  Rotate to each group and ask the group volunteer to report on one device and one app.  The other group volunteers can check any similar item on their lists.  
5. Continue rotating to each group volunteer until all different ideas have been reported. 
6. Display or report the number of cybersecurity incidents reported in the U.S. for K-12 schools.  (See: https://k12cybersecure.com/map/)  Explain that a cybercrime refers to the use of an electronic device/internet to commit a crime.  
7. Now, instruct the groups to discuss what they think are common forms of cybercrimes.  
8. Rotate to each group and ask for a volunteer to share their group’s ideas.  Record accurate responses on the board.  
Common Forms of cybercrimes may include:
· Phishing:  fake emails
· Identity Theft:  impersonating another user
· Hacking:  shutting down or misusing someone’s personal site or information on a public or registered site
· Cyberbullying:  spreading hate, threatening, intimidating, harassing, stalking, etc.
· Distributing Child Pornography or Sexting
· Grooming:  building a trusting relationship with a minor in order to exploit them

Activity 2:  Is it a Cybercrime, “Yes” or “No”?
1. On one side of the room display the “YES” sign and on the opposite side of the room display the “NO” sign.  Inform the students they are going to hear a series of statements and ask them to stand next to the sign that best reflects their response.
2. After each statement is read and students have chosen their response, ask a few volunteers from both sides to comment why they made that choice before correcting or elaborating on the correct response.    

A. Is it a crime for two or more people, regardless of age, to engage in an online conversation about school, sports, news, or some other similar topic?
Answer:  No, it is not a crime for people to engage in that type of conversation regardless of age.
B. Is it a crime for two people, one of whom is 15-years-old and the other 19-years-old, to engage in an online conversation requesting sexting pictures from the minor?
Answer:  Yes, it is a crime.  Simply having the conversation online between an adult and minor is illegal pursuant to Arizona Revised Statute 13-3554 Luring a Minor for Sexual Exploitation.  If they meet up and engage in sexual activity, then it is considered a crime pursuant to Arizona Revised Statute 13-1405 Sex Conduct with a Minor.
C. Is it a crime for someone to post a photograph of themselves on social media, holding a gun, with a statement, “Watch out at school tomorrow”?
Answer:  Yes, it is a crime.  Pursuant to Arizona Revised Statute 13-1202 Threatening and Intimidating, Interference/Disruption of an Educational Institution pursuant to Arizona Revised Statues 13-2911 and possibly Misconduct Involving Weapons pursuant to Arizona Revised Statute 13-3102.
D. Is it a crime for two or more people, regardless of age, to engage in a conversation while playing violent video games online?
Answer:  No, it is not a crime.
E. Is it a crime for a person to use someone else’s electronic device to access, modify, erase or tamper with school documents?
Answer: Yes, it is a crime of Computer Tampering pursuant to Arizona Revised Statute 13-2316.
F. Is it a crime for someone to send an email posing as a financial institution asking for money?
Answer:  Yes, it is a crime and is considered phishing which is also a crime pursuant to Arizona Revised Statute 13-2316 for Computer Tampering.
G. Is it a crime for someone to send someone a message online stating they want to harm them because of their religious beliefs?
Answer:  Yes, it is a crime pursuant to Arizona Revised Statute 13-1202 for Threatening and Intimidating and can be considered a hate crime.

3. Inform students that schools have filters and firewalls to help keep them safe from cybercrimes at school, however, it is important to report any safety issue they run across while online at school. If they experience potential cybercrimes or any online behaviors they are uncomfortable with, they should tell their parents.  Ask the class who else they can report suspicious online behavior to.  
4. Allow for students to call out answers as you record them on the board.  
Possible Responses:  SRO, school staff, host website, etc. 
5. Instruct all students to return to their group seating and discuss what challenges could occur for students trying to report cybercrimes they become aware of at school?   
6. Rotate to each group and ask a volunteer to share 1 group idea.  Continue rotating around until all ideas have been heard.  Record each different idea on the board.
Possible Responses:  Afraid to report, not sure who to report to, not sure if it is a crime or against school rules, don’t want to bother with reporting, etc.  
7. Assign each group one of the ideas from the board and/or from the list in step 5. 
8. Instruct each group to brainstorm a list of ideas that may help students overcome their assigned challenge.  Students should also list what help from school staff they may need to carry out their idea.  Groups may also illustrate their idea to present to the class.
9. Rotate to each group and have the group members share in presenting their ideas and what assistance they may need from school staff in order to report cybercrimes they come across at school.   

Debrief: 
1. Instruct each group to discuss actions students could STOP doing to keep safe from cybercrimes at school and actions, students could START doing to keep themselves safe from cybercrimes at school.  
2. Rotate to each group and ask for one ‘STOP” idea and one “START” idea.   
3. Remind students, if it was not mentioned, that schools have filters and firewalls to help keep them safe, however, it is important to report any safety issue they run across while online at school.  
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“Safe from Cybercrimes”: Academy
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Is it a Cybercrime? 
Correlations

[bookmark: _GoBack]Civics
6.C4.2 Describe and apply civic virtues including deliberative processes that contribute to the common good and democratic principles in school,
community, and government.
7.C4.2 Assess specific rules and laws (both actual and proposed) as a means of addressing public problems.
8.C1.2 Demonstrate civic virtues that contribute to the common good and democratic principles within a variety of deliberative processes and settings.
8.C2.2 Explain specific roles, rights and responsibilities of people in a society.

Writing:
6‐12. WHST.4 Produce clear and coherent writing in which the development, organization, and style are appropriate to task, purpose, and audience. 

Speaking and Listening:
SL.1 Prepare for and participate effectively in a range of conversations and collaborations with diverse partners, building on others’ ideas and expressing their own clearly and persuasively.
SL.2 Integrate and evaluate information presented in diverse media and formats, including visually, quantitatively, and orally.
SL.4 Present information, findings, and supporting evidence such that listeners can follow the line of reasoning and the organization, development, and style are appropriate to task, purpose, and audience.

Technology
7-12 S1.C3.PO2 Ask questions and investigate a problem from different perspectives and formulate inferences from known facts.
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