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The Law-Related Education Academy is facilitated by the Arizona Foundation for Legal Services & Education with funding made possible by the Arizona Department of Education School Safety Program.

“Safe from Cybercrimes”: Academy
(Middle/High School)
Get a Handle on Internet Trolls Lesson Plan
Obtain Administrator Approval Prior to Implementing Lesson

Objectives:  Students will…
· Understand that there are laws to protect online activity
· Learn that mean teasing can cross the line into cyberbullying or trolling
· Explore strategies utilized to discourage trolling

Materials:
· Term and Description Cards-1 card per student
· Large paper and markers for each group
· Teasing to Trolling Handout-1 per group (see pg. 5)
· 2 posters labeled with the following headings:  On the Internet – On School Campus

Timeframe: 40 Minutes

Activity 1:   Matching Vocabulary
1. Provide each student either a Term Card or its matching Description Card.  Instruct students to go around the room and find their match.  Explain that there are only 8 matches (16 cards); therefore, there will be duplicate matches.  If there is an odd number of students, hold a card so that student can find a match.
2. After all students have found their match, call out a term and ask a matching pair to volunteer and read the description to the class.  When all of the terms have been reported out, place students who have the same term and its matching descriptions in the same group.  Provide large paper and markers for each group.
3. Instruct the groups to discuss ways they have fun teasing friends online, where both parties are enjoying the exchange.  Then, groups should pick their favorite example from the group member’s ideas and illustrate online dialogue boxes on their large poster paper.
4. Rotate to each group, checking for understanding and class appropriate examples.  Also provide encouraging feedback.
5. Call on one group at a time to present their example and ask the audience to comment if they think it is an example of friendly teasing or not; and if not, why.
6. Instruct the partners at each group to discuss how someone would know if online teasing is acceptable to both parties and when does mean teasing cross the line into cyberbullying or trolling?
7. Ask a few volunteers from the class to comment aloud.  
Possible Responses:  When someone says they don’t like the comment or reacts in a negative way, when they stop posting or ignore your comments, when they are not teasing back, when others comment that you went too far; mean teasing can cross the line when it is repeated even after being ask to stop, when it is meant to humiliate, embarrass or annoy, it continues even though teasing is not being returned, when others join in without being teased back, etc.

Activity 2:  Ranking Teasing to Trolling
1. Provide each group the Teasing to Trolling handout and explain that it contains examples of online posts.  Instruct the groups to discuss which examples are of friendly teasing and which ones cross the line into cyberbullying or trolling.  Further instruct groups to rank each post from 1-5 with 1 being an example of friendly teasing and 5 being an example of trolling.  
2. List the letters A-E going down, on the class board.  Assign each group a different colored dry erase marker.  Then, ask each group to take turns recording their group’s rank for each letter.  
3. When all groups have reported out their ranking of the posts, ask the class to observe if there were any differences among the group’s rankings, if so, what would be some of the reasons.  Allow students to call out ideas and record their ideas on the board.
Possible Responses:  What is teasing to one may be more annoying to another, people may have different ideas of what is offensive or insulting to them, etc.
4. Next, ask the group partners to discuss how trolling and cyberbullying may affect peer interactions at school.  Call on a few volunteers to share with the class.
Possible Responses:  hard feelings may carry over to school interactions, conflicts could occur over what was said, fights could result if conflicts are unresolved or others fuel the drama, others may join in and take sides creating greater conflicts and divisions among peer groups, friends may choose sides or feel pressure to choose sides, cyberbullying could ensue with additional members posting, etc.

Activity 3:  Handling Trolls
1. Post 2 posters on the wall labeled with the following headings:  On the Internet – On School Campus. 
2. Instruct the groups to discuss strategies to stop trolling from affecting school life.
3. Groups may use the same colored marker assigned in Activity 2.  Groups will choose two volunteers from their group (1 volunteer per poster) to record one group idea per class poster.  
4. Inform groups that the idea recorded on the poster should be different from what is already posted by another group.  Groups may send volunteers to record additional ideas that were not posted by other groups when all groups have posted at least one response.  
5. Call on new volunteers to report out on a class poster.  
Possible Responses:
On the Internet-avoid responding to offensive comments, block/report/delete offensive comments, (may need to show an adult before deleting as proof of the offense), speak out against mean comments posted, post positive comments to counteract the negative ones, use assertive and respectful verbiage when stating opinions, etc.   
On School Campus- avoid spreading rumors or gossiping that could prompt trolling towards the target or incite conflicts and fights at school, use respect and truth when sharing opinions or making comments in communication with others, report bullying and cyberbullying, talk to a trusted adult about being targeted by any form of bullying, avoid taking sides with online conflicts carried over to school, except where peace-making strategies could help resolve the conflict, etc.   

Debrief:  Final Statement
1. Write the following statement on the board and instruct each group to brainstorm an appropriate response that could help prevent online trolling from affecting school life.    
2. “If I see someone trolling online I will (Fill in the blank with an action that could help stop the trolling.) 
3. Rotate to each group and ask a volunteer to share their group’s statement.  
Example: “If I see someone trolling online, I will post a positive comment.”
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“Safe from Cybercrimes”: Academy
(Middle/High School)
Get a Handle on Internet Trolls 
Correlations

Civics
6.C4.2 Describe and apply civic virtues including deliberative processes that contribute to the common good and democratic principles in school,
community, and government.
7.C4.2 Assess specific rules and laws (both actual and proposed) as a means of addressing public problems.
8.C1.2 Demonstrate civic virtues that contribute to the common good and democratic principles within a variety of deliberative processes and settings.
8.C2.2 Explain specific roles, rights and responsibilities of people in a society.
HS.C2.4 Analyze the responsibility of citizens.

Reading:
R.1 Read carefully to determine what the text says explicitly and to make logical inferences from it.
R.2 Determine central ideas or themes of a text and analyze their development.
R.6 Assess how point of view or purpose shapes the content and style of a text.
11‐12.RI.8 Including the application of constitutional principles and use of legal reasoning. 
R.10 Read and comprehend complex literary and informational texts independently and proficiently.

Writing:
7-12. W. 2 Write informative/explanatory texts to examine a topic and convey ideas, concepts, and information through the selection, organization, and analysis of relevant content. 
6‐12. WHST.4 Produce clear and coherent writing in which the development, organization, and style are appropriate to task, purpose, and audience. 

Speaking and Listening:
SL.1 Prepare for and participate effectively in a range of conversations and collaborations with diverse partners, building on others’ ideas and expressing their own clearly and persuasively.
SL.2 Integrate and evaluate information presented in diverse media and formats, including visually, quantitatively, and orally.
SL.4 Present information, findings, and supporting evidence such that listeners can follow the line of reasoning and the organization, development, and style are appropriate to task, purpose, and audience.

Health:
6-12 S4.C1.PO2 Demonstrate refusal and negotiation skills that avoid or reduce health risks.
6-12 S4.C1.PO1 Apply effective verbal and nonverbal communication skills to enhance health.
6-8 S4.C2.PO1 Identify effective conflict management or resolution strategies Identify ways to ask for assistance to enhance the health of self and others.
6-8 S5.C2.PO1 Determine when health related situations require the application of a thoughtful decision-making process.
6-12 S8.C1.PO2 Demonstrate how to influence and support others to make positive health choices.

Technology
[bookmark: _Hlk35865154][bookmark: _GoBack]6-12 S5.C1.PO2 Describe strategies to deal with cyber-bullying situations.
[bookmark: _Hlk35865172]6-12 S5.C1.PO6 Advocate and exhibit legal and ethical behavior when using technology. 
[bookmark: _Hlk35865186]7-12 S5.C1.PO1 Assess situations in which it is appropriate and safe to use a personal digital device in the home, school, community, and in the workplace.
[bookmark: _Hlk35865204]7-12 S5.C2.PO1 Promote and exhibit digital citizenship by consistently leading by example and advocating social and civic responsibility to others.
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“Safe from Cybercrimes”: Academy
(Middle/High School)
Get a Handle on Internet Trolls Lesson Plan

Teasing to Trolling
 Handout

Rank each post from 1-5 with 1 being an example of friendly teasing and 5 being an example of trolling.  


[image: ]
[image: ]
[image: ]
[image: ]
CowboysRule	

Hey Bronco Billy, you should turn your jersey inside out 
for losing the game last night! LOL



				
E. ___________ _______________
D. ___________ _______________
C. ___________ _______________
AnonymousPeep	

I’m so tired of your comments.  Nobody cares what you think. 
You better deactivate your account or else!

4 hours ago


				
CatGirl	

I love your hair! But your dress, what were you thinking?



				
B. ___________ _______________
JoeDun0	

It’s me again, @Rockout15 is such a loser!!



				
A. ___________ _______________
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America#1	

Anyone who agrees with that is an idiot.  Doesn’t deserve to live!!



				
E. ___________ _______________
[image: ]
CowboysRule	

Hey Bronco Billy, you should turn your jersey inside out 
for losing the game last night! LOL
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