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“Safe from Cybercrimes”: Academy
(Middle/High School)
Safe from Sexting Lesson Plan
Obtain Administrator Approval Prior to Implementing Lesson

Objectives:  Students will…
· Understand the risk associated with self-disclosure and sexting
· Learn possible outcomes of self-disclosures and sexting
· Explore ways to refuse and report sexting content  

Materials:
· Large paper and markers for each group
· Projector screen, projector, speakers, access to the internet:  Ally’s Story: Second Thoughts on Sexting: 
https://www.youtube.com/watch?v=nsfcN2Hi_ts 
· 8 Posters with headings-See Facilitator Guide for Headings
· Facilitator Guide

Timeframe: 40 Minutes

Activity 1:  Self-Disclosure
1. Begin the activity by placing students into small groups of 4 or 5 students in each. Provide large paper and markers for each group.
2. Write the term, “Self-Disclosure” on the board and explain that it is sharing private information about yourself.  
3. Instruct the groups to discuss what they think self-disclosure means when it comes to online communications between couples, friends or acquaintances.    
4. Call on each group and ask a volunteer to share their group’s thoughts.  Record responses on the board.  
5. Next, ask the groups to discuss the risks with disclosing private information about yourself online.
6. Rotate to each group and ask a volunteer to share their group’s comments.
Possible Responses:  If the relationship ends, the information could be used to get back at you or shared with others to humiliate or embarrass you, the other person could use the information to exert power over you, sharing too much too soon could make the other person uncomfortable with you, what you share may not stay confidential, other people may take the shared information and target you with mean comments or bullying tactics.  
7. Share the following explanation about sexting.  
Sexting (or "sex texting") getting sexually explicit or suggestive images, 
messages, or video on a smartphone or through the Internet.[footnoteRef:1] [1:  https://kidshealth.org/en/parents/2011-sexting.html] 

8. Ask the groups to discuss the risks with sending sexting messages. Rotate to each group and ask a volunteer to share their group’s comments.
Possible Responses:  The messages and pictures can be forwarded to others, threatened or intimidated into sending more or they will expose what you sent, publically shamed, bullied, harassed or stalked online, etc.
9. Inform students that there are laws to help protect youth from negative outcomes from disclosing personal information or sexting.  It is also illegal for a minor to receive, save or forward sexting messages and images.  Elaborate with other laws that may be associated with sexting such as stalking or harassing someone with sexting content or threatening or intimidating someone into sending sexting content or sending their sexting messages if they don’t send more or agree to other requests.  Explain that a minor that sends sexting messages to other minors falls under juvenile laws.  (See Facilitator Guide for more information on related laws)

Law:
8-309. Unlawful use of an electronic communication device by a minor; classification; definitions
· It is not illegal if the minor took steps to block, delete, report the sexting messages
· A minor receiving or possessing sexting content-petty offense
· A minor sharing or forwarding a sexting message to one person-petty offense; more than one-Class 3 misdemeanor
· New Offenses after completing a diversion program or prior offense for sexting-Class 2 misdemeanor
· Punishments such as probation, fines, detention center 
· Consequences such as loss of illegibility for school programs and sports, less competitive for scholarships, job applications and awards

Activity 2:  Abby’s Story
1. Post 8 titled posters around the room.  Inform the students that they are going to view a video about a sexting incident that happened to a girl named Ally.  Briefly review the questions on the posters and inform the students to listen for ideas from the video to respond to the questions.    
A. What did Ally mean, “the biggest mistake of my life”?
B. What was Ally thinking or feeling before she sent the picture?
C. What could someone do with your sexting message?
D. What are some possible consequences for sending a sexting message? 
E. What are responses you could give if someone asks you to send a sexting message?
F. What is something flirty or friendly you could say that is not sexting, offensive or inappropriate?
G. If you sent a sexting picture, what are some ways the receiver could have power over you?
H. Why are there laws on sexting?
2. Play the video once or twice before assigning each group a different poster and different colored marker.  Instruct the groups to discuss the question and record one response from the group on the poster.  Inform students that you will call for rotation and the groups should rotate clockwise to the next poster. They should read what is already written from the previous group, and record their own idea that is different from any responses already recorded. Continue in this manner until all groups have added to all posters.  
3. When groups have rotated to the poster they were assigned to, call on group volunteers to report out their poster.  (See Facilitator Guide)

Activity 3:  Safe from Sexting 
1. Next, ask the groups to discuss how being involved in a sexting incident that was made public may affect their school life.  
2. Rotate to each group and ask a volunteer to share one comment from their group.  Record the response on the board.  
3. Inform students that sending, receiving or sharing sexting content is also against school rules.  Refer to the student handbook for consequences.
4. Post or write the following scenarios on the board or assign each group one.  Instruct the groups to create a reply or advice that could keep someone safe from the consequences and risks of sexting.  
· Someone asks you to send a sexting picture
· Someone sends you a sexting message
· Someone wants you to forward a sexting message you received
· Someone is considering sending a sexting pic
· Someone discloses private information that makes you feel uncomfortable
· Someone ask you to disclose private information about yourself 
· Someone threatens to expose your sexting pic if you don’t send more
· Someone continually sends you inappropriate messages and pictures
5. Instruct the groups to post their posters around the room.  Ask a volunteer from each group to report out on one scenario.  Other groups may report out a different response.  

Debrief:  
1. Ask the groups to consider self-disclosing and sexting and create one rule to keep them safe from the negative outcomes.  
2. Rotate to each group and ask a volunteer to share their group’s rule.  
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“Safe from Cybercrimes”: Academy
(Middle/High School)
Safe from Sexting
Facilitator Guide
Poster headings and possible student responses:  
A. What did Ally mean, “the biggest mistake of my life”?
Student answers will vary; Ally regrets sending the picture

B. What was Ally thinking or feeling before she sent the picture?
Student answers will vary; 
· I’m a good girl
· We will be together forever
· Rejected
· Vulnerable
· Wanted
· Out of character

C. What could someone do with your sexting message?
Student answers will vary; 
· Exert Power
· Exert Control
· Forward
· Delete
· Keep it

D. What are some possible consequences for sending a sexting message? 
· Charged with a sexting crime (8-309. Unlawful use of an electronic communication device by a minor; classification; definitions)
· Court fees/fines
· Time in a Detention Center
· Diversion Programs (Community-based education program that addresses behavior changes)
· School suspensions/detentions
· Ineligible for sports or extracurricular activities
· Affect scholarships, job applications, college placement


E. What are responses you could give if someone asks you to send a sexting message?
· Be assertive and say no
· Tell them you are not comfortable with that
· Respond with facts about the law
· Respond with possible consequences that you want to avoid

F. What is something flirty or friendly you could say that is not sexting, offensive or inappropriate?
Student Answers will vary

G. If you sent a sexting picture, what are some ways the receiver could have power over you?
· Threaten to publicize it if you don’t send more or comply to other requests
· Embarrass or humiliate you by sharing it with others
· Keep it as long as they like
· Share it at any time
· Use the picture for fake accounts or for impersonating or to make you a target of cyberbullying and harassment

H. Why are there laws on sexting?
· Protect minors from sexual exploitation
· Protect minors from harassment, stalking, bullying, etc.
· Teen’s social maturity is not fully developed yet
· Protect future social reputations of minors


Laws:

13-1202. Threatening or intimidating; classification
A. A person commits threatening or intimidating if the person threatens or intimidates by word or conduct:
1. To cause physical injury to another person or serious damage to the property of another; or
B. Threatening or intimidating pursuant to subsection A, paragraph 1 or 2 is a class 1 misdemeanor

13-2921. Harassment; classification; definition 
A. A person commits harassment if, with intent to harass or with knowledge that the person is harassing another person, the person:
1. Anonymously or otherwise contacts, communicates or causes a communication with another person by verbal, electronic, mechanical, telegraphic, telephonic or written means in a manner that harasses.
2. Continues to follow another person in or about a public place for no legitimate purpose after being asked to desist.
3. Repeatedly commits an act or acts that harass another person.
4. Surveils or causes another person to surveil a person for no legitimate purpose.
C. Harassment under subsection A is a class 1 misdemeanor. 
E. For the purposes of this section, "harassment" means conduct that is directed at a specific person and that would cause a reasonable person to be seriously alarmed, annoyed or harassed and the conduct in fact seriously alarms, annoys or harasses the person.

13-2923. Stalking; classification; exceptions; definitions 
A. A person commits stalking if the person intentionally or knowingly engages in a course of conduct that is directed toward another person and if that conduct causes the victim to:
1. Suffer emotional distress or reasonably fear that either:
(a) The victim's property will be damaged or destroyed.
(b) Any of the following will be physically injured:
(i) The victim.
(ii) The victim's family member, domestic animal or livestock.
(iii) A person with whom the victim has or has previously had a romantic or sexual relationship.
(iv) A person who regularly resides in the victim's household or has resided in the victim's household within the six months before the last conduct occurred.
2. Reasonably fear death or the death of any of the following:
(a) The victim's family member, domestic animal or livestock.
(b) A person with whom the victim has or has previously had a romantic or sexual relationship.
(c) A person who regularly resides in the victim's household or has resided in the victim's household within the six months before the last conduct occurred.
C. Stalking under subsection A, paragraph 1 of this section is a class 5 felony. Stalking under subsection A, paragraph 2 of this section is a class 3 felony. 
D. For the purposes of this section:
1. "Course of conduct":
(a) Means directly or indirectly, in person or through one or more third persons or by any other means, to do any of the following:
(i) Maintain visual or physical proximity to a specific person or direct verbal, written or other threats, whether express or implied, to a specific person on two or more occasions over a period of time, however short. 
(ii) Use any electronic, digital or global positioning system device to surveil a specific person or a specific person's internet or wireless activity continuously for twelve hours or more or on two or more occasions over a period of time, however short, without authorization.
(iii) Communicate, or cause to be communicated, on more than one occasion words, images or language by or through the use of electronic mail or an electronic communication that is directed at a specific person without authorization and without a legitimate purpose.

8-309. Unlawful use of an electronic communication device by a minor; classification; definitions
A. It is unlawful for a juvenile to intentionally or knowingly use an electronic communication device to transmit or display a visual depiction of a minor that depicts explicit sexual material.
B. It is unlawful for a juvenile to intentionally or knowingly possess a visual depiction of a minor that depicts explicit sexual material and that was transmitted to the juvenile through the use of an electronic communication device.
C. It is not a violation of subsection B of this section if all of the following apply:
1. The juvenile did not solicit the visual depiction.
2. The juvenile took reasonable steps to destroy or eliminate the visual depiction or report the visual depiction to the juvenile's parent, guardian, school official or law enforcement official.
D. A violation of subsection A of this section is a petty offense if the juvenile transmits or displays the visual depiction to one other person. A violation of subsection A of this section is a class 3 misdemeanor if the juvenile transmits or displays the visual depiction to more than one other person. 
E. A violation of subsection B of this section is a petty offense.
F. Any violation of this section that occurs after adjudication for a prior violation of this section or after completion of a diversion program as a result of a referral or petition charging a violation of this section is a class 2 misdemeanor.
G. For the purposes of this section:
1. "Electronic communication device" has the same meaning prescribed in section 13-3560.
2. "Explicit sexual material" means material that depicts human genitalia or that depicts nudity, sexual activity, sexual conduct, sexual excitement or sadomasochistic abuse as defined in section 13-3501.
3. "Visual depiction" has the same meaning prescribed in section 13-3551.

13-3553. Sexual exploitation of a minor; evidence; classification
A. A person commits sexual exploitation of a minor by knowingly:
1. Recording, filming, photographing, developing or duplicating any visual depiction in which a minor is engaged in exploitive exhibition or other sexual conduct.
2. Distributing, transporting, exhibiting, receiving, selling, purchasing, electronically transmitting, possessing or exchanging any visual depiction in which a minor is engaged in exploitive exhibition or other sexual conduct.
B. If any visual depiction of sexual exploitation of a minor is admitted into evidence, the court shall seal that evidence at the conclusion of any grand jury proceeding, hearing or trial.
C. Sexual exploitation of a minor is a class 2 felony and if the minor is under fifteen years of age it is punishable pursuant to section 13-705.

 13-705. Dangerous crimes against children; sentences; definitions
A. A person who is at least eighteen years of age and who is convicted of a dangerous crime against children in the first degree involving sexual assault of a minor who is twelve years of age or younger or sexual conduct with a minor who is twelve years of age or younger shall be sentenced to life imprisonment and is not eligible for suspension of sentence, probation, pardon or release from confinement on any basis except as specifically authorized by section 31-233, subsection A or B until the person has served thirty-five years or the sentence is commuted.  
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“Safe from Cybercrimes”: Academy
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Safe from Sexting 
Correlations
Civics
6.C4.2 Describe and apply civic virtues including deliberative processes that contribute to the common good and democratic principles in school,
community, and government.
7.C4.2 Assess specific rules and laws (both actual and proposed) as a means of addressing public problems.
8.C1.2 Demonstrate civic virtues that contribute to the common good and democratic principles within a variety of deliberative processes and settings.
8.C2.2 Explain specific roles, rights and responsibilities of people in a society.
HS.C2.4 Analyze the responsibility of citizens.

Reading:
R.1 Read carefully to determine what the text says explicitly and to make logical inferences from it.

Writing:
7-12. W. 2 Write informative/explanatory texts to examine a topic and convey ideas, concepts, and information through the selection, organization, and analysis of relevant content. 

Speaking and Listening:
SL.1 Prepare for and participate effectively in a range of conversations and collaborations with diverse partners, building on others’ ideas and expressing their own clearly and persuasively.
SL.2 Integrate and evaluate information presented in diverse media and formats, including visually, quantitatively, and orally.

Technology
7-12 S5.C1.PO3 Articulate and practice the school and district rules governing the use of digital tools as defined by school board policy and procedures. 
7-12 S5.C1.PO4 Demonstrate safe online communication practices regarding personal information.
6-12 S5.C1.PO6 Advocate and exhibit legal and ethical behavior when using technology. 
7-12 S5.C2.PO1 Promote and exhibit digital citizenship by consistently leading by example and advocating social 
and civic responsibility to others.
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