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“Safety While Socializing” Academy
(Middle/High)
Skillfully Choosing Friends Online Lesson Plan
Officers should obtain administrator approval prior to implementing this lesson.  

Objectives:  Students will…
· understand how online friendships may differ from real time friendships. 
· learn characteristics of good friends.
· practice making decisions about who to friend online.

Protective Factor: Decision-Making Skills
Social Emotional Competency: Relationship Skills

Materials:
· [bookmark: _Hlk90974810]Large poster paper and markers for each group
· Sticky note pads-1 per group
· Computer with internet access and projector screen
· Video: Are Your Internet Friends Real Friends? https://youtu.be/JLIks3hL2o0
· Who to Friend? Activity Sheet pg. 3-1 per group
· Facilitator Guide pgs. 4-5

Timeframe: 50 Minutes

[bookmark: _Hlk30146921]Team Teaching:  For effective implementation of Law Related Education (LRE), team teach with the classroom teacher by…
· Having both the officer and teacher rotate among students and to different groups. Both instructors will provide positive feedback and engage in friendly conversations with students. This procedure will help reduce classroom disruptions, increase student engagement, and build supportive relationships with students. 
· Encouraging classroom teachers to participate in all activities by injecting clarification statements by relating relevant content to their curriculum. In this method, students will see more connections to their student life and be willing to carry over concepts and skills learned in LRE.
· Assigning the classroom teacher part of the lesson instructions. Team teaching with the classroom teacher enables the students to further see the importance of LRE lessons. It also provides opportunity for the classroom teacher to demonstrate teaching skills conducive for effective teaching. Student attention can be maintained easier with different voices and personalities experienced throughout the lesson.

Attention Grabber: 
1. [bookmark: _Hlk90974790][bookmark: _Hlk90972150]Divide the students into small groups of 4 or 5 students each. Within each group, match students with a partner. Provide each group with large poster paper and markers.
2. Introduce the lesson and instruct students to discuss with their partner what benefits they receive from having friends online or in-person. Call on volunteers to share a response.   
3. [bookmark: _Hlk93049002]Next, instruct students to estimate how many people are in their “Friends” contact list on their social media accounts that they have never met in real life. If students are allowed and are willing, they may take out their cell phones and look on their social media accounts to count. Instruct students to enter the estimated number on a sticky note.
4. Instruct each group to choose a group member to collect the notes from their group and post in consecutive order on a horizontal line on the class board. Ask a volunteer to sum up the results and report to the class the range and/or average number.  
5. Inform students you will play a video to the class: https://youtu.be/JLIks3hL2o0. Instruct students to listen for comments from research presented in the video. When the video is over, instruct students to discuss with their group something they agreed with and/or disagreed with from the video. 
6. Call on students to share something they agreed with and why. Then ask the class if there is anyone who wants to comment on something they disagreed with and why.
Problem-Solving and Application Activities:
7. Next, instruct students to discuss with their group what characteristics they think make a good online friend and a good in-person friend. 
8. Explain that characteristics would be qualities that help identify what a good friend is. Then as a group, decide on their top 5 characteristics to report out with.   
9. Call on each group to report out one characteristic for online and one for in-person. 
10. Explain that choosing good friends online and in-person takes skill and practice. It’s important to know what you are looking for in both situations. Different situations may call for different levels of friendship and trust. What you share and with who are important decisions to consider when keeping yourself safe and protecting your online experience.
11. [bookmark: _Hlk79163179]Provide each group a copy of the “Who to Friend?” Activity Sheet pg. 3. Instruct the groups to take turns reding each scenario, discussing responses and recording a collaborative response. You may want to assign each group a different scenario to report out to the class with, so each scenario gets covered in the debrief. 
12. After each group reports out on their scenario, ask if any group has a different response and why. (See Facilitator Guide pgs. 4-5) 

Lesson Closure:  
13. Instruct each group to think of tips for skillfully choosing an online friend. 
14. Call on each group to share their group’s tip with the class.  
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“Safety While Socializing” Academy
(Middle/High)
Skillfully Choosing Friends Online Lesson Plan
Who to Friend? Activity Sheet

1. You met a person at summer camp, you both shared a lot of fun memories, pictures and sat together when possible. They want to friend you on social media so they can share pictures and keep the friendship going. Do you friend them? Why or why not?

2. You met someone while hanging out at the park with your friends. They want you to friend them on your social media page. You check out their profile and notice that it does not match what you see and hear when you chat with them. Do you friend them? Why or why not?

3. You are chatting with someone new online. They ask you to friend them on your social media page. You notice they are not showing themselves on camera. You ask them to turn on their video, but they say their webcam is broken. Do you friend them? Why or why not?

4. You are at a family reunion, and you meet some cousins for the first time. They were a lot of fun to hang with, but everyone lives in a different city. All the cousins decide to form a group on social media. Do you accept the invite? Why or why not?

5. You have been following a student from another school that always seems to have funny videos and postings on his page. You would like to send him a friend request. Do you send it? Why or why not?

6. You are chatting with someone you’ve never met in-person during an online game. They start asking you questions such as, “Which room of the house are you in?”, “Is anyone else there with you?”, or “Are you going anywhere later?” Do you keep chatting? Why or why not?

7. You just met someone online and they start asking you for favors and offer to do things for you in return.  Do you friend them? Why or why not?

8. A person who is following your posts pays you a lot of compliments and keeps asking if you can meet in person? You feel bad to say no. Do you meet him? Why or why not?

9. A friend you had when you were in grade school found you on social media and sends you a friend request.  Do you accept? Why or why not?

10. You have been talking to a person online, but they are asking you to keep them a secret. Do you Keep it a secret? Why or why not?
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“Safety While Socializing” Academy
(Middle/High)
Skillfully Choosing Friends Online Lesson Plan
Who to Friend? Facilitator Guide

1. You met a person at summer camp, you both shared a lot of fun memories, pictures and sat together when possible. They want to friend you on social media so they can share pictures and keep the friendship going. Do you friend them? Why or why not?
[bookmark: _Hlk93049154]Things to consider: you already formed a positive friendship in person. If things change, you can always unfriend.

2. You met someone while hanging out at the park with your friends. They want you to friend them on your social media page. You check out their profile and notice that it does not match what you see and hear when you chat with them. Do you friend them? Why or why not? Things to consider: if something doesn’t seem right or feel right, trust your intuition. Those who may want to harm you may want to trick you into believing a falsehood. Cyberstalking is using electronic devices to follow a person’s online activity in order to stalk or harass them, some cyberstalkers may be looking to lure minors to harm them or exploit them by trafficking them.  See 13-3554. Luring a minor for sexual exploitation; classification and 13-3553. Sexual exploitation of a minor; evidence; classification. “Human trafficking involves the use of force, fraud, or coercion to obtain some type of labor or commercial sex act. Every year, millions of men, women, and children are trafficked worldwide – including right here in the United States. It can happen in any community and victims can be any age, race, gender, or nationality. Traffickers might use violence, manipulation, or false promises of well-paying jobs or romantic relationships to lure victims into trafficking situations.”[footnoteRef:1]  [1:  https://www.dhs.gov/blue-campaign/what-human-trafficking ] 


3. You are chatting with someone new online. They ask you to friend them on your social media page. You notice they are not showing themselves on camera. You ask them to turn on their video, but they say their webcam is broken. Do you friend them? Why or why not? Things to consider: just because you have talked does not mean you have to friend them too, their camera may be broken but they may also be pretending to be someone they are not. They could be trying to trick you into trusting them so they can take advantage of you by impersonating someone you are more likely to trust.  
See 13-2006. Criminal impersonation; classification.

4. You are at a family reunion, and you meet some cousins for the first time. They were a lot of fun to hang with, but everyone lives in a different city. All the cousins decide to form a group on social media. Do you accept the invite? Why or why not? Things to consider: families know each other, and you have formed a special in-person friendships, by keeping private among the group is another layer of safety from being exposed to public posts.

5. You have been following a student from another school that always seems to have funny videos and postings on his page. You would like to send him a friend request. Do you send it? Why or why not? Things to consider: it is safer to follow them and watch their postings, without allowing someone you don’t know on your page.  

6. [bookmark: _Hlk93049331][bookmark: _Hlk79747691][bookmark: _Hlk93049391]You are chatting with someone you’ve never met in-person during an online game. They start asking you questions such as, “Which room of the house are you in?”, “Is anyone else there with you?”, or “Are you going anywhere later?”  Do you keep chatting? Why or why not? Things to consider: Those are not appropriate questions to ask. They could be trying to seek information about you or your family in order to rob your house or take advantage of your friendliness. They may see you as an easy target to engage in inappropriate behaviors with a minor. These are not sincere relationships that have your best interest in mind. End the conversation immediately and report it to a trusted adult.
See 13-3554. Luring a minor for sexual exploitation; classification.

7. You just met someone online and they start asking you for favors and offer to do things for you in return. Do you friend them? Why or why not? Things to consider: people who may want to harm you may try to gain your trust with favors and gifts or by letting you help them. It could also be a scam to get money or credit card information from you. The person could be guilty of luring minors or internet scams. 
see 13-2310. Fraudulent schemes and artifices; classification; definition

8. [bookmark: _Hlk93049442]A person who is following your posts pays you a lot of compliments and keeps asking if you can meet in person? You feel bad to say no. Do you meet him? Why or why not? Things to consider: you should never feel bad about being cautious, their insistence can be a red flag of warning that something is not right. They are not respecting your boundaries. They could be trying to win your trust to take advantage of you.  A friend would not keep insisting and crossing your boundaries.  See 13-3554. Luring a minor for sexual exploitation; classification.
 
9. A friend you had when you were in grade school found you on social media and sends you a friend request.  Do you accept? Why or why not? Things to consider: but be cautious what you share, people can change, they grow up and they may not be the same person you remember. You can always unfriend them if things are not right.   

10. You have been talking to a person online, but they are asking you to keep them a secret. Do you Keep it a secret? Why or why not? Things to consider: people who may want to harm you often try to get you to keep secrets from adults that could stop them.  See 13-3554. Luring a minor for sexual exploitation; classification.

Note: Not all instances lead to a criminal act. This content is to create awareness and start a dialogue so that students have knowledge of multiple possibilities. 
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“Safety While Socializing” Academy
(Middle/High)
Skillfully Choosing Friends Online
Correlations
[bookmark: _Hlk90972789][bookmark: _Hlk90976008]
Civics
6.C4.2 Describe and apply civic virtues including deliberative processes that contribute to the common good and democratic principles in school,
community, and government.
HS.C2.4 Analyze the responsibility of citizens.

Reading:
R.1 Read carefully to determine what the text says explicitly and to make logical inferences from it.
R.8 Delineate and evaluate the argument and specific claims in a text, including the validity of the reasoning as well as the relevance and sufficiency of the evidence.

Writing:
[bookmark: _Hlk35510742]6‐12. WHST.4 Produce clear and coherent writing in which the development, organization, and style are appropriate to task, purpose, and audience. 

Speaking and Listening:
SL.1 Prepare for and participate effectively in a range of conversations and collaborations with diverse partners, building on others’ ideas and expressing their own clearly and persuasively.
SL.2 Integrate and evaluate information presented in diverse media and formats, including visually, quantitatively, and orally.
SL.4 Present information, findings, and supporting evidence such that listeners can follow the line of reasoning and the organization, development, and style are appropriate to task, purpose, and audience.

Health:
6-12 S1C4 PO1 Describe ways to reduce or prevent injuries and other adolescent health problems. Access and use valid health information from home, school, and community.
6-12 S1C6 PO2 Examine the likelihood of injury or illness if engaging in unhealthy behaviors.
6-12 S4C1 PO1 Apply effective verbal and nonverbal communication skills to enhance health.
6-12 S4C1 PO2 Demonstrate refusal and negotiation skills that avoid or reduce health risks.
6-12 S8C1 PO2 Demonstrate how to influence and support others to make positive health choices.
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