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“Smart Online Communication”: Academy
(Middle/High)
No Phishing Allowed Lesson Plan

Objectives:  
· Students will learn the importance of smart online communication
· Students will decide how safe it is to share personal information
· Students will practice identifying suspicious features in an e-mail scam

Materials:
· Large poster paper and markers for each group
· Examples of Personal Information Handout
· “Safe” and “Unsafe” signs
· Sticky Notes-a different color for each group
· E-Mail Phishing Scam- one copy per group

Timeframe: 50 Minutes

Activity 1: Higher/Lower Statistics
1. Begin the activity by placing students into small groups of 4 or 5 students in each. Provide large paper and markers for each group.
2. Instruct the groups to collaborate and brainstorm a list of the different means to communicate online and illustrate their list on their large poster paper, using icons they create.  Inform the groups that they will use the back side of this poster paper in another activity.
3. Rotate around to each group, asking for one icon to be shared and instruct the other groups to check that item off their list.  Continue around to each group, asking a different volunteer each time to share until all the different items have been heard.
Possible answers: Social Media, Photo Sharing, Gaming, Texting, Chat Rooms, Blogs, Forums, Instant Messaging, Skype/Video, etc.-Students may be more specific such as:  Face Book, Instagram, Snapchat, KIK,  Google +, Tumblr, Ask.fm, (see:  https://www.commonsensemedia.org and http://www.pewinternet.org/2015/08/06/teens-technology-and-friendships/ )
4. Next, explain that you will read a list of statistical statements about the use teen’s use of online communications.  Each group will decide if they think the actual number is higher (by standing up as a group) or lower (by sitting down as a group) than 50%.
5. Award each group that choses correctly, points after the answer is revealed. 
Statements about online communications: (It is not necessary to read each one)
Is the reported answer higher or lower?
a. Percentage of teens that meet someone on social media (Higher 64%)
b. Percentage of teens that post their full name (Higher 75%)
c. Percentage of Arizona High School students who reported cyberbullying someone in 2015.  (AZ Youth Behavior Health Survey - QN97 - Lower 12.3%)
d. Percentage of teens that share their birthdate online (Higher 54%)
e. Percentage of teens that share their portable storage devices (Lower48%)
f. Percentage of teens that meet someone playing video games (Lower 36%)
g. Percentage of teens that communicate through Instagram (Higher 52%)
h. Percentage of teens that use Snapchat (Lower 11%)
i. Percentage of the day teens spend using media (Lower 32%)
j. Percentage of teens that go online daily (Higher 92%)
k. Percentage of teens that have smartphones (Higher 73%)
l. Percentage of Arizona high school students who reported being cyberbullied in 2015. (AZ Youth Behavior Health Survey-QN96 - Lower 19.5%)

6. Inform the class that communicating online appears to be a common practice for American teens.  Instruct the students to discuss with their group any situations they think they should beware of when communicating online and be ready to report out.
7. Rotate around to each group, asking for one idea and record it on the board before moving to the next group. Continue rotating around until most of the following ideas have been given.
Possible answers:  (Note: the following are the topics for the lessons in this cohort-students may give responses that could fit into one of these categories)
· Phishing or scams-tricking the user into sharing sensitive information for capital gain; 
· Cyberbullying-using electronic devises to bully, threaten, harass, or intimidate someone; 
· Trolling-sending inflammatory messages to cause arguments and upset “Drama”; 
· Hate Speech-offending, threatening or insulting messages attacking a person or group based on their race, color, religion, national origin, sexual orientation ,disability or other attribute; 
· “Fake News”- in the form of rumors, gossip, false reporting, hoaxes, propaganda, etc.)
8. Circle and elaborate on any ideas recorded that may have legal consequences such as cyberbullying, scams, hate speech containing threats, intimidation, harassment, slander

Activity 2: Safe or Unsafe to share
1. Next, explain that communicating online requires smart decision making skills such as deciding what information should be kept private and what information is safe to reveal to the whole world.
2. Explain to the groups that they will decide how safe a piece of information is to communicate online by labeling a continuum.  
3. Hand each group examples of personal information (see Handout) and instruct the groups to discuss and decide how safe each one is.  Post the signs: “Safe” and “Unsafe” far apart from each other.
4. Instruct the students to write the letter next to each personal information example on a separate sticky note and have different group volunteers post the sticky note along the continuum on the wall where they think it best fits. Groups should be ready to explain their choices.
5. When the groups have posted all their letters, invite a student from each group to report out on their group’s letter, starting with the A’s.  Rotate around to each group, asking for a different volunteer each time to report out.  
6. Explain to the class that laws exist to help protect online communications from:  Hacking, Cyberbullying, Sexting, Online Scams, Phishing, Copyright Infringements and Identity Theft.  Ask the groups to discuss some possible challenges with protecting the user’s online communications and be ready to share.
7. Ask for a volunteer from each group to give one idea from their group and record the response on the board.  
Possible Answers:  criminals are overcoming safety features, crimes not reported, unaware or uneducated on the severity or consequence of illegal or inappropriate online behavior, embarrassed to report, difficult to catch everything or stay on top of it, difficult to catch or prosecute the guilty, laws are not up to date with technology, etc. 

Activity 3:  Identifying Phishing Scams
1. Inform the class that one way to have smart online communication is by being aware of potential scams that could be “Phishing” for personal information they could use for their own personal gain or to target you.  
2. Hand each group an example of an e-mail “Phishing Scam” that is trying to trick the user into giving out personal information.  Instruct the groups to collaborate and identify the suspicious features.  Then, as a group decide on a safety response to the scam and be ready to share with the class.
3. Rotate around to each group, giving them opportunity to report on a suspicious feature or one safety response.  After their presentation, ask the listening audience if they have any ideas to add.  
Key:  
Good Afternoon,Grammar Mistakes

Your security feature is alerting you to an issue on your “Social Media” account, please follow the link bellow to fill out the form verifying your account information:  http://accountalert.com/form Asking for personal Information
Links Spyware

Note:  If you don’t fill out the form your account could be closed.Appears Real
Threats

(IM)  Security Department
Suspicious:  grammar mistakes, unofficial looking messages, threats, requests of personal information, unfamiliar links, unknown senders, etc.
Responses:  None, Block it, Delete it, Report it, (screen shot for evidence), 

Debrief:  Ok to tell; not OK to tell:  Write the following sentence on the board and ask each group to complete the sentence and be ready to share.

“I can give my (form of personal information) to a (safe person/entity) but not (unsafe person/entity), they could use it to (reason why).

Example:  I can give my e-mail to a friend at school but not to a pop-up add, they could use it to spam me. (send unwanted messages)

Sources:
https://www.commonsensemedia.org;		http://www.pewinternet.org/2015/08/06/teens-technology-and-friendships/

  Safe



Unsafe
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“Smart Online Communication”: Academy
(Middle/High)
No Phishing Allowed
Examples of Personal Information Handout
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C. Address
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F. School Name
G. Social Security Number
H. Birthdate
I. Screen Name
J. Nick Name
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(Cut apart enough copies for each group)

Good Afternoon,
Your security feature is alerting you to an issue on your “Social Media” account, please follow the link bellow to fill out the form verifying your account information:  http://accountalert.com/form 
Note:  If you don’t fill out the form your account will be closed.
(IM) Security Department

Good Afternoon,
Your security feature is alerting you to an issue on your “Social Media” account, please follow the link bellow to fill out the form verifying your account information:  http://accountalert.com/form 
Note:  If you don’t fill out the form your account will be closed.
(IM)  Security Department

Good Afternoon,
Your security feature is alerting you to an issue on your “Social Media” account, please follow the link bellow to fill out the form verifying your account information:  http://accountalert.com/form 
Note:  If you don’t fill out the form your account will be closed.
(IM)  Security Department
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(Middle/High)
No Phishing Allowed
Correlations
	Civics and Government

	Explain the obligations and responsibilities of citizenship: obeying the law.
(7-8 S3C4 PO4; HS S3C4 PO3c.)



	Technology

	Assess situations in which it is appropriate and safe to use a personal digital device in the home, school, community, and in the work place. 
(7-12 S5C1 PO1)

Describe strategies to deal with cyber-bullying situations.
 (6-12.S5C1PO2

Demonstrate safe online communication practices regarding personal information.
(7-12 S5C1 PO 4)




	Visual Art

	Explain purposeful use of subject matter, symbols, and/or themes in his or her own artwork.
(S1C4PO 201)

Create artwork that communicate substantive meanings or achieve intended purposes (e.g., cultural, political, personal, spiritual, and commercial).
(S1C4 PO302)





	Comprehension and Collaboration

	Engage, initiate, and participate effectively in a range of collaborative discussions (one-on-one, in groups, and teacher-led) with diverse partners on grade appropriate topics, texts, and issues, building on others’ ideas and expressing their own clearly. 
(6-12 SL.1.)

c. Pose and respond to specific questions with elaboration and detail by making comments that contribute to the topic, text, or issue under discussion.

d. Acknowledge new information expressed by others and, when warranted, modify their own views.





	Integration of Knowledge and Ideas

	Identify false statements and fallacious reasoning. 
(9‐10.RI.8)

Including the application of constitutional principles and use of legal reasoning. (11‐12.RI.8)



	Key Ideas and Details

	Read closely to determine what the text says explicitly and to make logical inferences from it; cite specific textual evidence when writing or speaking to support conclusions drawn from the text. 
(6-12.RH.1)
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