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“Socializing in a World of Technology” Academy
Middle/High
Cyber Possibilities Lesson Plan

Objectives:  
· Explore the present benefits and future possibilities of social media
· Understand the challenges laws face to remain current with changes in technology

Materials:
· Large poster paper and markers
· Labels:  Helpful-Harmful-Illegal
· Set of at least 6 Sticky Notes  of a different color for each group
· Facilitator Guides:  Social Media and AZ Cyber Laws
· Cyber Snooping  Scenario

Timeframe:  50 minutes
Activity: 
1. Begin by dividing participants into groups of 4-5 students in each.
2. Have groups brainstorm as many social media sites they can think of in the time given and record on large poster paper; be ready to report out.   (see facilitator guide:  Social Media)
3. [bookmark: _GoBack]Next post two labels on the wall:  Helpful and Harmful.  Instruct the groups to discuss the ways social media could be helpful or beneficial to society and how it could be potentially harmful to society.  Then record each idea on a different sticky note and post under the correct label on the wall.   Each group should try to write at least three ideas for each.  
Helpful:  Share common interests, stay in touch with people you meet or know, be informed of places and events
Harmful:  identity theft, bullying, threats, harassment, stalking
4. Post a third label: ‘Illegal’ ask a volunteer to read the notes under ‘Helpful’ then check to see if everyone agrees; ask another volunteer to read the notes under ‘Harmful’  and check to see if everyone agrees,  then ask if any of these notes have an illegal behavior on them, if so move under the ‘Illegal’ heading.
5. Next ask students to think about what laws may be in effect to protect youth from getting harmed on social media.  Write on the board any responses from students; use the facilitator guide:  AZ Cyber Laws to add to student’s responses.  
6. Now ask students to think about what the future might be like with social media technology.  Have them consider what society needs and what does society want.  Allow time for groups to discuss social media possibilities for an appropriate time period such as three minutes.  
7. Next, ask groups to illustrate their ideas of the future with social media on large paper and be ready to share.  As groups are working have students consider what laws are needed or what amendments with existing laws are needed to ensure public safety, freedom of speech and protection of unreasonable searches and be ready to add that information to their group’s report.
8. For this last activity, explain to students that they will participate in a forum discussing the benefits or harm of schools’ hiring companies to ‘Cyber Snoop’.  Give each group a copy of the scenario and explain that as a group they need to create an argument for and against cyber snooping.  And be ready to share. (see Cyber Snooping  Scenario)
9. Place two chairs at the front of the room and explain that one chair is for the need to cyber snoop, and one chair is for the harm of cyber snooping. Ask two volunteers to sit in the chairs and share their reasoning.  Then other classmates are invited to take their chair and continue the discussion until most arguments have been presented.  
10. Debrief the lesson by asking the following:
A. What challenges are there in keeping up with changing technology?
B. What laws are needed to ensure on-line safety?
C. What can schools do to ensure a safe learning environment with tomorrow’s social media abilities?  



[image: AFLSE w bar fdn]
The Law-Related Education Academy is sponsored by the Arizona Foundation for Legal Services & Education with funding made possible by the Arizona Department of Education School Safety Program.

“Socializing in a World of Technology” Academy
Middle/High
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Facilitator Guide:  Social Media
(Not intended for student knowledge)
Source:   2012 Pew Research Internet Project and Bullying Beyond the Schoolyard


Examples of forms of social media:

· Social Networking
· Forums
· Blogging/Microblogging
· Bookmarking
· Video Sites
· Search Engines
· Apps
· Gaming networks

Examples of Social Media sites:  (red indicates top sites used by youth)

· 
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· Ask.Fm
· ClassMates
· Facebook
· Flickr
· Gmail
· Google+
· Instagram
· Kik
· Meetme
· MySpace
· myYearbook
· Picasa
· Pinterest
· Snapchat
· Tagged
· Tumblr
· Twitter
· Viber
· Vine
· VK
· Voxer
· Whatapp
· Yahoo
· YikYak
· YouTube
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Facilitator Guide: AZ Cyber Laws
Source:  www.azleg.state.az.us 
ARS 13-2916. Use of an electronic communication to terrify, intimidate, threaten or harass; applicability; classification; definition
ARS 13-2921.Harassment, Threatening or intimidating another, Aggravated Harassment
The penalty for misdemeanor is a maximum sentence of six months in jail, a fine of $2,500, or both. (Ariz. Rev. Stat. Ann. §§ 13-707, 13-802.) 
Aggravated harassment
The penalty for felony is a sentence of a minimum of six months and a maximum of two years in prison, a fine of $150,000, or both. (Ariz. Rev. Stat. Ann. §§ 13-702, 13-801.) 
Obligation of Schools
Arizona law requires schools to enact and enforce policies and procedures that prohibit students from harassing, intimidating, and bullying other students on school property or school buses, and at school-sponsored activities or events “through the use of electronic technology, communications, networks, forums, or mailing lists. (Ariz. Rev. Stat. Ann. § 15-341.)
Such policies must include:
· a procedure for students, parents, or school employees to confidentially report bullying
· authorized forms for students, parents, or school employees to use to make reports
· a requirement that school district employees report suspected bullying incidents to appropriate school officials,
· a requirement that the school provide in writing to all students at the beginning of each school year a list of rights, protections, and support services available to students
· a requirement that the school provide this list of rights, protections, and support services to each victim of alleged bullying
· the process for documenting bullying incidents
· the process for investigating suspected incidents
· the discipline that may be imposed on students found to have engaged in bullying
· the consequences to students who submit false reports of bullying
· procedures to protect students who are physically harmed by incidents of bullying, and
· definitions of bullying, intimidation, and harassment.
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Facilitator Guide: 
Cyber Snooping Scenario
Source:  http://www.politico.com/story/2015/03/cyber-snoops-track-students-116276.html 
A school is considering hiring a private on-line company to monitor online activity from the student population. Administrators would be notified of students’ posts and emails regarding bullying, violence or depression; harm of reputation, planning delinquent behavior, misconduct or cheating.  The company hired would also monitor activity with on-line textbooks, gaming and homework and they would track and log keyboard activity as well.    Students would be advised that their on-line activity will be monitored.  
Would this use of cyber snooping technology be helpful or harmful to a student’s use of social media?  
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Correlations
AZ State Standards											
	Civics and Government
	Technology
	Visual Art

	Explain the obligations and responsibilities of citizenship: obeying the law.
(7-8 S3C4 PO4; HS S3C4 PO3c.)
	Promote and exhibit digital citizenship by consistently leading by example and advocating social and civic responsibility to others.
(6-12 S5C2 PO1)

	Create artwork that communicate substantive meanings or achieve intended purposes (e.g., cultural, political, personal, spiritual, and commercial).
(S1C4 PO302)





AZ College and Career Ready Standards
	Comprehension and Collaboration
	Production and Distribution of Writing

	Engage, initiate, and participate effectively in a range of collaborative discussions (one-on-one, in groups, and teacher-led) with diverse partners on grade appropriate topics, texts, and issues, building on others’ ideas and expressing their own clearly. 
(6-12 SL.1.)

	Produce clear and coherent writing in which the development, organization, and style are appropriate to task, purpose, and audience.
(6‐12.WHST.4)
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