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“Socializing in a World of Technology” Academy
Middle/High
Cyber Heroes Lesson Plan
Sources: Words Wound by Justin W. Patchin and Sameer Hinduja

Objectives:  
· Students will explore how cyberbullying can differ from in-person bullying
· Students will practice ways to cope with cyberbullying
· Students will have an opportunity to experience being an up stander in cyberbullying situations 
Materials:
· Large poster paper and markers
· Definition Slips for ‘Bullying’ (one per group)
· Definition poster for ‘Cyberbullying’
· Facilitator Guide:  Bully Posters
· Cyber Scenarios

Timeframe:  50 minutes
Activity: 
1. Begin by dividing participants into groups of 4-5 students in each.
2. Explain to students that this lesson will discuss forms of cyberbullying, strategies to prevent and avoid being a target, and how to help others who are targeted.  
3. Hand each group a definition of ‘Bullying’ and ask them to consider this definition while they draft their own definition of ‘Cyberbullying’. Tell students to include what they think the law says about cyberbullying. When most groups are done, post the definition and ARS code requiring schools to enact and enforce policies against cyberbullying.  (see poster for Cyberbullying) Ask groups to modify their response if necessary.  
4. Next, post the 5-7 labeled posters around the room.  (see facilitator guide:  Bully Posters) Begin the carousel by assigning each group a poster (each group should stand in front of their assigned poster paper). Instruct groups to read and discuss each T-Chart Question with their group and record one answer on each side of the T-chart that is different than what is already posted.  Have groups circle any actions that they think could be illegal.  Inform groups to wait until you call “switch” before rotating to the next poster.  Inform groups that they will report out on the last poster.  Debrief by using the facilitator guide:  Bully Posters.
5. Discuss with students that bullying is bullying whether it is online or in person and that it is important for them to practice strategies they can use to prevent or cope with bullies.  When they witness cyberbullying, they can become ‘heroes’ by not encouraging the bully behavior and instead speaking up to help the target.  
6. Explain to students that the next activity will give students an opportunity to practice their coping and hero skills. Hand each group a different scenario.  Instruct them to read the scenario, respond to the questions and then create a role play on what they could say if this happened to them and what could they do if this happened to someone else, i.e., how would they be a hero or up stander in a cyber-bullying situation?  
7. Groups will take turns presenting their scenario/role-plays; allow for other students to comment or ask questions.  
8. Debrief the lesson by asking the following questions:
A. What are some ways cyberbullying can differ from in-person bullying?
B. What are some ways to cope with cyberbullying?
C. What are some ways to be a hero to a target of cyberbullying?
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“Socializing in a World of Technology” Academy
Middle/High
Cyber Heroes Lesson Plan

Definition Slips for ‘Bullying’ (one per group)


Bullying is being mean to others, on purpose, to hurt their feelings.  It is intended to hurt; it is repeated and involves unequal power and control.  
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“Socializing in a World of Technology” Academy
Middle/High
Cyber Heroes Lesson Plan
Definition poster for ‘Cyberbullying’


Cyberbullying
Is a repeated, intentional behavior that causes harm such as humiliation, pain or fear to the intended target using online and /or electronic devices.



ARS 15-341
Arizona law requires schools to enact and enforce policies and procedures that prohibit students from harassing, intimidating, and bullying other students on school property or school busses and at school-sponsored activities or events “through the use of electronic technology, communications, networks, forums, or mailing lists.
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“Socializing in a World of Technology” Academy
Middle/High
Cyber Heroes Lesson Plan
Facilitator Guide:  Bully Posters
Resource:  Words Wound by Patchin and Hinduja

T-Chart Format:
*Answers provided are possibilities. Additional answers are possible
1. Ways to be bullied? - Ways to be cyberbullied?
Pushing, put-downs, threatening – posting embarrassing pictures, posting threats, impersonating to humiliate 

2. Where can bullying take place? - Where can cyberbullying take place?
Halls, campus grounds, school bus stops – chat rooms, gaming, Facebook

3. When can bullying take place? - When can cyberbullying take place?
During school, coming or going from school, parks –in the evening, during school, during school breaks (Spring & Fall Break) 

4. In-person Bullying - Cyberbully
You can identify the bully, smaller group involved, limited location, limited time – you can’t always identify the cyberbully; go viral; from anywhere; can last longer

5. Ways to be cybersmart? - Ways to cope with cyberbullying? 
Think before you post, use privacy settings, review what is being posted about you, report abuse or suspicious communications, be tolerant, respect others, log off, protect your passwords  - save the evidence, never retaliate, ignore it, speak up, report it, laugh it off 

6. Ways to be a ‘Hero’ and stand up to cyberbullying? - Ways to make kindness go viral?
Don’t add to negative posts, post a positive, report it – start a ‘Random Act of Kindness’ campaign, Make a pledge to be kind-on-line and invite others to join, Anti-cyberbullying Memes, i.e., spreading and idea or behavior and encourage others to post positive comments.   
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“Socializing in a World of Technology” Academy
Middle/High
Cyber Heroes Lesson Plan
Cyber Scenarios
Source:  Sources: Words Wound by Justin W. Patchin and Sameer Hinduja

#1 Instagram Picture
Mean comments are being posted on Instagram about a picture of a student.
How do you think this student whose picture is being posted and commented on in a negative way feels?
What would you do if this happened to you?
How can you be a hero to the person this is about?

#2 Impersonation
Someone is pretending to be another student on a Facebook page and is posting inappropriate material that is embarrassing and humiliating to that student.
How do you think this student who is being impersonated feels?
What would you do if this happened to you?
How can you be a hero to the person this is about?


#3 Harassment
A student uploaded a video on YouTube of them singing and playing the guitar and is now receiving abusive, insulting comments repeatedly.  
How do you think this student who is being harassed feels?
What would you do if this happened to you?
How can you be a hero to the person being harassed?

#4  Outing
A tweet is sent out that tells about another student’s embarrassing secret they thought was told in confidence.
How do you think this student whose secret was outed feels?
What would you do if this happened to you?
How can you be a hero to the person this is about?

#5 Griefing or Trolling
A student who enjoys online gaming but keeps having their avatar placed in harmful situations making it harder to play the game. Everywhere they go in the game the behavior is repeated by more and more other gamers.
[bookmark: _GoBack]How do you think this student who is being cyberbullied feels?
What would you do if this happened to you?
How can you be a hero to the person this is about?

[image: AFLSE w bar fdn]
The Law-Related Education Academy is sponsored by the Arizona Foundation for Legal Services & Education with funding made possible by the Arizona Department of Education School Safety Program.

“Socializing in a World of Technology” Academy
Middle/High
Cyber Heroes
Correlations
	Civics and Government
	Technology
	Theater


	Explain the obligations and responsibilities of citizenship: obeying the law.
(7-8 S3C4 PO4; 
HS S3C4 PO3c.)
	Describe strategies to deal with cyber-bullying situations.
 (6-12.S5C1PO2)
Promote and exhibit digital citizenship by consistently leading by example and advocating social and civic responsibility to others.
 7-12 S5C2PO 1.

	Collaborate to create a scenario/script as a team. (S1C1PO 201)
Collaborate in informal
performances.
(S1C1PO 204).



Arizona State Standards

AZ College and Career Ready Standards
	Comprehension and Collaboration
	Production and Distribution of Writing

	Engage, initiate, and participate effectively in a range of collaborative discussions (one-on-one, in groups, and teacher-led) with diverse partners on grade appropriate topics, texts, and issues, building on others’ ideas and expressing their own clearly. 
(6-12 SL.1.)

	Produce clear and coherent writing in which the development, organization, and style are appropriate to task, purpose, and audience.
(6‐12.WHST.4)
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