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The Law-Related Education Academy is sponsored by the Arizona Foundation for Legal Services & Education with funding made possible by the Arizona Department of Education School Safety Program.

“Socializing in a World of Technology” Academy
Middle/High
CYBER BEWARE Lesson Plan

Objectives:  
· Analyze consequences of inappropriate use of social media through case study examples.
· Discuss inappropriate use of social media, the warning signs and existing policies that affect our society.
· Explore how to meet needs of social interaction through the positive use of technology.

Materials:
· One copy of the incomplete Warning Signs (see complete signs for answers)
· Copies of the 5 Case Studies (cut apart and give each group one case)
· Copies of the 5 Social Media Policies (each group receives one)
· Poster Board for each group with markers

Timeframe:  50 minutes
Activity: 
(8 min)
1. [bookmark: _GoBack]Divide class into groups of 4-5 students in each.
2. Explain to the class that socializing with technology doesn’t always come with warning signs or directions.  On a roadway, we see signs warning us and providing directions. We also come across signs which protect us or provide information to avoid hazards. 
3. Invite six students to come to the front of the class and hold the cropped photos of the signs provided or tape the images to the front of the room.
4. Number each of the signs and invite groups to list what the signs say on large poster paper. 
5. Have groups report out and provide the answers after all have guessed. (see complete signs)
6. Thank the volunteers by inviting the class to give them three claps.
7. Hold up the last sign, BEWARE OF DOG sign, and share a story about two friends walking into a fenced yard. Explain how dangers or hazards in real life often have warning signs. If you see the sign, you can avoid the pain. If you do not, you may have to experience the pain for yourself or you could notice the dog chasing after your friend who happened to be walking in front of you. 

(15 Min Case Study)
8. Pass out one case study example to each of the groups.
9. Explain that these are examples of others who might have made mistakes regarding social media.
10. Each group will summarize their case and provide an opinion regarding the outcome. Is it fair? If the case is not resolved yet, what should happen?
11. Invite each group to report out.
12. Invite the rest of the class to agree or disagree and state why.  

(20 Min Social Media Policies)
13. Hand each group a different social media policy and have groups review the policy, making a list of safety precautions the policy contains and be ready to give the class a summary of the policy and its safety features. Ask groups to comment, when reporting out, if they think the safety precautions are effective or not and why.
14. Debrief the lesson by allowing students to create their own Cyber Beware Signs or list suggested Positive Personal Policies which would apply to students their age. 
15. Have the class share or display their Cyber Beware Sign or Positive Personal Policies List on a wall in their classroom. 

Sources:
http://www.instantcheckmate.com/crimewire/10-astonishing-lawsuits-that-happened-because-of-social-media/ 
Additional Reference Material:
· http://www.sun-sentinel.com/local/broward/fl-teen-cyberstalker-adult-charges-20150310-story.html
· http://abcnews.go.com/US/teen-charged-fatal-cyberbullying-case-rebecca-sedwick-remain/story?id=20580689
· http://nobullying.com/six-unforgettable-cyber-bullying-cases/ 
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CASE STUDIES

1.) Reid Sagehorn Sued His School After Being Suspended For Tweeting, “Actually, yeah”
Sagehorn was 17 years old when he posted: “Actually, yeah” on Twitter. Sagehorn was responding to a question about “making out” with a teacher at his school. Since he was a minor at the time of the post, the “joke” was taken very seriously.

Since the tweet, he was suspended from his school for 7 weeks and was later forced to withdraw for damaging the teacher’s reputation. Sagehorn is now suing the school for, “compensation from the district and police and for a jury trial.”

He believes that the widespread attention resulting from a poorly-thought-out Twitter post has caused him, “shame, humiliation, and mental anguish.”






2.) Parents Sue after Their Daughter Was Forced To Disclose Her Facebook Password
Twelve-year-old Riley Stratton disliked one of the faculty members at her school and decided to post on Facebook about it. In an interview she said, “I posted on my Facebook and said I didn’t like this Kathy person … I hated this Kathy person because she was mean.”
Even though Stratton didn’t use a school computer to post her update, she still received detention and had to write a letter of apology.
Later, the school received a tip that Stratton was using Facebook to talk to another boy in her class about explicit content.
School officials demanded that she give them her password. Stratton was reported saying, “I didn’t want detention, so I had to give them this.”
The American Civil Liberties Union came to the rescue yet again, taking on the case and claiming that Stratton’s constitutional rights had been violated by the school. The school district ended up paying $70,000 in a settlement. Stratton claims, “I lost trust in adults … I’m just happy it’s over.”


3.) Patrick Snay Lost $80,000 Because Of His Daughter’s Facebook Post
Snay and Gulliver Preparatory School had reached a settlement for staggering $80K for an age discrimination lawsuit. But, one of the stipulations was that the settlement had a confidentiality clause (Snay couldn’t tell others about the money).
Not thinking much of it, Snay went home and told his family the good news. Excited about the news, Snay’s daughter decided to post on Facebook, “Mama and Papa Snay won the case against Gulliver … Gulliver is now officially paying for my vacation to Europe this summer. SUCK IT.”
Snay’s daughter had over a thousand Facebook friends. When the school found the post they refused to pay any of the settlement. The court agreed with their decision due to the direct violation of the confidentiality clause. Snay’s daughter is definitely grounded.


4.) Son Charged His Mom With Harassment After She Defiled His Facebook
Denise New was charged with harassment by her sixteen-year-old son, Lane New, who wanted criminal charges brought against his mom for “snooping.”

Well, the mother was certainly snooping. She changed his Facebook password and posted slanderous comments on his wall. She then changed his email password so that he wouldn’t get updates from Facebook.

The mother was concerned about her son, and decided that creeping through his Facebook was part of her “parental duties.” State prosecutors agreed with the son, and charged Mrs. New under Arkansas’ state harassment laws.
Facilitator FYI:
Ariz. Rev. Stat. § 1-601
The liberty of parents to direct the upbringing, education, health care and mental health of their children is a fundamental right.


5.) Parents Sue School Over Son’s Suspension
Two parents sued a school district for violating their son’s free speech rights on Facebook. After being evacuated from school, their son posted on his Facebook page, “Plot twist: They don’t find the bomb and it goes off tomorrow.”

School officials decided to suspend the 15-year-old for 23 days, which they viewed as an appropriate disciplinary response to the post. The parents disagreed, believing that the post, “didn’t cause any disruption for the school district.” Well, that’s where they were wrong.
District lawyer Michael W. King believed that his post could be perceived as a threat and therefore was could not be considered protected under Free Speech. The post led to the evacuation of two-thousand people. Police also conducted a search of the grounds with bomb-sniffing dogs. Due to the trouble caused by the post, King believes the suspension to be justified and appropriate.
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Social Media Policy #1
FEDERAL COMMUNICATIONS COMMISION
Children's Internet Protection Act
The Children's Internet Protection Act (CIPA) was enacted by Congress in 2000 to address concerns about children's access to obscene or harmful content over the Internet. CIPA imposes certain requirements on schools or libraries that receive discounts for Internet access or internal connections through the E-rate program – a program that makes certain communications services and products more affordable for eligible schools and libraries. In early 2001, the FCC issued rules implementing CIPA and provided updates to those rules in 2011.
What CIPA requires
Schools and libraries subject to CIPA may not receive the discounts offered by the E-rate program unless they certify that they have an Internet safety policy that includes technology protection measures. The protection measures must block or filter Internet access to pictures that are: (a) obscene; (b) child pornography; or (c) harmful to minors (for computers that are accessed by minors). Before adopting this Internet safety policy, schools and libraries must provide reasonable notice and hold at least one public hearing or meeting to address the proposal.
Schools subject to CIPA have two additional certification requirements: 1) their Internet safety policies must include monitoring the online activities of minors; and 2) as required by the Protecting Children in the 21st Century Act, they must provide for educating minors about appropriate online behavior, including interacting with other individuals on social networking websites and in chat rooms, and cyberbullying awareness and response.
Schools and libraries subject to CIPA are required to adopt and implement an Internet safety policy addressing:
· Access by minors to inappropriate matter on the Internet;
· The safety and security of minors when using electronic mail, chat rooms and other forms of direct electronic communications;
· Unauthorized access, including so-called “hacking,” and other unlawful activities by minors online;
· Unauthorized disclosure, use, and dissemination of personal information regarding minors; and
· Measures restricting minors' access to materials harmful to them.
Schools and libraries must certify they are in compliance with CIPA before they can receive E-rate funding.
· CIPA does not apply to schools and libraries receiving discounts only for telecommunications service only;
· An authorized person may disable the blocking or filtering measure during use by an adult to enable access for bona fide research or other lawful purposes.
· CIPA does not require the tracking of Internet use by minors or adults.
You can find out more about CIPA or apply for E-rate funding by contacting the Universal Service Administrative Company's (USAC) Schools and Libraries Division (SLD). SLD also operates a client service bureau to answer questions at 1-888-203-8100 or via email through the SLD website.
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Social Media Policy #2
Warnings Found on Facebook

1. We remove things that may be perceived as harassing or attacking by an individual or group. To prevent this from happening again we recommend reviewing the things that are posted in any group you admin or join.
2. Photos and videos containing drug use, graphic content or nudity are not allowed on Facebook. We also don't allow photos or videos that glorify violence or attack an individual or group.
3. Either a photo or non-photo piece of content (such as a video) that you uploaded to the site was removed per a report that it was unauthorized. You are required to have permission to post all content that you place on Facebook, including content that contains images of your friends and family.
4. Please also be aware that it is Facebook policy to remove photos of under 13 year old children at the request of a parent.
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Social Media Policy #3
Warnings Found on Instagram
The Short
1. Post your own photos and videos.
2. Keep your clothes on.
3. Be respectful.
4. Don’t spam.
5. HAVE FUN!
1. Do share photos and videos that you’ve taken.
Instagram is a great way to share your life through photos and videos, but we have to ask that you don’t share photos or videos of someone else’s life. Since people own the rights to all photos or videos they have uploaded using our service, we ask that you respect their copyright ownership. If you want to express your excitement over a beautiful photo or video,
2. Do share photos and videos that are safe for people of all ages.
Remember that our community is a diverse one, and that your posts are visible to people as young as 13 years old. While we respect the artistic integrity of photos and videos, we have to keep our product and the content within it in line with our App Store’s rating for nudity and mature content. In other words, please do not post nudity or mature content of any kind.
3. Do treat others as you would like to be treated.
People from around the world with different backgrounds come together to share moments on Instagram, which is great, but it also means that not everyone will agree with what you think or believe. We ask that everyone be polite and respectful in their interactions with other members.
4. Do have meaningful & genuine interactions.
Self-promotion or commercial solicitation of any kind, in any form, is rarely well-received. People often notice when you have posted the same comment elsewhere or have followed a large number of accounts to gain followers in return, so please be sincere with your exchanges on Instagram.
5. Do have fun!
Instagram is the best way to quickly share beautiful photographs and videos of your life with others, and see the world through others’ eyes.
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Social Media Policy #4

ARIZONA STATES UNIVERSITY POLICIES
EXPRESSING OPINIONS
ASU respects the freedom of speech and First Amendment rights of the University community.  Please be mindful of your colleagues, students, and the community as a whole in your use of social media.  While constructive criticism can be a healthy part of a conversation, ASU sites will not allow use that discriminates or harasses other members of the University community or negatively impact ASU’s reputation or integrity, or that may otherwise violate University policies.  The University reserves the right to remove in its sole discretion any content that it considers to violate the terms of this or any other university policy. 





UNIVERSITY OF ARIZONA POLICIES
Social media offer opportunities to interact, build relationships and enhance interpersonal and professional connections. As members of the University of Arizona (hereafter "University" or "UA") community, we must be aware of the ways social media content may affect our personal and professional reputation and credibility and the way others perceive the University. The following guidelines have been established to protect your interests as well as the University's interests when using social media for either professional or personal purposes. 
1. PROTECT YOURSELF:
a. Use appropriate privacy settings to reduce the chances that your personal information and the content you post are accessible to unintended audiences.
b. Consider the safety risks of tagging your location.
c. Remember that the Internet archives almost everything; therefore, even deleted postings can be searched and may be required to be saved and retrieved under certain circumstances.
d. Review and comply with the user agreements of the social media you use, with particular attention to directives that prohibit harassment, threats of violence, discriminatory statements, and personal slurs or attacks.
e. Regularly monitor social media sites to ensure that others have not included you in images depicting unprofessional conduct. If you discover such images, make reasonable efforts to remove them. Typing your name into a search engine ("Googling yourself") is an easy way to see what others can see about you.
f. Consider the impression that may be created when posting content frequently during the work day.
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Correlations
Arizona State Standards
	Civics and Government
	Technology
	Visual Art

	Explain the obligations and responsibilities of citizenship: obeying the law.
(7-8 S3C4 PO4; 
HS S3C4 PO3c.)
	Analyze and evaluate information to generate new ideas, processes or products.
(7-12 S1C1PO1)

Promote and exhibit digital citizenship by consistently leading by example and advocating social and civic responsibility to others.
(7-12 S5C2PO 1)
	Explain purposeful use of subject matter, symbols, and/or themes in his or her own artwork .
(S1C4PO 201)

Create artwork that communicate substantive meanings or achieve intended purposes (e.g., cultural, political, personal, spiritual, and commercial).
S1C4PO 302




	Comprehension and Collaboration
	Key Ideas and Details
	Presentation and Findings

	Engage, initiate, and participate effectively in a range of collaborative discussions (one-on-one, in groups, and teacher-led) with diverse partners on grade appropriate topics, texts, and issues, building on others’ ideas and expressing their own clearly. 
(6-12 SL.1.)
	Determine the central ideas or information of a primary or secondary source; provide an accurate summary of the source.                (6-12. RH.2)

	Present information, findings, and supporting evidence such that listeners can follow the line of reasoning and the organization, development, and style are appropriate to task, purpose, and audience. (6-12 SL.4)


AZ College and Career Ready Standards
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