[bookmark: _top][image: AFLSE w bar fdn]
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“Technology Use and School” Academy
(Middle/High)
Safety from Cyberbullying Lesson Plan
Please obtain administrator approval prior to implementing this lesson.

Objectives: Students will…
· understand what cyberbullying is.
· learn the consequences of cyberbullying.
· practice strategies to address cyberbullying.

Protective Factor Developed: Critical Reasoning Skills

Materials:
· School Handbook on cyberbullying/bullying
· More Information: www.LawForKids.org/cyberbullying     
· Cyberbullying Quiz pgs. 4-5
· Cyberbullying Key pgs. 6-7 
· Cyber Seek and Find puzzle pdf 
· Word List pgs. 8; 1 per group
· Cyber Scenarios pgs. 9-10; 1 set per group
· Facilitator Guide pgs. 11-12 

Timeframe: 50 Minutes

Team Teaching:  For effective implementation of Law Related Education (LRE), team teach with the classroom teacher by…
· Having both the officer and teacher rotate among students and to different groups. Both instructors will provide positive feedback and engage in friendly conversations with students. This procedure will help reduce classroom disruptions, increase student engagement, and build supportive relationships with students. 
· Encouraging classroom teachers to participate in all activities by injecting clarification statements by relating relevant content to their curriculum. In this method, students will see more connections to their student life and be willing to carry over concepts and skills learned in LRE.
· Assigning the classroom teacher part of the lesson instructions. Team teaching with the classroom teacher enables the students to further see the importance of LRE lessons. It also provides an opportunity for the classroom teacher to demonstrate teaching skills conducive for effective teaching. Student attention can be maintained more easily with different voices and personalities experienced throughout the lesson.

Activity: 
1. Divide students into small groups of 4 or 5 students in each and assign group seating. 
2. Inform students that today’s lesson is about cyberbullying. Instruct the groups to discuss any experience they have had with cyberbullying situations either aimed at them or others with their school issued computers. 
3. Call on each group to share a comment or two. Explain that school issued computers have firewalls, blocks, and monitoring systems in place to help protect students with online experiences while using school issued computers. Cyberbullying comments and certain words may get flagged and reported to the school’s monitoring system.
4. Students across the state of Arizona should have an anonymous way to report school related cyberbullying and in-person bullying. See the school handbook on rules and procedures. Also see Arizona Revised Statute: 15-341. General powers and duties; immunity; delegation (36). Find more information to share with students visit: lawforkids.org/cyberbullying.
5. Further explain that when using their own computers, they can set safety features such as privacy settings so that only people they want to communicate with can connect with them. They can block, delete and report cyberbullying on the social media platform. They can also block calls and messages on their cell phone. Ask the class if there are any other ways, they know to stop cyberbullying from appearing on their computers. 
6. Inform students that they will work with their group to complete a short quiz to see what they already understand about cyberbullying. Provide one copy of the Cyberbullying Quiz (pgs. 4-5) to each group. 
7. Instruct the groups to take turns reading each question and all the options. Then decide as a group which options are best. A Group recorder can keep a record on a scratch piece of paper. 
8. When groups are finished, call on each group to read a question and the correct response aloud to the class. (See Key pgs. 6-7)

Lesson:
9. [bookmark: _Hlk112399627]Next, provide each group with a Cyber Seek and Find puzzle, (see pdf) and Word List (pg. 8). Instruct the groups to take turns reading a word and definition regarding terms used when talking about cyberbullying or inappropriate online behavior. Another group member can find the word and circle it on the puzzle handout, then two other group members can take their turn. 
10. When most groups are finished, divide the word list among the groups and call on each group in the order of the word list to read their words, definitions and indicate where on the puzzle the word is found.
11. Ask if there are any questions about the terms and definitions and explain that groups will use the word list to identify cyberbullying examples. 
12. Assign each group the set of Cyber Scenarios (pgs. 9-10). Instruct the groups to label each scenario with a term from the word list, they feel best describes the situation. 
13. Call out each scenario and then call on each group to identify the term that matches it. 
14. Now, ask the class to brainstorm with you, ways cyberbullying, or inappropriate cyber behavior may affect school life. Allow students to call out ideas as you record them on the board.
Possible Responses: Inappropriate behaviors and cyberbullying may continue in-person at school, students may begin to take sides causing more conflicts and fights that disrupt the learning environment and make it uncomfortable for others. Students may feel unsafe at school or going and coming from school. Embarrassing or humiliating online postings may cause bullying in-person and online further disrupting the feeling of safety at school and online. False information, gossip and rumors can make it more difficult for students to make friends and feel connected at school. Positive experiences for others can be diminished when students do not participate in the activities provided or engage in collaborative school projects and lessons because fear of being bullied or unsafe is causing them to withdraw.
15. Now, divide the scenarios among the groups and instruct the groups to discuss ways they could help stop or prevent cyberbullying or inappropriate online behavior. 
16. Facilitators should rotate to each group, checking for understanding and providing ideas. 
17. Call on each group to report their scenarios and responses. Elaborate where necessary, see Facilitator Guide (pgs. 11-12).
18. Debrief the lesson by asking the class to brainstorm possible outcomes when everyone takes responsibility for their part in providing a safe and healthy online experience among school peers. 
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“Technology Use and School” Academy
(Middle/High)
Safety from Cyberbullying
Cyberbullying Quiz

1) Cyberbullying
A. Only happens at night 
B. Any bullying behavior that takes place on any device with internet access or smartphone 
C. Is not against the law 
D. Only happens with students 

2) Upstander
A. Someone who recognizes when something is wrong and acts to make it right (Incorrect, there is more!)
B. Speaks up when they see someone being bullied (Incorrect, there is more!)
C. Supports the person targeted with bullying (Incorrect, there is more!)
D. All the above (Correct)

3) Bystander
A. Someone who witnesses bullying but stands by and watches without taking action to help or stop it  
B. Takes action and gets help 
C. Helps the target feel better 
D. Responds with positive comments or dislike of mean comments 

4) Signs someone is being cyberbullied
A. Skip school for fear or anxiety 
B. Spends time alone because they are lonely 
C. May become upset when looking at their phone 
D. All the above 

5) Which two options are forms of cyberbullying?
A. Pushing someone at school 
B. Spreading rumors online 
C. Sending mean texts or posting mean comments 
D. Both B and C 

6) Who can you report cyberbullying to?
A. The social media platform)
B. School staff 
C. Parents 
D. All the above 

7) Someone who bullies others online through a school issued computer may experience consequences such as…
A. Unable to continue to use the school issued computer 
B. Blocked and reported on social media 
C. Legal charges could be pressed for harassment, threatening, or intimidating the target 
D. All the above 

8) Which ways may cyberbullying affect school life?
A. Students feel more confident trying out for sports, clubs, and school programs 
B. Students are more comfortable learning 
C. Students may not feel safe coming, attending or leaving school 
D. Students achieve higher grades when being bullied 
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“Technology Use and School” Academy
(Middle/High)
Safety from Cyberbullying
Cyberbullying Quiz Key

1) Cyberbullying
A. Only happens at night (Incorrect, it can happen anytime)
B. Any bullying behavior that takes place on any device with internet access or smartphone (Correct)
C. Is not against the law (Incorrect, Arizona law defines bullying and cyberbullying as harassing, threatening, or intimidating another person; Arizona Revised Statute: 13-2921.)
D. Only happens with students (Incorrect, even adults can be cyberbullied or be the person exhibiting bullying behavior online to a minor)

2) Upstander
A. Someone who recognizes when something is wrong and acts to make it right (Incorrect, there is more!)
B. Speaks up when they see someone being bullied (Incorrect, there is more!)
C. Supports the person targeted with bullying (Incorrect, there is more!)
D. All the above (Correct)

3) Bystander
A. Someone who witnesses bullying but stands by and watches without taking action to help or stop it (Correct)
B. Takes action and gets help (Incorrect, these are actions of an upstander)
C. Helps the target feel better (Incorrect, these are actions of an upstander)
D. Responds with positive comments or dislike of mean comments (Incorrect, these are actions of an upstander)

4) Signs someone is being cyberbullied
A. Skip school for fear or anxiety (Incorrect, there is more!)
B. Spends time alone because they are lonely (Incorrect, there is more!)
C. May become upset when looking at their phone (Incorrect, there is more!)
D. All the above (Correct) 

5) Which two options are forms of cyberbullying?
A. Pushing someone at school (Incorrect, this could be bullying if it happens often; any physical aggression should be reported)
B. Spreading rumors online (Incorrect, there is more!)
C. Sending mean texts or posting mean comments (Incorrect, there is more!)
D. Both B and C (Correct)

6) Who can you report cyberbullying to?
A. The social media platform (Incorrect, there is more!)
B. School staff (Incorrect, there is more!)
C. Parents (Incorrect, there is more!)
D. All the above (Correct)

7) Someone who bullies others online through a school issued computer may experience consequences such as…
A. Unable to continue to use the school issued computer (Incorrect, there is more!
B. Blocked and reported on social media (Incorrect, there is more!)
C. Legal charges could be pressed for harassment, threatening, or intimidating the target (Incorrect, there is more!)
D. All the above (Correct)

8) Which ways may cyberbullying affect school life?
A. Students feel more confident trying out for sports, clubs, and school programs (Incorrect)
B. Students are more comfortable learning (incorrect)
C. Students may not feel safe coming, attending or leaving school (Correct)
D. Students achieve higher grades when being bullied (Incorrect)
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“Technology Use and School” Academy
(Middle/High)
Safety from Cyberbullying
Seek and Find Word List
1. Exclusion – Intentionally leaving someone out from an online group, chat, or game.
2. Harassment – 13-2916. Use of electronic communication to terrify, intimidate, threaten, or harass; unlawful use of electronic communication device; applicability; classification; definitions. (Behavior causes harm and distress) 
3. Outing/Dox – Posting online someone’s private or embarrassing information.
4. Cyber Stalking – 13-2921. Harassment; classification; definition (Behavior is obsessive)
A. A person commits harassment if, with intent to harass or with knowledge that the person is harassing another person, the person:
1. Anonymously or otherwise contacts, communicates, or causes a communication with another person by verbal, electronic, mechanical, telegraphic, telephonic, or written means in a manner that harasses.

5. Impersonation/Fraping – 13-2006. Criminal impersonation; classification 
Hacking someone’s account and posing as them to make them look bad or be humiliated or embarrassed.
6. Fake profile – Creating a fake representation of someone on social media to embarrass, humiliate or harass.  Violates terms of services and may be banned from the site. 
7. Dissing – Posting or sending rumors or gossip to cause others to dislike or distrust someone.  
8. Trickery – Gaining trust in insincere ways so the person will reveal personal or private information that can be used against them. 
9. Trolling – Intentionally posting comments or images to disrupt, disturb or evoke strong emotions to create drama.
10. Catfishing – Creating a fake profile and or impersonating a fake identity in order to gain trust with the intent to exploit or harm the target. Could lead to crimes such as internet fraud or exploitation of a minor, sexting, etc. 
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“Technology Use and School” Academy
(Middle/High)
Safety from Cyberbullying
Cyberbullying Scenarios 

1. Sara and Karla have been best friends since 2nd grade. They recently had an argument, but Karla thought things between them were okay. A few days later, Sara started a class chat feed to discuss assignments. She invited everyone in the class but Karla. She also told others to not accept her in the chat and if they do, they will be unfriended. The class talks about it during the day, but Karla’s request to join has not been accepted. Karla also learned that students are talking about parties and other social activities on the class chat but have not received any invitations. When she asked Sara, she just laughed and walked away.
2. Jon and Leon had a minor disagreement last year in school. Now Jon uses every chance he gets to make rude comments about Leon on social media. Leon can see the comments since he is tagged in them.
3. Julia found out where her favorite teacher lives. She posted the address on social media for the whole school to see.
4. Trent uses social media sites to gather information about the daily routines of a classmate. He uses that information to keep tabs on what they are doing and gets upset when he loses track of them.
5. Louis and Steven share access to their social media accounts. They both like the same person. That person seems to be paying more attention to Louis. Steven decides to make Louis look bad by posting racial slurs through his social media account to make it look as though they are coming from Louis. This becomes a huge disruption during class at school when students react with aggressive comments and threats over what they think Louis posted. 
6. Tiffany made a fake profile about the new student. She posts insulting comments about the school and the students as if they are coming from the new student to her friends at her last school.
7. Karla doesn’t like that Sara and Alicia have become such good friends. Karla starts to spread rumors on social media that Sara can’t be trusted, and people shouldn’t be friends with her.
8. Serena pretended to be friends with Lizzy for a couple weeks even though she does not really like her. Lizzy trusted Serena enough to tell her some embarrassing things. Serena then posted the embarrassing stories on social media.
9. Jacob is bored at school. He joins a group on social media that has a common interest. He then starts posting inflammatory comments in the group to get everyone fired up and mad. Jacob does not actually believe the statements he makes but enjoys getting everyone upset.
10. Matthew has a crush on Trisha. He doesn’t think Trisha is interested in him, so he created a fake social media profile of a person who likes the same things she does. He has been chatting with her through social media for several months. They are “dating” online, even though they have never met in person.
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“Technology Use and School” Academy
(Middle/High)
Safety from Cyberbullying
Facilitator Guide
1. Exclusion – Sara and Karla have been best friends since 2nd grade. They recently had an argument, but Karla thought things between them were okay. A few days later, Sara started a class chat feed to discuss assignments. She invited everyone in the class but Karla. She also told others to not accept her in the chat and if they do, they will be unfriended. The class talks about it during the day, but Karla’s request to join has not been accepted. Karla also learned that students are talking about parties and other social activities on the class chat but have not received any invitations. When she asked Sara, she just laughed and walked away.
Ask to include Karla or include Karla in other chats with other friends; choose to not join feeds with someone who is being purposefully excluded.
2. Harassment – Jon and Leon had a minor disagreement last year in school. Now Jon uses every chance he gets to make rude comments about Leon on social media. Leon can see the comments since he is tagged in them.
Suggest blocking, and reporting to Leon. Remind them of their friendship, post positive comments to both. 
3. Outing/Dox – Julia found out where her favorite teacher lives. She posted the address on social media for the whole school to see.
Report to a trusted adult; let others know you don’t approve.
4. Cyber Stalking – Trent uses social media sites to gather information about the daily routines of a classmate. He uses that information to keep tabs on what they are doing and gets upset when he loses track of them.
Report to a trusted adult and the social media site, alert the target, help them set safety features such as privacy settings and changing password.
5. Impersonation/Fraping – Louis and Steven share access to their social media accounts. They both like the same person. That person seems to be paying more attention to Louis. Steven decides to make Louis look bad by posting racial slurs through his social media account to make it look as though they are coming from Louis. This becomes a huge disruption during class at school when students react with aggressive comments and threats over what they think Louis posted. 
Report it to the teacher, do not accept what is being sent, let Louis know what is being posted and ask if he posted it before making a judgment.  
6. Fake profile – Tiffany made a fake profile about the new student. She posts insulting comments about the school and the students as if they are coming from the new student to her friends at her last school.
Let Tiffany know she could lose privileges with her school issued computer, alert the new student, and help her set the record straight and report the situation.
7. Dissing – Karla doesn’t like that Sara and Alicia have become such good friends. Karla starts to spread rumors on social media that Sara can’t be trusted, and people shouldn’t be friends with her.
Tell the person spreading rumors you are not interested, avoid repeating information that is hurtful, make a point of being friendly with targets of bullying-this may give others courage to stand-up to bullying.
8. Trickery – Serena pretended to be friends with Lizzy for a couple weeks even though she does not really like her. Lizzy trusted Serena enough to tell her some embarrassing things. Serena then posted the embarrassing stories on social media.
Block Serena and let her know why. Post favorable comments to counter the negative ones. Share an embarrassing moment that you are comfortable with to show we all have embarrassing moments. Share with Lizzy how to report if the behavior does not stop or escalates.
9. Trolling – Jacob is bored at school. He joins a group on social media that has a common interest. He then starts posting inflammatory comments in the group to get everyone fired up and mad. Jacob does not actually believe the statements he makes but enjoys getting everyone upset.
Ignore posts that don’t allow for civil discourse/discussions and sharing of opinions with respect. Ask for facts or references to check the information. Start a new conversation with respectful opinions and posts. 
10. Catfishing – Matthew has a crush on Trisha. He doesn’t think Trisha is interested in him, so he created a fake social media profile of a person who likes the same things she does. He has been chatting with her through social media for several months. They are “dating” online, even though they have never met in person.
Show Trisha how to check if a profile is fake. Talk about safety online while meeting new people with your friends. Be ready to report to your parents or their parents if you feel they are not being safe online. 
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“Technology Use and School” Academy
(Middle/High)
Safety from Cyberbullying
Correlations

Civics and Government
Explain the obligations and responsibilities of citizenship: obeying the law.
(7-12 S3C4 PO4b-c)

Key Ideas and Details
R.1 Read carefully to determine what the text says explicitly and to make logical inferences from it.

Integration of Knowledge and Ideas
R.7 Integrate and evaluate content presented in diverse media and formats, including visually and quantitatively, as well as in words.

Comprehension and Collaboration
SL.1 Prepare for and participate effectively in a range of conversations and collaborations with diverse partners, building on others’ ideas and expressing their own clearly and persuasively.

Technology
Assess situations in which it is appropriate and safe to use a personal digital device in the home, school, community, and in the workplace. 
(7-12 S5C1 PO1)

Describe strategies to deal with cyber-bullying situations.
 (6-12 S5C1 PO2)

Articulate and practice the school and district rules governing the use of digital tools as defined by school board policy and procedures. 
(7-12 S5C1 PO3)
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