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“Think Before You Post:  Smart Communication through Technology” Academy
(Middle/High)
Risky Communications Lesson Plan

Objectives:  
· Students will explore what makes someone trustworthy 
· Students will discern the risk level with online communications
· Students will illustrate their understanding of when to ignore, block and report risky communications

Materials:
· Large poster paper and markers for each group
· 4 signs to be posted around the room:  No Risk – Low Risky – Medium Risk – High Risk
· Risky Situation Strips (3 or 4 different ones per group)
· Debrief ball or object that can be passed around to students

Timeframe: 50 minutes

Activity 1: Brainstorming Trustworthy Traits
1. Begin the activity by placing the students into small groups of 4 or 5 students in each. Supply each group with large poster paper and markers.  
2. Ask the students to think about what character traits makes a person trustworthy.  Model for the class an illustration of a smiley face on the board with lines extending out to create a web graphic organizer. 
3. Instruct the groups to do the same on their large poster paper.  Then, in their small group, collaborate together to come up with character traits that would describe why someone would be considered trustworthy and record their ideas on the lines.
4. When most groups have entered a few items on their paper, ask for a volunteer from each group to come up to the board and record one of their group’s ideas.  Continue rotating among the groups, having a different volunteer each time add a different idea than what is already posted to the smiley face organizer.  
Trustworthy Traits:  reliable, responsible, safe, secure, tried and true, dependable, deserving of faith or confidence, keeps secrets, doesn’t share your inappropriate or embarrassing information on purpose, moral compass of right and wrong, sense of justice, share positive experiences that are not secretive, etc. 
5. Review the ideas the students came up with and ask the students to share with their group what are some of the risk involved with trusting people.  Have a few volunteers share some of their group’s discussion.  
Risks:  betrayed, secrets revealed, embarrassed, humiliated, social consequences, economic consequences, personal information shared with other untrustworthy people, they may not know they shouldn’t share, different values, tricked you, different motives for friending you, ask you to keep secrets that make you feel uncomfortable, etc.
6. Ask the class to think about what they normally do when they realize they have trusted the wrong person.  Allow students to call out their answers while you record them on the board.  
Responses:  limit communication, careful what you share, let them know how you feel, ‘unfriend’ them, block their online communications, report them, etc. (be aware that students may share more negative reactions)

Activity 2: 4 Corners Risky Communications
1. Explain to the class that it can sometimes be risky to know who or what to trust online.  This next activity will help them to identify potentially risky communications.  
2. Post these 4 signs around the room:  No Risk – Low Risk – Medium Risk – High Risk; Explain to the students that you will call out a situation and as individuals, they are to choose where they feel their risk lies in trusting this person.  Inform the students that you will be asking for volunteers to give an explanation for their choice. Use some or all of the situations below. After explanations are given, inform the students which situations could potentially carry legal consequences. (see parenthesis beside each situation)

What is the level of risk in trusting…?
a. a person you only know online who is asking personal questions like age/sex/location (cyber predator, COPA, fraud)
b. a person from a team you participate in, wanting to ‘friend’ you
c. a person you have never met wanting to ‘friend’ you (cyber predator)
d. a person you do not know forwarding you an email or link (spam)
e. a person you know texting you a funny joke
f. a person you know from school sending you a photo or picture showing nudity or partial nudity (sexting)
g. a person you are friends with asking you to text your address to them 
h. a person you only know from an online chat room wanting to meet you in person (cyber stalking) 
i. a person you chat with turning out to be much older than they said (adult) cyber predator
j. a person you chat with online posting their opinion about a current event
k. a person who is harassing or bullying you in a game room (cyberbullying) 
l. a person who is always wanting to argue with your tweets (Flaming)
m. a person who is trying to sell you something online you didn’t show interest in (Phishing)
n. a person you know forwarding you an e-mail from another person you both know
o. a person you chat with online wanting you to send nude pictures of yourself (sexting, cyber predator, trickery)
p. a person you know tagging you on Facebook, a picture of you and others taken at a party
q. a person you know texting you messages with sexual content (sexting)
r. a person you don’t know, who requests to  chat with you on a gaming site

3.  Ask the students to return to their seats and discuss as a group which form of technology do they feel requires them to be more careful about who they trust and why.  Ask for each group to comment on their group’s discussion.

Activity 3:  
4. Next, hand each group 3 or 4 strips, containing one of the above situations.  Instruct the groups to read each strip, discuss and record on the slip if this situation should be ignored, blocked, and /or reported and why. Then, as a group, create one rule for each action when an online communication should be ignored, blocked and reported; be ready to share their rules with the class.
Ignore communications: that upset you; make you feel uncomfortable; make inappropriate requests; that provoke you; that are rude, etc.
Block communications that:  you don’t know; harass or bully you or others; send unwanted messages, images, or posts; etc.
Report communications from anyone:  you don’t know that asks for personal information; that sends you inappropriate or obscene material; anyone who ask to meet you in person that your parents are not aware of; ask to meet you for sexual activities, etc.

Debrief:
Toss a ball around and ask students to share one thing they will do differently to protect themselves from untrustworthy and risky communications.
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“Think Before You Post:  Smart Communication through Technology” Academy
(Middle/High)
Risky Communications Correlations
	Civics and Government

	Explain the obligations and responsibilities of citizenship: obeying the law and voting.
(7-12 S3C4 PO4b-c)




	Integration of Knowledge and Ideas

	Identify false statements and fallacious reasoning. 
(9‐10.RI.8)




	Production and Distribution of Writing

	Produce clear and coherent writing in which the development, organization, and style are appropriate to task, purpose, and audience. 
(6‐12.WHST.4)




	Comprehension and Collaboration

	Engage, initiate, and participate effectively in a range of collaborative discussions (one-on-one, in groups, and teacher-led) with diverse partners on grade appropriate topics, texts, and issues, building on others’ ideas and expressing their own clearly. 
(6-12 SL.1.)









	Technology

	Assess situations in which it is appropriate and safe to use a personal digital device in the home, school, community, and in the work place. 
(7-12 S5C1 PO1)

Describe strategies to deal with cyber-bullying situations.
 (6-12.S5C1 PO2)

Articulate and practice the school and district rules governing the use of digital tools as defined by school board policy and procedures. 
(7-12 S5C1 PO3)

Demonstrate safe online communication practices regarding personal information.
(7-12 S5C1 PO 4)

Advocate and exhibit legal and ethical behavior when using technology. 
(6-12.S5C1PO6)
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