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“Think Before You Post:  Smart Communication through Technology” Academy
(Middle/High)
Rights and Responsibilities Lesson Plan

Objectives:  
· Students will consider if the Bill of Rights protects their freedoms with online communications
· Students will differentiate between a right to privacy or not with scenarios
· Students will draft a bill of rights and responsibilities for online communications 

Materials:
· Large poster paper and markers for each group
· Bill of Right handout (one copy per group)
· Facilitator Guide:  Cyber Laws
· ‘Rights’ and ‘No Rights’ Signs
· Facilitator Guide:  Changing Lanes Scenarios

Timeframe: 50 minutes

Activity 1: Bill of Rights and Online Privacy
1. Begin the activity by placing the students into small groups of 4 or 5 students in each. Supply each group with large poster paper and markers.  
2. Ask the groups to brainstorm what rights they think they have with online communications.  Then record their list on their large poster paper and be ready to report out.  
Examples:  access to internet, use of mobile apps, access to social media sites, maintain a personal or business website, express your opinion, freedom to post pictures, comments, information; privacy, protection, etc.
3. Hand each group the Bill of Rights handout and instruct the groups to read each right and check off which rights they, as a group, feel helps protect their online communications.  Then, as a group, collaborate and record an explanation on how that right could protect online communications.  
4. Inform the class that they will have 7 minutes to complete this activity.  When time is up or most groups are finished, call out one right at a time and ask for a group leader to raise their hand if their group thought that right protected their online communications.  Rotate among the hands raised to share their group’s explanation.
Groups could pick any one if they can justify their reasoning, ideally #1 could protect your right to post, text, upload, share or send because of freedom of speech and #4 could protect your right to not have your property such as your computer searches or seized or your information from your computer or sites holding your information searched or seized; or arrest made without warrants from probable cause.  
5. Ask the students to vote with a show of hands if they think they have the same rights that an adult would have when it comes to privacy rights. 
6. Share with students their school’s technology user agreement and school handbook policies.  Also inform students that laws exist that enable schools to monitor and filter their online activity at school as well as consequences for bullying, harassing, and sexting while at school.  Also, because they are minors, laws exist that that protect students from companies gathering information about the student without parent permission. (See Facilitator Guide: Cyber Laws).

Activity 2: Rights or No Rights Changing Lanes
1. Explain to the students that for this next activity they will hear a scenario and choose whether they, as an individual, think this is a right they have or not.  Also inform the students that they will be asked to explain their choice, respond to peers explanations and possibly convince their peers to change sides or have the opportunity to change sides, themselves.   
2. Post the two signs:  ‘Rights’ and ‘No Rights’  on opposite sides of the room and have the class stand in the middle each time a scenario is read before they choose where along the continuum they want to stand.  (see Facilitator Guide:  Changing Lanes Scenarios)
3. Once students have chosen their place along the continuum, ask a few volunteers to share their reasoning and allow for other students to respond and change sides if they want to.  
4. After each scenario has been decided by the students, discuss the possible rights or no rights. 
5. When all the scenarios have been read, instruct the students to return to their group seats and ask the students to vote with a show of hands if they think the Bill of Rights is enough protection for their online communications.  Why and why not?

Activity 3:  Bill of Rights and Responsibilities
1. Ask the groups to collaborate together to list and illustrate 2 Bill of Rights for online communications. Then list 3 responsibilities they have, as a student to respect the communication rights of others.  Groups should also rank their rights in order of importance with the first one being the most important to them.  
2. Allow time for each group to report out their Bill of Rights illustrations.  As the facilitator, comment on any similarities between the group’s list of rights and what was the most important right for each group.  
Examples of Rights:
· Right to freedom of expression
· Right to privacy
· Right to digital access
· Right to our identity protection
· Right to personal conversations
Examples of Responsibilities:
· Responsibility to report bullying, harassing, sexting, or identity theft
· Responsibility to keep data/information safe from hackers
· Responsibility not to impersonate others to harass, humiliate or cause damage
3. Ask the students to comment on why they think new laws, bills or acts have been enacted since the original founding documents were created?  (technology and progress changes through time)

Debrief: What do you think is the purpose of having a personal right limited?  What do you think is the purpose of having the government’s power limited?
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“Think Before You Post:  Smart Communication through Technology” Academy
(Middle/High)
Rights and Responsibilities Bill of Rights handout
	   
Bill of Rights
	Check if you think this right protects your rights with online communications
	
Explain how the rights you checked protect your rights with online communications?

	# 1  People have the right to practice any religion the way they want, say and publish what they want, and ask the government to right wrongs.
	
	

	#2 Because we need a strong militia, people have the right to own guns.
	
	

	#3 People don’t have to let soldiers live in their homes.
	
	

	#4 Police must have a reasonable suspicion and warrant to search someone’s property and arrest someone.
	
	

	#5 People accused of crimes have certain rights:  Grand Jury, not to be tried twice for the same crime, not to witness against yourself, a fair trial, personal property sized must be paid for.
	
	

	#6 Accused people have the right to a fair, local, fast trial, a lawyer for help, and the right to question witnesses and defend themselves.
	
	

	#7 People have the right to a trial by jury.
	
	

	#8 People have the right to fair bail, fines, and punishments.
	
	

	#9 People keep rights not given to the government.
	
	

	#10 The states and the people keep all the rights not given to the federal government.
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“Think Before You Post:  Smart Communication through Technology” Academy
(Middle/High)
Rights and Responsibilities Facilitator Guide:  Cyber Laws


· (ARS 13-2921) Arizona law makes it a crime for any person to harass another person and includes harassment done via electronic means (such as telephone, the Internet, social media sites, texting, email, instant messages, or other similar means).

· (ARS 15-341) Arizona law requires schools to enact and enforce policies and procedures that prohibit students from harassing, intimidating, and bullying other students on school property or school buses, and at school-sponsored activities or events “through the use of electronic technology, communications, networks, forums, or mailing lists.

· The Children's Internet Protection Act (CIPA) requires that K-12 schools and libraries in the United States use Internet filters and implement other measures to protect children from harmful online content as a condition for the receipt of certain federal funding.


· The Children's Online Privacy Protection Act of 1998 (COPPA) is a United States federal law that applies to the online collection of personal information by persons or entities under U.S. jurisdiction from children under 13 years of age. It details what a website operator must include in a privacy policy, when and how to seek verifiable consent from a parent or guardian, and what responsibilities an operator has to protect children's privacy and safety online including restrictions on the marketing to those under 13. While children under 13 can legally give out personal information with their parents' permission, many websites altogether disallow underage children from using their services due to the amount of paperwork involved.
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“Think Before You Post:  Smart Communication through Technology” Academy
(Middle/High)
Rights and Responsibilities Facilitator Guide:  Changing Lanes Scenarios

1. A student should be able to post a blog from their home computer expressing their negative opinion of their principal. 
Right to freedom of speech if there are no threats, harassment or disruption of education. 

2. A student should be able to send texts to their friends, expressing all the reasons why their friends should not hang out with the new student.
Right to freedom of speech if there are no threats, harassment or disruption of education. 
No Rights according to school policy if behavior is unwanted, repeated and intentional 
(form of social bullying)

3. A student should be able to send from their phone, a physically revealing selfie expressing their love to another student’s phone.
No Rights to send sexually explicit pictures to anyone under 18 
or possession of sexually explicit material when you are under 18.

4. A student should be able to keep their text messages about buying drugs from a student at school private.  
No Rights to privacy if a school administrator had reasonable suspicion of student endangerment; Rights to Privacy from law enforcement unless they had probable cause and a search warrant

5. A student should be able to keep their personal identity private from the public when using an online gaming site. 
Right to Privacy: Children’s Online Privacy Protection Act

6. A student should expect privacy with their online posts form school administrators and companies hired by school administration to monitor student online activity.  
Probably No Rights to privacy
You have no expectation of privacy with communications you have posted on a site 
accessible by the public
(see article for more information:  http://www.politico.com/story/2015/03/cyber-snoops-track-students-116276
  [image: AFLSE w bar fdn]
The Law-Related Education Academy is sponsored by the Arizona Foundation for Legal Services & Education with funding made possible by the Arizona Department of Education School Safety Program.

“Think Before You Post:  Smart Communication through Technology” Academy
(Middle/High)
Rights and Responsibilities Bill of Rights Correlations
	Civics and Government

	Analyze the significance of the principles and ideas of the Bill of Rights. 
(7 S3C1 PO1a)

Explain the obligations and responsibilities of citizenship: obeying the law and voting.
(7-12 S3C4 PO4b-c)

Describe the regulatory functions of government pertaining to consumer protection, environment, health, labor, transportation, and communication. 
(HS S3C3 PO4)




	Integration of Knowledge and Ideas

	Identify false statements and fallacious reasoning. (9‐10.RI.8)

Including the application of constitutional principles and use of legal reasoning. (11‐12.RI.8)



	Research to Build and Present Knowledge

	Draw evidence from informational texts to support analysis, reflection, and research. 
(6‐9.WHST.9) 



	Comprehension and Collaboration

	Engage, initiate, and participate effectively in a range of collaborative discussions (one-on-one, in groups, and teacher-led) with diverse partners on grade appropriate topics, texts, and issues, building on others’ ideas and expressing their own clearly. 
(6-12 SL.1.)



	Technology

	Assess situations in which it is appropriate and safe to use a personal digital device in the home, school, community, and in the work place. 
(7-12 S5C1 PO1)
Advocate and exhibit legal and ethical behavior when using technology. 
(6-12.S5C1PO6)
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