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The Law-Related Education Academy is facilitated by the Arizona Foundation for Legal Services & Education with funding made possible by the Arizona Department of Education School Safety Program.

“What’s App with You?” Academy
(Middle/High School)
What is An App? Lesson Plan
Officers should obtain administrator approval prior to implementing this lesson.  

Objectives:  Students will…
· learn what an app is.
· learn the risks and benefits of app use.
· rank the effectiveness of tips for app use.

[bookmark: _Hlk57044458]Protective Factor Developed: Decision-Making Skills
[bookmark: _Hlk48028835]SEL Competency: Responsible Decision-Making 

Materials:
· [bookmark: _Hlk71623837]Large poster paper, markers, and a pad of sticky notes for each group
· Poll Question (see Step 3)-display on the board or large poster
· “What is an App?” Information Sheet (pg. 4)-copy and cut apart each section-1 per group
· Word List (see pg. 5)-1 copy per group
· “What is an App?” Key (pg. 6)
· Tips for App Users (see pg. 7)-a few copies per group
· Arizona Laws” Handout (see pg. 8)-a few copies per group
· Risk and Benefits T-Chart (see pg. 9)-model on board

Timeframe: 50 Minutes
[bookmark: _Hlk30146921]
Team Teaching:  For effective implementation of Law Related Education (LRE), team teach with the classroom teacher by…
· Having both the officer and teacher rotate to different groups.  Both instructors will provide positive feedback and engage in friendly conversations with students.  This procedure will help reduce classroom disruptions, increase student engagement, and build supportive relationships with students. 
· Encouraging classroom teachers to participate in all activities by injecting clarification statements and relating relevant content to their curriculum.  In this method, students will see more connections to their student life and be willing to carry over concepts and skills learned in LRE.
· Assigning the classroom teacher part of the lesson instructions.  Team teaching with the classroom teacher enables the students to further see the importance of LRE lessons.  It also provides opportunity for the classroom teacher to demonstrate teaching skills conducive for effective teaching.  Student attention can be maintained easier with different voices and personalities experienced throughout the lesson.
· [bookmark: _Hlk48134518][bookmark: _Hlk48029065]Invite the school’s counselor to co-teach this lesson.  Their expertise in the areas of social-emotional learning can greatly benefit the students’ well-being.  

Attention Grabber: 
1. [bookmark: _Hlk71623821]Divide the students into small groups of 4 or 5 students each.  Provide each group with large poster paper, markers, and sticky notes.  
2. Introduce the lesson and explain that this lesson will help students learn about the risks and benefits of using apps and to learn tips on how to be safe.  When discussing safety, it is important to consider cyber safety and be aware/educated on all aspects of apps including details of privacy, notifications, reporting, and evaluating the safety features of apps.  
3. Display the following Poll Question and options on the board or large poster paper.  Instruct the students to record the letter that matches their response on their own sticky note.  Ask for a few volunteers to collect the notes, sort them on the board and report the results.  
How safe do you feel using online apps?
A. Very safe
B. Mostly safe
C. Somewhat safe
D. Unsafe
E. Other
4. Ask any volunteers who chose “Other” to share their response.  Explain that this lesson will help students learn about the risks and benefits of using apps and tips on how to be safe.
5. Provide each group a copy of a different section from the “What is an App?” Information Sheet.  (see pg. 4)  Also provide each group a copy of the Word List (See pg. 5)  
6. Instruct the groups to work together to fill-in the blanks on their assigned section with the words from the word list.
7. Call on each group to read their completed section to the class.  (see Key pg. 6)

Problem-Solving and Application Activities:
8. Next, provide each group several copies of the “Tips for App Users” (see pg. 7).  Instruct the groups to collaborate and rank the list from most effective to least effective for safety by listing the numbers in that order on their own group paper.
9. Call on each group to share the number of their top 5 most effective tips. Take a class tally on the board.  Call on volunteers to read aloud the top five numbers from the class tally.  Allow for brief student discussion.
10. Repeat the same process with the bottom 5 tips ranked as the least effective by the groups.  Then, call volunteers to read aloud the bottom 5 least effective tips.  Allow for brief student discussion.
11. Instruct each group to choose one tip to provide 2-3 reasons why that tip is helpful and one risk that could be eliminated if they use that tip.  Check off the tips claimed by a group so that each group has a different tip or assign each group a different tip to begin with.  
12. Call on each group to report out.  
13. Now, provide each group a few copies of the “Arizona Laws” handout. (see pg. 8) Review the laws with the class.  Ask students to call out how these laws help protect the safety of the app user.  Record ideas on the board.
14. Model the “Risk and Benefits” t-chart (see pg. 9) on the class board.  Next, instruct students to collaborate with their group to list risks and benefits of using apps.  
15. Call on group reporters to share one idea from both lists.  Instruct the other group reporters to check off any similar items from their group’s list.   Continue rotating to each group reporter until all new ideas have been reported.  
Possible Risks: Information could be hacked, unsecure server, fake apps, safety features not utilized or reviewed, “cookies” could be collecting data and selling the information, exposure to inappropriate content, predators could have access to you or your family, cyberbullying, etc.
Possible Benefits: access to information, ordering or purchasing, rewards, interactive, communication, share and connect, etc.

Lesson Closure:
16. Explain that you will call on random students to provide a response for one of the following:
· Fact about apps
· Tip for safe app use
· Law to keep youth safe with apps
· Favorite app and why
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“What’s App with You?” Academy
(Middle/High School)
What is An App? Lesson Plan

What is an App?” Information Sheet 

Section A
An ___ is a software program you can download.  App is short for ___________.  The three types of apps are 
_____________________ .  Apps are downloaded from an App store tied to your electronic device.  _________ can market their products to users through the app website.

Section B
When downloading an app, you may be asked to allow the site to access information on your device such as
________________________________________________, sites you have visited, and purchases you have made. 
Information collected may be shared with other companies.  Check the ______________ or Opt-Out of Data 
Collecting in the app’s _______________.

Section C
A _____________ app will most likely have information about the company with contact information.  _______________ apps also provide ________________.  This regulation provides the user with information on what is acceptable use.   ____________ of the Terms of Agreement may result in the user being banned from the site. 

Section D
__________________ in public places may not be secure.  Look for the ______________ at the start of the web address on every page you visit, using your laptop.  If using a mobile device, make sure you are using a _____________________ that you have to log-in and then make sure you log-out when finished. 

Section E
Use _________________ for different accounts.  Keep your passwords private and avoid ___________ with friends.  When typing in your password or unlocking your device, check that you are in a private area and no one is _____________ over your shoulder.  

Section F
____________ information on apps before downloading.  ______ your privacy settings.  ______ the Terms of Agreement before accepting.  ______________ your device and restart periodically to maintain security.  Seek _______________________ before downloading apps.  Discuss with parents before sharing any personal information on an app profile.
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“What’s App with You?” Academy
(Middle/High School)
What is An App? Lesson Plan

Word List
· application
· different passwords 
· Https 
· phone, email, contact list, calendar, location,
· privacy settings
· Discuss 
· Privacy Policy
· reputable
· app 
· secure wireless network 
· Review
· Read
· sharing 
· looking 
· Terms of Agreement
· Advertisers
· trustworthy 
· Update 
· Check
· parent permission 
· web, desktop and mobile
· Wi-Fi Hotspots
· Violations
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“What’s App with You?” Academy
(Middle/High School)
What is An App? Lesson Plan

What is an App?” Information Sheet 
Key

[bookmark: _Hlk65656194]Section A
An app is a software program you can download.  App is short for application.  The three types of apps are web, desktop and mobile.  Apps are downloaded from an app store tied to your electronic device.  Advertisers can market their products to users through the app website.

Section B
When downloading an app, you may be asked to allow the site to access information on your device such as
phone, email, contact list, calendar, location, sites you have visited, and purchases you have made. 
Information collected may be shared with other companies.  Check the privacy settings or Opt-Out of Data 
Collecting in the app’s Privacy Policy.

Section C
A trustworthy app will most likely have information about the company with contact information.  Reputable apps also provide Terms of Agreement.  This regulation provides the user with information on what is acceptable use.  Violation of the Terms of Agreement may result in the user being banned from the site. 

Section D
Wi-Fi Hotspots in public places may not be secure.  Look for the Https at the start of the web address on every page you visit, using your laptop.  If using a mobile device, make sure you are using a secure wireless network that you have to log-in and then make sure you log-out when finished. 

Section E
Use different passwords for different accounts.  Keep your passwords private and avoid sharing with friends.  When typing in your password or unlocking your device, check that you are in a private area and no one is looking over your shoulder.  

Section F
Review information on apps before downloading.  Check your privacy settings.  Read the Terms of Agreement before accepting.  Update your device and restart periodically to maintain security.  Seek parent permission before downloading apps.  Discuss with parents before sharing any personal information on an app profile.
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“What’s App with You?” Academy
(Middle/High School)
What is An App? Lesson Plan
[bookmark: _Hlk67396851]Tips for App Users

1. Usernames should be different from your real name so you can control who follows you.
2. Know the people you take pictures of for posting.  Facial recognition features could provide access to you from strangers.
3. Block anyone that makes you uncomfortable or you don’t know.  Blocking unwanted content is a healthy way to control the type of content you follow.
4. Delete inappropriate posts or take a screenshot and save for evidence.  Ask a trusted adult to keep the evidence for you so you are not held responsible for the content. 
5. Use different strong passwords for each account. This makes it more difficult for hackers to break into  your account and steal personal information they can use for identity theft, fraud or access to your money and accounts. If they know one password, they may try to use it on other accounts in your name.
6. Avoid using hashtags that make your account public.  Spammers, hackers, and unwanted attention will have less access to you and your feeds.
7. Report cyberbullying to app owners and trusted adults. When someone is reported for cyberbullying the server performs an investigation.  If reasonable cause is found, the one bullying may have their account suspended, evidence for police reports can be documented and the bullying can stop.
8. Set privacy settings and review often.  This allows you to control who sees your feeds, what personal information is shared, and helps protect you against people who want to harm you.  Servers could have updates to their system that may default your settings or new features not enabled.
9. Turn off location feature and only use it when needed.  This keeps your location private from anyone who may want to find you to harm you or know that you are not home.
10. Read the terms of agreement before accepting.  It is important to know how the server may use your personal information and to make sure you are not violating the terms and be banned from its use.
11. Check with a parent before filling out a profile with personal information.  Some personal information may not be needed, or there may be other comments that can be stated to protect your identity from fraud, those that want to harm you and unwanted solicitation.
12. Keep your password private from your friends; only share with parents.  Only trusted adults such as parents should have access to your account and settings to keep you and your household safe from predators, friends who may be upset with you and try to get back at you or fall into the hands of hackers who want to steal your account information. 
13. Talk with parents about your app experience. Parents can help support your choices and options and guide you with safe alternatives.
14. Set your account to private.  You can control who sees your posts.  People you trust, you can call accountable for their responses.  You would not have that control over the public.
15. Only accept friend requests from people you know. Unknown people may try to harm you or bully you in the safety of being anonymous.  
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“What’s App with You?” Academy
(Middle/High School)
What is An App? Lesson Plan
[bookmark: _Hlk67397626]Arizona Laws Handout
8-309. Unlawful use of an electronic communication device by a minor; classification; definitions
A. It is unlawful for a juvenile to intentionally or knowingly use an electronic communication device to transmit or display a visual depiction of a minor that depicts explicit sexual material.
B. It is unlawful for a juvenile to intentionally or knowingly possess a visual depiction of a minor that depicts explicit sexual material and that was transmitted to the juvenile through the use of an electronic communication device.
13-2921. Harassment; classification; definition
A. A person commits harassment if, with intent to harass or with knowledge that the person is harassing another person, the person:
1. Anonymously or otherwise contacts, communicates, or causes a communication with another person by verbal, electronic, mechanical, telegraphic, telephonic, or written means in a manner that harasses.
13-1202. Threatening or intimidating; classification
A. A person commits threatening or intimidating if the person threatens or intimidates by word or conduct:
1. To cause physical injury to another person or serious damage to the property of another; or
2. To cause, or in reckless disregard to causing, serious public inconvenience including, but not limited to, evacuation of a building, place of assembly or transportation facility.

“Congress enacted the Children’s Online Privacy Protection Act (COPPA) in 1998. COPPA required the Federal Trade Commission to issue and enforce regulations concerning children’s online privacy. The Commission’s original COPPA Rule became effective on April 21, 2000. The Commission published an amended Rule on January 17, 2013. The amended Rule took effect on July 1, 2013.”[footnoteRef:1] [1:  https://www.ftc.gov/tips-advice/business-center/guidance/complying-coppa-frequently-asked-questions-0#A.%20General%20Questions] 
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“What’s App with You?” Academy
(Middle/High School)
What is An App? Lesson Plan

[bookmark: _Hlk67398385]Risk and Benefits T-Chart

RISKS
BENEFITS
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“What’s App with You?” Academy
(Middle/High School)
What is An App? 

Correlations

Civics
8.C2.2 Explain specific roles, rights, and responsibilities of people in a society.
HS.C2.4 Analyze the responsibility of citizens.

Reading:
R.1 Read carefully to determine what the text says explicitly and to make logical inferences from it.

Writing:
6‐12. WHST.4 Produce clear and coherent writing in which the development, organization, and style are appropriate to task, purpose, and audience. 

Speaking and Listening:
SL.1 Prepare for and participate effectively in a range of conversations and collaborations with diverse partners, building on others’ ideas and expressing their own clearly and persuasively.
SL.5 Make strategic use of digital media and visual displays of data to express information and enhance understanding of presentations.

Technology
7-12 S5.C1.PO3 Articulate and practice the school and district rules governing the use of digital tools as defined by school board policy and procedures. 
7-12 S5.C1.PO4 Demonstrate safe online communication practices regarding personal information.
6-12 S5.C1.PO6 Advocate and exhibit legal and ethical behavior when using technology. 
7-12 S5.C2.PO1 Promote and exhibit digital citizenship by consistently leading by example and advocating social and civic responsibility to others.
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