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The Law-Related Education Academy is facilitated by the Arizona Foundation for Legal Services & Education with funding made possible by the Arizona Department of Education School Safety Program.

“What’s App with You?” Academy
(Middle/High School)
Evaluating App Safety Lesson Plan
Officers should obtain administrator approval prior to implementing this lesson.  

Objectives:  Students will…
· learn that adults may have concerns for safety regarding apps.
· learn the safety features apps may carry.
· create a mock app and evaluate its safety.

[bookmark: _Hlk57044458]Protective Factor Developed: Critical Reasoning Skills
[bookmark: _Hlk48028835]SEL Competency: Responsible Decision-Making

Materials:
· [bookmark: _Hlk71623837]Large poster paper, markers, and a pad of sticky notes for each group
· Word List (see pg. 3)-1 copy per group
· Crossword Puzzle (See link:  (https://www.educaplay.com/learning-resources/8701205-app_safety.html)-1 copy per group
· Puzzle Key (see pg. 4)
· Student cell phone or electronic device with apps downloaded: (You may need to obtain administrator permission for students to use their electronic devices for this activity)

Timeframe: 50 Minutes
[bookmark: _Hlk30146921]
Team Teaching:  For effective implementation of Law Related Education (LRE), team teach with the classroom teacher by…
· Having both the officer and teacher rotate to different groups.  Both instructors will provide positive feedback and engage in friendly conversations with students.  This procedure will help reduce classroom disruptions, increase student engagement, and build supportive relationships with students. 
· Encouraging classroom teachers to participate in all activities by injecting clarification statements and relating relevant content to their curriculum.  In this method, students will see more connections to their student life and be willing to carry over concepts and skills learned in LRE.
· Assigning the classroom teacher part of the lesson instructions.  Team teaching with the classroom teacher enables the students to further see the importance of LRE lessons.  It also provides opportunity for the classroom teacher to demonstrate teaching skills conducive for effective teaching.  Student attention can be maintained easier with different voices and personalities experienced throughout the lesson.
· [bookmark: _Hlk48134518][bookmark: _Hlk48029065]Invite the school’s counselor to co-teach this lesson.  Their expertise in the areas of social-emotional learning can greatly benefit the students’ well-being.  

Attention Grabber: 
1. [bookmark: _Hlk71623821]Divide the students into small groups of 4 or 5 students each.  Provide each group with large poster paper, markers, and sticky notes.  
2. Explain to students that this lesson will help students consider safety features while using apps. Ask students to raise their hand if they have ever heard their parents, teachers, or news reports cautioning about apps marketed to teens?  
3. Ask students to call out what concerns may be voiced by adults by apps marketed to teens.
4. Record student ideas on the board and add any additional, relevant ideas from the list below:
· Opportunities for cyberbullying 
· Connecting with people who mean harm
· Oversharing personal information
· Sexting
· Exposure to inappropriate content
· Misinformation
· Easier access for hackers or predators
· Unable to stop inappropriate content or mean postings
5. Provide each group a few copies of the Word List (see pg. 3).  Ask different volunteers to read one of the terms.  
6. [bookmark: _Hlk71803583]Next, provide each group with a copy of the Crossword Puzzle (See link:  (https://www.educaplay.com/learning-resources/8701205-app_safety.html) 
7. Instruct the groups to work together to fill-in the crossword puzzle, using their Word List.  
8. When most groups are finished, call on each group volunteer to read one clue with an answer.  (See Puzzle Key pg. 4)

[bookmark: _Hlk71804219]Problem-Solving and Application Activities:  (You may need to obtain administrator permission for students to use their electronic devices for this activity)
9. Ask volunteers to take out their cell phone or electronic devices with apps loaded.  Arrange so that each group has at least one volunteer with a device.  Groups are to choose one app among the group and use the Word List to check for safety features on the app.  
10. Call on each group to share the app they chose and what safety features they found.  They may also need to share where on the app they found the safety feature.  
11. Instruct the listening audience to rate the safety of the app by rating it on a scale from 1 to 5.  1 being the least effective for safety and 5 being most effective with safety features for teen users.  
12. Ask students to indicate by holding up the number of fingers that matches their rating.  Report the observation of ratings.  

Lesson Closure: 
13. Instruct each student to reflect on the apps they are using, and the safety features it contains.  Call on volunteers to share their favorite safe app and a way they use it in a safe manner.
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“What’s App with You?” Academy
(Middle/High School)
Evaluating App Safety Lesson Plan

Word List

1. Reputable-Apps came from reliable sources or companies that will rate the safety of apps by testing and verifying it is free of viruses.

2. Profile-The app allows the user to control what information about them is private or public.

3. Privacy Policy-The app provides a legal agreement that explains what kinds of personal information is gathered from users and how it will be kept safe.  It is important to read the policy to make sure your private information is not accessible to the public.

4. Location-The app allows the user to turn on or off the location of where images and videos were taken when posting.  

5. Guidelines-The app provides a list of rules about what can and cannot be posted.

6. Follow-The user can choose to follow or unfollow other users.

7. Password-The app provides opportunities to set strong passwords and keep passwords protected.

8. Verification-The app provides multiple ways to verify users.  

9. Block-The app provides a feature to block unwanted users and inappropriate content.

10. Report-The app provides a feature to anonymously report inappropriate or unwanted content.

11. Agreement Policy-The app provides a legal agreement of their policies and control over the user’s information.  It is important to read the agreement to make sure you and your information are safe while using the app. (under 13 not permitted without parent permission)

12. COPPA-Children Online Privacy Protection Rule requires the Federal Trade Commission to issue regulations concerning children’s online privacy.  (under 13)
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“What’s App with You?” Academy
(Middle/High School)
Evaluating App Safety Lesson Plan

Crossword Puzzle Answer Key
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“What’s App with You?” Academy
(Middle/High School)
Evaluating App Safety 
Correlations

Civics
7.C4.2 Assess specific rules and laws (both actual and proposed) as a means of addressing public problems.
8.C2.2 Explain specific roles, rights, and responsibilities of people in a society.
HS.C2.4 Analyze the responsibility of citizens.

Reading:
R.1 Read carefully to determine what the text says explicitly and to make logical inferences from it.

Writing:
6‐12. WHST.4 Produce clear and coherent writing in which the development, organization, and style are appropriate to task, purpose, and audience. 

Speaking and Listening:
SL.1 Prepare for and participate effectively in a range of conversations and collaborations with diverse partners, building on others’ ideas and expressing their own clearly and persuasively.
SL.4 Present information, findings, and supporting evidence such that listeners can follow the line of reasoning and the organization, development, and style are appropriate to task, purpose, and audience.
SL.5 Make strategic use of digital media and visual displays of data to express information and enhance understanding of presentations.

Technology
Analyze and evaluate information to generate new ideas, processes, or products.
(7-12 S1C1PO1)
7-12 S5.C1.PO1 Assess situations in which it is appropriate and safe to use a personal digital device in the home, school, community, and in the workplace.
7-12 S5.C1.PO3 Articulate and practice the school and district rules governing the use of digital tools as defined by school board policy and procedures. 
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