[bookmark: _Hlk66785036][bookmark: _Hlk65833382][image: AFLSE w bar fdn]
The Law-Related Education Academy is facilitated by the Arizona Foundation for Legal Services & Education with funding made possible by the Arizona Department of Education School Safety Program.

“What’s App with You?” Academy
(Middle/High School)
Password Check-Up Lesson Plan
Officer should obtain administrator approval prior to implementing this lesson.  

Objectives:  Students will…
· learn the importance of strong, private passwords for safety with apps.
· learn features of strong passwords.
· practice creating strong passwords for app safety.
[bookmark: _Hlk57044458]
Protective Factor Developed: Critical Reasoning Skills
[bookmark: _Hlk48028835]SEL Competency: Responsible Decision-Making

Materials:
· [bookmark: _Hlk71623837]Large poster paper, and markers for each group
· Rate the Password Handout  (see pg. 4)-display on projector screen
· T-Chart shared document (see pg. 5)
· Password Savvy Topics (see pg. 6)-cut apart for each group
· Steps to Strong Passwords (see pg. 7)-displays on projector screen

Timeframe: 50 Minutes
[bookmark: _Hlk30146921]
Team Teaching:  For effective implementation of Law Related Education (LRE), team teach with the classroom teacher by…
· Having both the officer and teacher rotate to different groups.  Both instructors will provide positive feedback and engage in friendly conversations with students.  This procedure will help reduce classroom disruptions, increase student engagement, and build supportive relationships with students. 
· Encouraging classroom teachers to participate in all activities by injecting clarification statements and relating relevant content to their curriculum.  In this method, students will see more connections to their student life and be willing to carry over concepts and skills learned in LRE.
· Assigning the classroom teacher part of the lesson instructions.  Team teaching with the classroom teacher enables the students to further see the importance of LRE lessons.  It also provides opportunity for the classroom teacher to demonstrate teaching skills conducive for effective teaching.  Student attention can be maintained easier with different voices and personalities experienced throughout the lesson.
· [bookmark: _Hlk48134518][bookmark: _Hlk48029065]Invite the school’s counselor to co-teach this lesson.  Their expertise in the areas of social-emotional learning can greatly benefit the students’ well-being.  

Attention Grabber: 
1. [bookmark: _Hlk71623821]Divide the students into small groups of 4 or 5 students each.  Provide each group with large poster paper, and markers.  
2. Inform students that this lesson will focus on the importance of maintaining strong, private passwords in order to protect their use of apps.  
3. [bookmark: _Hlk77761568]Instruct students to think about their current friendships and ask themselves the following questions, pause between each question to allow students true think time.  
a. Do you always get along with your friends? 
b. Do you ever argue or disagree or don’t speak to each other from time to time?
c. Has the friendship ever gone through periods of time with one or both spending more time with other friends?
4. Explain that friendships and relationships can come and go and change, sometimes getting close and sometimes getting farther apart.  
5. Now ask students to discuss with their group how sharing passwords with friends, boyfriends or girlfriends could be risky.  Call on groups to share reflections.  (You may need to mention what if…
· the person you shared your password with gets upset with you.
· you break up with them?
· you used the same password or close versions on more than one account?
5. Explain that passwords are like keys to your house.  They help protect your personal information, identity, and online reputation.   This is why it is important to have a strong password that cannot easily be guessed or hacked.
6. [bookmark: _Hlk66712680]Display the Rate the Password Handout (see pg. 4) on the overhead projector.  Instruct the groups to rate the strength of each password by recording the letter of the rating next to a numbered list on their group paper.  Groups should also be ready to explain their rating choice such as too simple, needs a number, etc.  
A. Weak
B.  Medium
C. Strong  
7. For each password, list the rating from each group on a list on the board and ask volunteers to comment on results. 
8. [bookmark: _Hlk66784868]Model the T-Chart (see pg. 5) on the board.  Instruct the groups to create the t-chart on their group paper and collaborate to list characteristics that make a password strong or weak under the appropriate columns.
9. Call on each group to read one item under both columns.   Instruct the listening groups to check off any similar items.  Continue rotating to each group until all new ideas have been reported. 
10. Then, ask students to call out why strong passwords are important.    
11. Inform students that cybercrime laws are enacted to protect the user’s safety.  Charges for hacking a password can range from a misdemeanor to a felony.
See:
· 13-2316. Computer tampering; venue; forfeiture; classification

Problem-Solving and Application Activities:
12. Hand each group one Password Savvy Topics (see pg. 6).   Instruct the groups to discuss the topic and agree on one response to record.   Explain that you will call for a switch and groups will rotate their Password Savvy Topic to the right.  
13. Groups will again discuss the new topic and agree on one response that is different from what is already recorded by another group. 
14. When groups have seen all the different topics or the time is up, call on each group to read the topic they have now and report out on the responses.  
15. Next, display the Steps to Strong Passwords Handout (see pg. 7) on your screen.  Instruct students to follow the directions and practice creating a mock password. 
16. Call on students to share their mock password and ask the class to rate the password’s strength by a thumbs up for strong, thumbs sideways for medium and thumbs down for weak.  If a password received a medium or weak rating, ask for tips for making it stronger.
17. Remind students not to use their mock password.  They can use these steps to create a different password that is private.  Instruct students to think about who they would share their password with and why.  Ask for volunteers to comment out loud with the class.  
18. Next, ask volunteers to share who they should not share their passwords with and why.  

Lesson Closure: 
19. Call on random students and ask for one tip for password safety.
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“What’s App with You?” Academy
(Middle/High School)
Evaluating the Safety of Apps Lesson Plan
Rate the Password
Handout

Directions: Rate the strength of each password by labeling the passwords with one of the following labels.  Provide an explanation for each rating such as too simple, needs a number, etc.  

Ratings: 
A. Weak
B.  Medium
C. Strong  
 
Passwords: 
1. 12345678
2. 5534N76D
3. Amazondi21
4. 15Besmemu!
5. Dallascowboys#1
6. Ih2dNaDanc
7. Lnyhbt04
8. Password
9. Timothy1982
10. Wawyalre
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“What’s App with You?” Academy
(Middle/High School)
Evaluating the Safety of Apps Lesson Plan
Rate the Password
T-Chart


WEAK
STRONG
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“What’s App with You?” Academy
(Middle/High School)
Evaluating the Safety of Apps Lesson Plan
Rate the Password
[bookmark: _Hlk67412472]Password Savvy Topics

A. List one example of something in your life you keep safe.





B. List one way you keep your electronic devices safe at school.





C. List one feature that helps create strong passwords.




D. List one action you can take if your password was stolen or account hacked.




E. List one way to keep your password safe.




F. List one reason to keep your password protected.
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“What’s App with You?” Academy
(Middle/High School)
Password Check-Up Lesson Plan
Steps to Strong Passwords 
Handout

1. Think of a phrase you are familiar with and easy for you to remember.

2. Record the first letter of each word in the phrase.

3. Capitalize some letters. 
 
4. Add numbers or exchange letters that look similar to numbers such as the letter “E” becoming the number “3”.

5. Insert 1 or 2 symbols, not necessarily at the end.
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“What’s App with You?” Academy
(Middle/High School)
Password Check-Up 
Correlations

Civics
HS.C4.6 Assess options for action to address local, regional, and global problems by engaging in self- reflection, strategy identification, and complex causal reasoning. 

Reading:
R.1 Read carefully to determine what the text says explicitly and to make logical inferences from it.

Writing:
7-12. W. 2 Write informative/explanatory texts to examine a topic and convey ideas, concepts, and information through the selection, organization, and analysis of relevant content. 
6‐12. WHST.4 Produce clear and coherent writing in which the development, organization, and style are appropriate to task, purpose, and audience. 

Speaking and Listening:
SL.1 Prepare for and participate effectively in a range of conversations and collaborations with diverse partners, building on others’ ideas and expressing their own clearly and persuasively.
SL.4 Present information, findings, and supporting evidence such that listeners can follow the line of reasoning and the organization, development, and style are appropriate to task, purpose, and audience.
SL.5 Make strategic use of digital media and visual displays of data to express information and enhance understanding of presentations.

Technology
Analyze and evaluate information to generate new ideas, processes, or products.
(7-12 S1C1PO1)
7-12 S5.C1.PO4 Demonstrate safe online communication practices regarding personal information.
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