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[bookmark: _heading=h.gjdgxs]“Financial Gains” Academy
(Middle/High School)
Protecting Your Online Identity Lesson Plan
[bookmark: _Hlk96425688]Formatted for Online Learning
[bookmark: _Hlk57112333]Officers should obtain administrator approval prior to implementing this lesson and MUST speak with their administration/teacher to discuss whether breakout room formats are appropriate or not.  

Objectives:  Students will…
· understand the impact of identity theft.                                        
· learn strategies to protect online identity.                                                                           
· apply strategies to prevent identity theft.

Protective Factors: Feelings of Efficacy
Social Emotional Learning Competency: Self-Awareness

Materials:
· Social Media post see pg. 3
· Carousel Facilitator Guide pgs. 4-6
· “What would you do?” Scenarios. See pg. 7

Timeframe: 40 minutes
[bookmark: _heading=h.30j0zll]
Team Teaching:  For effective implementation of Law Related Education (LRE), team teach with the classroom teacher by…
· Encouraging classroom teachers to participate in all activities by injecting clarification statements by relating relevant content to their curriculum. In this method, students will see more connections to their student life and be willing to carry over concepts and skills learned in LRE.
· Assigning the classroom teacher part of the lesson instructions. Team teaching with the classroom teacher enables the students to further see the importance of LRE lessons. It also provides an opportunity for the classroom teacher to demonstrate teaching skills conducive for effective teaching. Student attention can be maintained easier with different voices and personalities experienced throughout the lesson.
· Following the system that teachers have in place for online learning and work in conjunction with the teacher to make sure that they have a plan in place to monitor appropriately.

Attention Grabber: 
1. Display the Social Media post (see pg. 3) on your screen. Instruct the students to enter in the chat box what they can learn about the person who posted the pic and evidence they based their conclusion on. Read off ideas as they are entered.
2. Explain that minors usually have a clean credit history since they are not allowed to enter contracts and apply for credit cards. This makes them a desired target for identity theft. Youth may not be savvy on how their identity may be stolen and may give out enough clues on their social media platforms for thieves to gather and steal their identity. Parents of teens and the teens themselves may not even realize their identity has been stolen until they try to obtain a driver’s license or apply for a student loan. At that point they may realize that someone has been fraudulent using the teen’s identity and created poor credit ratings and even debt collections in the teen’s name.  
3. Share the following law enacting to detour identity thieves:
13-2008. Taking identity of another person or entity; classification

Problem-Solving and Application Activities:
4. Next, display 8 slides on your screen. Each slide should be headed with a lettered question. See Carousel Facilitator Guide pgs. 4-6 for questions and possible responses. 
5. Inform the students that they will be placed in a breakout room to collaborate with their peers on shared slides. 
6. Assign each group to one slide to start with. Instruct the groups to discuss the question and decide on one response from the group to record on the slide. Their response should be different from what is already posted by another group. 
7. Then groups should rotate the slide down to the next slide. Groups will again discuss, decide, and record, then rotate down again, circling back to any slides that came previous before the slide they began with until they are back to the slide they were assigned. 
8. When groups are back in the main room, call on each group to report out the question and responses from their assigned slide they began with. 
If Breakout Rooms Are Not Available:
· Display the 8 Slides on your screen and provide access to students to record on the slides.
· Assign each student a different slide to start with and instruct them to add a response to the question on the slide that is different from a response already added. 
· Call on volunteers to report out on one slide to the class.
9. Ask for volunteers to share any personal experiences they have had or experiences someone they know has had with having their online identity used without their permission. Students should also share how they felt and what they did about it. Students do not have to share but may want to comment on how it might feel for someone to go through having their identity stolen. 
10.  Next, assign each student one of the “What would you do?” Scenarios. See pg. 7. Instruct the students review their scenario and be ready to report out to the class.  
11. Call out each scenario and ask for students assigned that scenario to comment. Allow for other students to add comments as well before proceeding to the next scenario. 
12. If there is time, students can create a poster illustrating an example of identity theft, a solution, and a source for help on their own drawing paper or computer tools. Students can then present their posters to the class by sharing their screen or holding them up to the camera.
13. Debrief the lesson by instructing students to enter in the chat box one thing they will be careful about when sharing information online. Read off ideas as they are entered.
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Carousel Facilitator Guide

See questions in bold for poster headings. See bulleted items for possible responses.

1. What kind of personal information do you think teens post online publicly? 
· School name, location, mascot
· Event they are attending-location
· Pet names
· Family names
· Daily activities they attend (practices, rehearsals)
· Favorites
· Birthdates
· Relationship status
15-1046. Student data privacy; definitions

2. What ways could someone gather personal information about you without your permission?
· Following your media thread
· Using public wi-fi that is unprotected
· Following tags
· Gathering details from your posts
· Gathering details from your friend’s posts
· Sending you fraudulent emails that you respond to
· “Friending” you with flattering comments
· Asking you questions after gaining your trust 
13-2008. Taking identity of another person or entity; classification

3. What are stolen identities used for?
· Open credit accounts
· Harassment
· Humiliation
· Cyberbullying
· Gain more information
· Impersonating online to gain more information from others
· Name given if arrested 
· Avoid creditors collecting
13-2921. Harassment; classification; definition

4. What are ways to protect your identity from being stolen or used?
· Be cautious who you give personal information to; seek parent approval
· Secure your electronic devices with firewalls and update; keep your devices in secured places
· Secure your cell phone with key locks 
· Don’t respond to social media “challenges” where they ask you for your “first pet’s name”, “street you grew up on”, etc. as those are often security questions
· Use strong passwords and keep private
· Keep credit card information private
· Block-Delete-Report suspicious emails, texts, friend requests
· Check your credit report and online presence periodically for use not by you
· Communicate with trusted adults if something makes you suspicious or uncomfortable
13-2008. Taking identity of another person or entity; classification

5. What are some safety tips for accepting a “friend Request” to be added to your social media contact list?
· Set your privacy setting to private and review periodically
· Friend people you know personally and have personally met in real life
· Check out the profiles of new friend requests to make sure they are being honest with you
· Block-Delete-Report if a follower is sending inappropriate content or makes you uncomfortable
· Check with parents or other trusted adults about the friends you accept on your social media platform
· Create group postings so information you feel comfortable sharing with close friends or family are not shared publicly
· Set tagging alerts that you must approve before being tagged by friends

6. What safe actions can you take if you are being followed on your social media account by someone you do not want to follow you?
· Block them; remove them from your contact list
· Report the situation to parents or other trusted adults (They may need a record of the communication you want to avoid before deleting)
· Report the situation to the platform server, usually by filling-out a report form
· Keep silent by not responding to their posts
· Disable your account and start a fresh one with updated privacy settings
· Remove linked accounts so you cannot be followed through other means
· Remove phone number from your account to hide accounts from the contact list of other social media accounts
· Remove account suggestions to help keep your profile from being found through following

7. What evidence may lead you to believe your identity has been stolen?
· You receive junk mail offering pre-approved credit card applications
· You receive credit card statement in the mail
· You are being contacted by credit card collectors via mail or phone call
· You applied for your driver’s license and find someone has already applied in your name
· You apply for a student loan and are denied due to credit history
· There is as credit report in your name (minors do not have credit reports unless the account is under the parent’s name)
· Others report to you about something they saw online from you, but it wasn’t you
·  You are arrested for crimes you did not commit
13-2008. Taking identity of another person or entity; classification
13-2102. Theft of a credit card or obtaining a credit card by fraudulent means; classification

8. What are safe actions with enjoying your social media platforms?
· Communicate with parents and trusted adults about your online experience
· Allow trusted adults to guide the safety settings applied to your use through their accounts
· “Think before you post” 
· Allow only approved contacts to see your posts
· Post content that shows you in the best light or appropriate humor
· Post content that a future employer, scholarship, or college review board would be impressed
· Post encouraging and supporting comments on other posts you follow
· Express opinions with courtesy and respect, using facts and logic
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[bookmark: _heading=h.1fob9te]What would you do?
1. You notice a suspicious profile for someone you know well and it doesn't seem to be correct.

What would you do?
2. Someone wants to “Friend” you that you have never met.

What would you do?
3. You are at a school football game, having a great time. Your friends want to take a selfie with the school mascot.

What would you do?
4. You meet someone in a gaming room and enjoy the competitive interactions. They want to get to know you better and begin to ask more personal questions.

What would you do?
5. An aunt your family never has contact with asks if they can have your social security number because they want to buy a savings bond for you but to keep it a secret between you and her.

What would you do?
6. A new company is offering free trials to a new game site, you will need to download their app.

What would you do?
7. You receive an email for a great offer on concert tickets if you fill out their survey by clicking on the link.

What would you do?
8. A person from a job interview you attended calls and asks for more information but you don’t recognize the name.
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Correlations

Civics
8.C2.2 Explain specific roles, rights, and responsibilities of people in a society.
HS.C2.4 Analyze the responsibility of citizens.

Reading:
R.1 Read carefully to determine what the text says explicitly and to make logical inferences from it.
R.7 Integrate and evaluate content presented in diverse media and formats, including visually and quantitatively, as well as in words.
R.8 Delineate and evaluate the argument and specific claims in a text, including the validity of the reasoning as well as the relevance and sufficiency of the evidence.

Writing:
6‐12. WHST.4 Produce clear and coherent writing in which the development, organization, and style are appropriate to task, purpose, and audience. 

Speaking and Listening:
SL.1 Prepare for and participate effectively in a range of conversations and collaborations with diverse partners, building on others’ ideas and expressing their own clearly and persuasively.
SL.2 Integrate and evaluate information presented in diverse media and formats, including visually, quantitatively, and orally.

Technology
7-12 S1C3PO 2 Ask questions and investigate a problem from different perspectives and formulate inferences from known facts.
7-12 S5.C1.PO1 Assess situations in which it is appropriate and safe to use a personal digital device in the home, school, community, and in the workplace.
7-12 S5.C1.PO4 Demonstrate safe online communication practices regarding personal information.
6-12 S5.C1.PO6 Advocate and exhibit legal and ethical behavior when using technology. 
7-12 S5.C2.PO1 Promote and exhibit digital citizenship by consistently leading by example and advocating social and civic responsibility to others.
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Yes! My aunt from
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Wars Tie Fighter
build I just finished!
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