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The Law-Related Education Academy is facilitated by the Arizona Foundation for Legal Services & Education with funding made possible by the Arizona Department of Education School Safety Program.

“What’s App with You?” Academy
(Middle/High School)
Managing Your App Settings Lesson Plan
Formatted for Online Learning
Officers should obtain administrator approval prior to implementing this lesson and MUST speak with their administration/teacher to discuss whether breakout room formats are appropriate or not.  

Objectives:  Students will…
· learn the benefits of managing apps. 
· learn the steps to manage apps.
· create a visual to teach others to manage their apps.

[bookmark: _Hlk57044458]Protective Factor Developed: Sense of Independence
[bookmark: _Hlk48028835]SEL Competency: Responsible Decision-Making

Materials:
· Poll Question (see Step 1)
· Blank Class Document
· “How to…” document (see pg. 3-4)
· Facilitator Guide (see pg. 5-7)

Timeframe: 40 Minutes
[bookmark: _Hlk30146921]
Team Teaching:  For effective implementation of Law Related Education (LRE), team teach with the classroom teacher by…
· [bookmark: _Hlk47170461]Encouraging classroom teachers to participate in all activities by injecting clarification statements and relating relevant content to their curriculum.  In this method, students will see more connections to their student life and be willing to carry over concepts and skills learned in LRE.
· Assigning the classroom teacher part of the lesson instructions.  Team teaching with the classroom teacher enables the students to further see the importance of LRE lessons.  It also provides an opportunity for the classroom teacher to demonstrate teaching skills conducive for effective teaching.  Student attention can be maintained easier with different voices and personalities experienced throughout the lesson.
· Implementing LRE online with the classroom teacher will also provide support with teaching online.  The teacher can help monitor chats and address raised hands and technical difficulties.
· Follow the system that teachers have in place for online learning and work in conjunction with the teacher to make sure that they have a plan in place to monitor appropriately.

Attention Grabber: 
1. Display the following question and optional responses on your screen.  Instruct students to send the letter of their response in a private chat to you.  (You may use your meeting platform’s Poll Question feature if available.)
How often do you review the settings on your apps?
A. Never
B. Sometimes
C. Often
D. Don’t use apps
2. Summarize the responses and share with the class.  Share your own experience with checking your app settings and reasons why.  Record reasons on a blank class document for the class to view.
3. Ask for a few volunteers to share their experience and reasons why.  Add those reasons to the class document.
4. Instruct students to enter in the chat box, additional purposes for checking their app settings.  Also add those ideas to the class document.  
 
Problem-Solving and Application Activities:
5. [bookmark: _Hlk65842595]Display the “How to…” document (see pg. 3-4) on your screen and review the different sections.  Explain that students will be placed in breakout rooms to collaborate with their peers.  Groups will be assigned a section to review and respond to the questions.  Groups will also collaborate to create a visual to teach the steps listed in their section to their class.  This can either be a video, illustration, or verbal presentation.  With any time remaining for the breakout section, students can practice the steps on their own device.    
6. Provide approximately 20 minutes for groups to perform this activity.  The groups should be checked on periodically and provided any needed feedback. 
7. When groups are back from the breakout rooms, call on each group to present.  Elaborate with additional relevant information not reported by groups.  (See Facilitator Guide pg. 5-7)
If Breakout Rooms Are Not Available:
· Assign students a different section of the “How to…” document.
·  Each student should practice the steps if possible and then, create a visual to present to the class. 
· Each student should submit their visual to the teacher for evaluation.
· The teacher will choose visuals or volunteers to present to the whole class.  

Lesson Closure: 
8. Instruct students to reflect in a private journal, how managing their app’s features will help them be safe online.  Call on a few volunteers to share their reflections.
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“What’s App with You?” Academy
(Middle/High School)
Managing Your App Settings Lesson Plan
“How To…” Document

A. How to Delete an app.
1. Hover or click on app icon > Remove app or Uninstall > Delete app > Confirm
2. New devices may have new steps.  See the specific steps by searching on the internet.  

What are possible reasons for deleting an app?

Create a visual video, illustration, or verbal presentation, demonstrating to the class, the steps to deleting an app and reasons why.  

--------------------------------------------------------------------------------------------------------------------------------------------------

B. How to Check your Privacy Settings.
1. Settings > Privacy > Review settings and update.  
2. [bookmark: _Hlk66105435]See specific steps to your device by searching the internet.

What are possible reasons for checking your privacy?

What are the risks to setting your privacy to “Public”?

Create a visual video, illustration, or verbal presentation, demonstrating to the class, the steps to checking your privacy settings and reasons why.  

--------------------------------------------------------------------------------------------------------------------------------------------------

C. How to set Location Services off.
1. Settings > Privacy > Location Services > Tap Turn Off 
2. See specific steps to your device by searching the internet.
3. Keep location setting off unless you need it, then turn on for that app for that time.

What are possible risks and benefits for having your Location Service “On”?

Create a visual video, illustration, or verbal presentation, demonstrating to the class, the steps to turning your location service off and reasons why.

--------------------------------------------------------------------------------------------------------------------------------------------------

D. How to set your Notification settings.
1. Settings > Notifications > Tap on an app > Choose an option for the notification
2. See specific steps to your device by searching the internet.

What are possible reasons for setting notification settings to “On” or “Off”?

[bookmark: _Hlk66119057]Create a visual video, illustration, or verbal presentation, demonstrating to the class, the steps to turning your notification services off and reasons why.

--------------------------------------------------------------------------------------------------------------------------------------------------

E.  How to Block unwanted information or people.
1. Facebook and Instagram: click on person’s name in your feeds > click the three dots called ellipsis > Block 
2. Twitter: Person you want to block> Settings or gear icon > Block > Confirm
3. Snapchat: Open chat with person > Menu or 3 horizontal lines > Block
4. YouTube: Person’s Profile >About > Flag Icon > Block >Confirm
5. See specific steps to your device and other social media platforms by searching the internet.

What are possible reasons for blocking someone on your app?

Create a visual video, illustration, or verbal presentation, demonstrating to the class, the steps to blocking someone on your social media platform and reasons why.

--------------------------------------------------------------------------------------------------------------------------------------------------

F.  How to Report inappropriate or unwanted content or people.
1. Facebook and Instagram: click on person’s name in your feeds > click the three dots called ellipsis > Report 
2. Twitter: Person you want to block> Settings or gear icon > Block > Confirm
3. Snapchat: Snapchat Icon > Gear Icon > More Information > Support > Sear
4. YouTube: Person’s Profile >About > Flag Icon > Block >Confirm
5. See specific steps to your device and other social media platforms by searching the internet.

What are possible reasons for reporting on your app?

Create a visual video, illustration, or verbal presentation, demonstrating to the class, the steps to reporting someone or content and reasons why.

--------------------------------------------------------------------------------------------------------------------------------------------------
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“What’s App with You?” Academy
(Middle/High School)
Managing Your App Settings Lesson Plan
“How To…” Document
Facilitator Guide

A. How to Delete an app.
1. Hover or click on app icon > Remove app or Uninstall > Delete app > Confirm
2. New devices may have new steps.  See the specific steps by searching on the internet.  

What are possible reasons for deleting an app?
· Not useful
· Not user friendly
· Taking up space and memory
· Concerned about the app tracking activity or using their data
· Concerns that app is sharing information

Create a visual video, illustration, or verbal presentation, demonstrating to the class, the steps to deleting an app and reasons why.  

--------------------------------------------------------------------------------------------------------------------------------------------------

B. How to Check your Privacy Settings.
1. Settings > Privacy > Review settings and update.  
2. See specific steps to your device by searching the internet.

What are possible reasons for checking your privacy?
· Control how organizations handle your personal information online
· Control when and who has access to your photos, microphone and location-if it is not important to the function of the service
· Companies can modify their privacy settings so make sure your settings are still providing the privacy you need to be safe.  

What are the risks to setting your privacy to “Public”?
· [bookmark: _Hlk67408324]Anyone can find you and follow you, some may want harm you
· Easier for those who want to bully or harass you 
· People know where you are and where you are not, your home could be at risk
· Friends could get jealous if you didn’t include them
Create a visual video, illustration, or verbal presentation, demonstrating to the class, the steps to checking your privacy settings and reasons why.  

--------------------------------------------------------------------------------------------------------------------------------------------------

C. How to set Location Services off.
1. Settings > Privacy > Location Services > Tap Turn Off 
2. See specific steps to your device by searching the internet.
3. Keep location setting off unless you need it, then turn on for that app for that time.

What are possible risks and benefits for having your Location Service “On”?
· Risks: people may know where you are and could use that information to harm you or where you are not and steal from you
· Benefits:  Meeting friends in a public place, you can send your location only to the desired recipients; navigating trusted friends/family could find you if you need help

Create a visual video, illustration, or verbal presentation, demonstrating to the class, the steps to turning your Location Service off and reasons why.

--------------------------------------------------------------------------------------------------------------------------------------------------

D. How to set your Notification settings.
1. Settings > Notifications > Tap on an app > Choose an option for the notification
2. See specific steps to your device by searching the internet.

What are possible reasons for setting notification settings to on or off?
· On: Receive notice of an important or expected notification; Visual reminder of an event
· Off: Avoid interruptions from alerts; Avoid distractions when you should be focused elsewhere

Create a visual video, illustration, or verbal presentation, demonstrating to the class, the steps to turning your Notification Services off and reasons why.

--------------------------------------------------------------------------------------------------------------------------------------------------

E.  How to Block unwanted information or people.
1. Facebook and Instagram: click on person’s name in your feeds > click the three dots called ellipsis > Block 
2. Twitter: Person you want to block> Settings or gear icon > Block > Confirm
3. Snapchat: Open chat with person > Menu or 3 horizontal lines > Block
4. YouTube: Person’s Profile >About > Flag Icon > Block >Confirm
5. See specific steps to your device and other social media platforms by searching the internet.

What are possible reasons for blocking someone on your account?
· Unfavorable content
· Avoid mean comments or bullying
· Control who sees your content for “Friends”
· Not interested in following
· Evokes unhealthy reactions or responses

Create a visual video, illustration, or verbal presentation, demonstrating to the class, the steps to blocking someone and reasons why.

--------------------------------------------------------------------------------------------------------------------------------------------------

F.  How to Report inappropriate or unwanted content or people.
1. Facebook and Instagram: click on person’s name in your feeds > click the three dots called ellipsis > Report 
2. Twitter: Person you want to block> Settings or gear icon > Block > Confirm
3. Snapchat: Snapchat Icon > Gear Icon > More Information > Support > Sear
4. YouTube: Person’s Profile >About > Flag Icon > Block >Confirm
5. See specific steps to your device and other social media platforms by searching the internet.

[bookmark: _Hlk66955613]What are possible reasons for reporting someone on your account?
· Cyberbullying/ Harassment (13-2921. Harassment; classification; definition)
· Stalking (13-2923. Stalking; classification; exceptions; definitions)
· Posting inappropriate or offensive content
· Threats (13-1202. Threatening or intimidating; classification)

Create a visual video, illustration, or verbal presentation, demonstrating to the class, the steps to reporting someone or content to your social media app and reasons why.
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“What’s App with You?” Academy
(Middle/High School)
Managing Your App Settings 
Correlations

Civics
HS.C2.4 Analyze the responsibility of citizens.

Reading:
R.1 Read carefully to determine what the text says explicitly and to make logical inferences from it.

Writing:
6‐12. WHST.4 Produce clear and coherent writing in which the development, organization, and style are appropriate to task, purpose, and audience. 

Speaking and Listening:
SL.1 Prepare for and participate effectively in a range of conversations and collaborations with diverse partners, building on others’ ideas and expressing their own clearly and persuasively.
SL.4 Present information, findings, and supporting evidence such that listeners can follow the line of reasoning and the organization, development, and style are appropriate to task, purpose, and audience.
SL.5 Make strategic use of digital media and visual displays of data to express information and enhance understanding of presentations.

Technology
Analyze and evaluate information to generate new ideas, processes, or products.
(7-12 S1C1PO1)
7-12 S5.C1.PO1 Assess situations in which it is appropriate and safe to use a personal digital device in the home, school, community, and in the workplace.
6-12 S5.C1.PO2 Describe strategies to deal with cyber-bullying situations.
7-12 S5.C1.PO4 Demonstrate safe online communication practices regarding personal information.
6-12 S5.C1.PO6 Advocate and exhibit legal and ethical behavior when using technology. 

Theater
S1.C1.PO201 Collaborate to create a scenario/script as a team.
S1.C1.PO204 Collaborate in informal performances.

Visual Art
S1C4PO 201 Explain purposeful use of subject matter, symbols, and/or themes in his or her own artwork.
S1C4PO 302 Create artwork that communicate substantive meanings or achieve intended purposes.
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