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“What’s App with You?” Academy
(Middle/High School)
Safe Communications with Apps Lesson Plan
Formatted for Online Learning
Officers should obtain administrator approval prior to implementing this lesson and MUST speak with their administration/teacher to discuss whether breakout room formats are appropriate or not.  

Objectives:  Students will…
· learn possible consequences of oversharing on social media.
· learn consequences sexting and engaging with inappropriate content with social media.
· explore safe ways to communicate through social media apps.

[bookmark: _Hlk57044458]Protective Factor Developed: Critical Reasoning Skills
[bookmark: _Hlk48028835]SEL Competency: Responsible Decision-Making

Materials:
· Question and optional responses (see Step 3)
· Video Link: Teen Voices: Sexting, Relationships, and Risks:  https://www.commonsense.org/education/videos/teen-voices-sexting-relationships-and-risks
· Reasons and Risks T-chart (see pg. 4)
· Blank shared document
· Scenarios (see pgs. 5-6)
· Facilitator Guide (see pgs. 7-9)

Timeframe: 40 Minutes
[bookmark: _Hlk30146921]
Team Teaching:  For effective implementation of Law Related Education (LRE), team teach with the classroom teacher by…
· [bookmark: _Hlk47170461]Encouraging classroom teachers to participate in all activities by injecting clarification statements and relating relevant content to their curriculum.  In this method, students will see more connections to their student life and be willing to carry over concepts and skills learned in LRE.
· Assigning the classroom teacher part of the lesson instructions.  Team teaching with the classroom teacher enables the students to further see the importance of LRE lessons.  It also provides an opportunity for the classroom teacher to demonstrate teaching skills conducive for effective teaching.  Student attention can be maintained easier with different voices and personalities experienced throughout the lesson.
· Implementing LRE online with the classroom teacher will also provide support with teaching online.  The teacher can help monitor chats and address raised hands and technical difficulties.
· Follow the system that teachers have in place for online learning and work in conjunction with the teacher to make sure that they have a plan in place to monitor appropriately.

Attention Grabber: 
1. Ask students to enter in the chat box what the term, “Oversharing” means to them when it comes to communicating on their social media apps.  Call out ideas as they are entered.
2. Inform students that the purpose of this lesson is to learn ways to avoid negative outcomes for oversharing while communicating on their favorite app.
3. Display the following question and optional responses on your screen.  (You may use your meeting platform poll feature if available.)  
Have you ever had someone betray your trust when you shared a secret?
A. Never
B. Once
C. A few times
D. Several times
E. I don’t share anything that I don’t want the world to see or know

4. Instruct students to enter the letter of their choice in a private chat to you.  Summarize the results and report to the class. 
5. Explain that disclosing personal or private information is a type of oversharing and can be risky.  Sharing a secret that you like someone and that gets revealed can be embarrassing and the person may feel betrayed, however it is not illegal.  Sexting is sending or receiving sexual pictures, messages, or videos through electronic devices.  Many popular teen apps may make it easy for teens to overshare intimate information about themselves by sending sexting messages.  Laws are enacted to protect youth from oversharing.  For example, it is illegal and not only carries legal consequences but also can have social and emotional consequences. (8-309. Unlawful use of an electronic communication device by a minor; classification; definitions).  It is also illegal to harm, harass or intimidate a person by sharing sexting images.  ( 13-1425. Unlawful disclosure of images depicting states of nudity or specific sexual activities; classification; definitions)

Problem-Solving and Application Activities:
6. Provide the link or show the video: Teen Voices: Sexting, Relationships, and Risks:  https://www.commonsense.org/education/videos/teen-voices-sexting-relationships-and-risks
7. Display the Reasons and Risks T-chart on as a shared document.  Instruct students to enter at least one reason for why teens get involved with sexting and/or one risk of getting involved in sexting.  (see pg. 4)
8. Call on a volunteer to read one column and another volunteer to read the other one.  Ask students to comment on feelings experienced by teens experiencing pressure to engage in sexting.  Remember to tell them NOT to include any names in their examples.  
Possible Reasons: to be liked or accepted, show off, peer pressure, think everyone does it, fear of rejection, etc.
Possible Risks: no longer have control over it being shared or forwarded, loss of trust, experience embarrassment, humiliation, bullying from others, legal consequences for sexting, banned from social media platform, school consequences affecting eligibility for sports, clubs, extracurricular activities such as dances or graduation ceremonies, social consequences such as loss of friendships or trust, unwanted attention, etc.
9. Next, display a blank shared document and ask students to brainstorm with you, examples of safe communications with social media apps.
10. Call on volunteers to read portions of the brainstorm lists.  
11. Inform students that they will be divided into small groups and placed in breakout rooms for 10 minutes.  Group will be assigned Scenarios (see pgs. 5-6) to read and discuss.  Then, as a group, respond to the questions and be ready to report out.
12. When the time is up, bring the groups back to the main room.  Call on each group to report out on their scenario. (see Facilitator Guide pgs. 7-9)
If Breakout Rooms Are Not Available:
· Display the Reasons and Risks T-chart shared document on your screen.  Provide the link to students and divide the class into groups.  Assign each group a different scenario.  
· Instruct students to respond to their scenario by adding responses on the shared document.
· Call on volunteers from each group to report out their assigned scenario.  (Facilitator Guide pgs. 7-9)

Lesson Closure: 
13. Instruct students to write a reflection on any examples of oversharing they may have been communicating on social media apps.  Then, list some safe communications that they could personally share that would not bother them if the whole world knew or saw.  
14. Ask for volunteers to share any part of their reflection they care to.  



[image: AFLSE w bar fdn]
The Law-Related Education Academy is facilitated by the Arizona Foundation for Legal Services & Education with funding made possible by the Arizona Department of Education School Safety Program.

“What’s App with You?” Academy
(Middle/High School)
Safe Communications with Apps Lesson Plan
Formatted for Online Learning
Reasons and Risks T-chart 
Directions: Enter at least one reason for why teens get involved with sexting and/or one risk of getting involved in sexting.
REASONS
RISKS
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“What’s App with You?” Academy
(Middle/High School)
Safe Communications with Apps Lesson Plan
Formatted for Online Learning
Scenarios
A. A teen girl gets a new bikini for summer and posts several poses modeling the bathing suit on a popular app.  She receives several likes.  Then she receives a message from a teen boy at her school, she hopes will ask her out.  He asks her to reveal more skin. 
· What do you think the teen girl is feeling?
· What could be the possible outcomes if she reveals more?
· What choices can be made to have safe and appropriate communications with apps?

B. A teen boy receives a message on his phone containing revealing pics of his ex-girlfriend.  She wanted to remind him of their relationship.  He shows it to a friend, seeking advice on how to get her to stop bothering him.  The friend encourages him to post it on a social app that most students at their school follow to teach her a lesson.  
· What do you think the teen boy is feeling?
· What could be the possible outcomes if he posts the pics on a social app?
· What choices can be made to have safe and appropriate communications with apps?


C. A teen couple at school break up after dating for 2 years.  One cheated and the other one wants to get even by posting some intimate pictures of the two of them on a social media app.  
· What do you think the teens are feeling?
· What could be the possible outcomes if the pics get posted?
· What choices can be made to have safe and appropriate communications with apps?

D. A popular teen at school is forwarding an inappropriate joke involving nudity from his social media app to other students.  Those students are being asked to forward the message to girls they want to embarrass as a joke.  If they send the joke to a girl, they can be invited to a private party Friday night.
· What do you think the students receiving the jokes are feeling?
· What could be the possible outcomes if the jokes are forwarded?
· What choices can be made to have safe and appropriate communications with apps?


E. A teen girl wants to break up with a controlling boyfriend.  During the relationship, when everything was good, she sent him a revealing pic of herself.  Now he is threatening to reveal the pic on a social media app if she follows through with breaking up with him.  
· What do you think the teen girl is feeling?
· What could be the possible outcomes for the boyfriend if he posts the pics?
· What choices can be made to have safe and appropriate communications with apps?


F. A teen girl is scrolling through feeds on her social media app and runs across a nude pic.  She sends a favorable emoji, thinking it was a harmless action.  Now she is receiving messages to send a nude pic of herself, since she liked it.  
· What do you think the teen girl is feeling?
· What could be the possible outcomes if she sends any additional communication?
· What choices can she make to have safe and appropriate communications?
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“What’s App with You?” Academy
(Middle/High School)
Safe Communications with Apps Lesson Plan
Formatted for Online Learning
Adapted from Common Sense Education: Sexting and Relationships: 
[bookmark: _Hlk67415932]Facilitator Guide
A. A teen girl gets a new bikini for summer and posts several poses modeling the bathing suit on a popular app.  She receives several likes.  Then she receives a message from a teen boy at her school, she hopes will ask her out.  He asks her to reveal more skin. 
· What do you think the teen girl is feeling? At first , maybe proud or excited, then uncertain or torn or tempted
· What could be the possible outcomes if she reveals more? Unwanted requests or comments, mean comments, friends or family members may question her judgment, pictures could be posted elsewhere and shared
· What choices can be made to have safe and appropriate communications with apps?  Don’t share sensitive pics, let others know when comments are offensive, but you would like to maintain communications, report him to a trusted adult if he continues to make inappropriate requests, block, and delete inappropriate comments

B. A teen boy receives a message on his phone containing revealing pics of his ex-girlfriend.  She wanted to remind him of their relationship.  He shows it to a friend, seeking advice on how to get her to stop bothering him.  The friend encourages him to post it on a social app that most students at their school follow to teach her a lesson.  
· What do you think the teen boy is feeling? Confused, tempted, 
· What could be the possible outcomes if he posts the pics on a social app?  Embarrass the girl, banned from the site, others may have lower opinion of you, consequences for sexting- It is illegal to harm, harass or intimidate a person by sharing sexting images.  ( 13-1425. Unlawful disclosure of images depicting states of nudity or specific sexual activities; classification; definitions)
· What choices can be made to have safe and appropriate communications with apps?
The girl can post appropriate pics stating what she misses, the boy could block or delete any further posts from her, if it continues, he can report it on the social media platform

C. A teen couple at school break up after dating for 2 years.  One cheated and the other one wants to get even by posting some intimate pictures of the two of them on a social media app.  
· What do you think the teens are feeling? Revenge, betrayal, temptation to get even 
· What could be the possible outcomes if the pics get posted? Reported and banned from site, consequences for sexting
· What choices can be made to have safe and appropriate communications with apps? Avoid taking and sending pics you would want the whole world to see, share emotions that others may identify with and can relate to

D. A popular teen at school is forwarding an inappropriate joke involving nudity from his social media app to other students.  Those students are being asked to forward the message to girls they want to embarrass as a joke.  If they send the joke to a girl, they can be invited to a private party Friday night.
· What do you think the students receiving the jokes are feeling? Embarrassed, tempted to forward, pressure to be accepted
· What could be the possible outcomes if the jokes are forwarded? Reported, banned from site, school consequences, loss of trust, friendships, reputation, consequences for sexting
· What choices can be made to have safe and appropriate communications with apps?
Block and delete inappropriate content, show an adult for evidence, avoid following inappropriate content, 

E. A teen girl wants to break up with a controlling boyfriend.  During the relationship, when everything was good, she sent him a revealing pic of herself.  Now he is threatening to reveal the pic on a social media app if she follows through with breaking up with him.  
· What do you think the teen girl is feeling? Frightened, embarrassed, regretful, betrayed
· What could be the possible outcomes for the boyfriend if he posts the pics? Consequences for  revenge porn, consequences for sexting- It is illegal to harm, harass or intimidate a person by sharing sexting images.  ( 13-1425. Unlawful disclosure of images depicting states of nudity or specific sexual activities; classification; definitions) even more division from the girlfriend 
· What choices can be made to have safe and appropriate communications with apps? Unfollow people who post negative, threatening, or inappropriate content that seems revengeful or spiteful, report inappropriate content, block, and delete harassing messages, don’t take/send pics that could cause embarrassment later

F. A teen girl is scrolling through feeds on her social media app and runs across a nude pic.  She sends a favorable emoji, thinking it was a harmless action.  Now she is receiving messages to send a nude pic of herself, since she liked it.  
· What do you think the teen girl is feeling? Alarmed, confused, or uncertain, pressured, embarrassed
· What could be the possible outcomes if she sends any additional communication? Continued unwanted communication that could escalate, accused of sexting
· What choices can she make to have safe and appropriate communications? Delete and report inappropriate content on your feed, avoid responding to negative or inappropriate content
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“What’s App with You?” Academy
(Middle/High School)
Safe Communications with Apps 

Correlations

Civics
HS.C2.4 Analyze the responsibility of citizens.

Reading:
R.1 Read carefully to determine what the text says explicitly and to make logical inferences from it.

Writing:
7-12. W. 2 Write informative/explanatory texts to examine a topic and convey ideas, concepts, and information through the selection, organization, and analysis of relevant content. 
6‐12. WHST.4 Produce clear and coherent writing in which the development, organization, and style are appropriate to task, purpose, and audience. 

Speaking and Listening:
SL.1 Prepare for and participate effectively in a range of conversations and collaborations with diverse partners, building on others’ ideas and expressing their own clearly and persuasively.
SL.2 Integrate and evaluate information presented in diverse media and formats, including visually, quantitatively, and orally.
SL.4 Present information, findings, and supporting evidence such that listeners can follow the line of reasoning and the organization, development, and style are appropriate to task, purpose, and audience.
SL.5 Make strategic use of digital media and visual displays of data to express information and enhance understanding of presentations.
SL.6 Adapt speech to a variety of contexts and communicative tasks, demonstrating command of formal English when indicated or appropriate.

Technology
6-12 S5.C1.PO2 Describe strategies to deal with cyber-bullying situations.
7-12 S5.C1.PO3 Articulate and practice the school and district rules governing the use of digital tools as defined by school board policy and procedures. 
7-12 S5.C1.PO4 Demonstrate safe online communication practices regarding personal information.7-12 S5.C2.PO1 Promote and exhibit digital citizenship by consistently leading by example and advocating social and civic responsibility to others.


Arizona Foundation for Legal Services and Education                            March 2021	Page 1

image1.jpeg
Arizona Foundation for

GAL SERVICES
DUCATION

THE ARIZONA BAR FOUNDATION




