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The Law-Related Education Academy is facilitated by the Arizona Foundation for Legal Services & Education with funding made possible by the Arizona Department of Education School Safety Program.

“Guarding the Gaming Experience:  For Staff and Community”
(Community and Staff LRE)
Chat Room Safety Lesson Plan

Objectives:  Students will…
· [bookmark: _GoBack]Understand the risks and benefits of chat rooms with online games
· Learn about the laws on cybercrimes 
· Explore safety tips to reduce risks encountered in chat rooms 

Materials:
· Facilitator Guide 
· Large paper and markers for each group

Timeframe: 30 Minutes

Activity 1: Risks and Benefits of Online Game Chat Rooms
1. Begin the activity by placing participants into small groups of 4 or 5 in each.  Provide large paper and markers for each group.
2. Explain to the audience that online games often have features that allow players to hold private conversations.  Instruct the groups to discuss any risks or benefits they see in online game chat rooms. 
3. Create a t-chart on the board labeled, “Risks” and “Benefits”.  Invite the audience to call out risks and record their responses on the class chart.  Then ask the audience to call out benefits and record those responses on the class chart. 
4. Review the list of risks and benefits.  Share relevant Arizona Revised Statute regarding cybercrimes. (See Facilitator Guide)

Activity 2: Game Chat Rooms Safety Features
1. Instruct the groups to brainstorm a list of ways they could protect their student from the potential risks encountered in game chat rooms.  Groups should choose a volunteer to record the group’s ideas on the large poster paper.  
2. Tell the groups to post their list on the wall and choose a volunteer to report out for the group.  The volunteer should take a marker with them.
3. Rotate to each group volunteer and ask for one idea from their poster.  Instruct the other group volunteers to check off any similar items.  Continue to rotate until all ideas have been reported.  
Possible Responses: 
· Assist youth with adjusting the interactions settings; providing correct age will enable games with age filters to limit, filter and disable online chats
· Assist youth with adjusting the contact settings and public or private viewing
· Set private account pins, your youth may not be aware of, then the account cannot be altered without the code
· View your student’s account periodically; observe messages, friends and transactions
· Review with your student the steps to block, delete and report any inappropriate content (see game sites information pages for steps); remind your student they should also report to you
· Keep an open dialogue with your student, assuring them that you want to protect their gaming experience 
· Ask your student open-ended questions such as:
· Describe an encounter that made you feel uncomfortable.
· Describe a hurtful comment or action.
· How would you handle the following situation…?

Debrief: 
1. Share the following quote:  “Your teens may always be an app ahead of you, but they will always need our offline wisdom.”[footnoteRef:1]  [1:  Sue Scheff, author and family Internet safety advocate] 

2. Instruct the groups to comment with their group, their thought about the quote and then discuss and complete the following statement:

From adult to student:
“If you are going to participate in an online chat room while gaming…”
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“Guarding the Gaming Experience:  For Staff and Community”
(Community and Staff LRE)
Chat Room Safety 
Facilitator Guide

Risks:
· Child predators could build trusting relationships with minors
· Youth exposure to inappropriate content
· Encounter cyberbullying
· Sharing private information
· Being tricked or scammed with fake links or fake news that exposes computer to malware 

Benefits:
· Improve social skills by connecting with other players sharing a common interest
· Opportunity to connect with peers around the world; build appreciation for culture and diversity
· Interact with peers when not able to connect in person
· Exchange playing tips and strategies
· Anonymity with avatars and usernames allows player to stay private


Arizona Revised Statutes on Cybercrimes:
· Computer Hacking:  13-2316. Computer tampering; venue; Accessing, altering, damaging or destroying any computer, computer system or network, or any part of a computer, computer system or network, with the intent to devise or execute any scheme or artifice to defraud or deceive, or to control property or services by means of false or fraudulent pretenses, representations or promises. (felony charges)
· Child Exploitation:  13-3553. Sexual exploitation of a minor; Recording, filming, photographing, developing or duplicating any visual depiction in which a minor is engaged in exploitive exhibition or other sexual conduct.
· Cyberbullying:  13-2916. Use of an electronic communication to terrify, intimidate, threaten or harass; It is unlawful for any person, with intent to terrify, intimidate, threaten or harass a specific person or persons, to do any of the following:
· Direct any obscene, lewd or profane language or suggest any lewd or lascivious act to the person in an electronic communication.
· Threaten to inflict physical harm to any person or property in any electronic communication.
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