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The Law-Related Education Academy is facilitated by the Arizona Foundation for Legal Services & Education with funding made possible by the Arizona Department of Education School Safety Program.

“Social Media Savvy”: Academy
(Staff & Community)
 Facing Facebook Community Lesson Plan
This lesson is to be used with the adult school community; not students


Objectives:  Participants will…
· Learn how teens utilize Facebook 
· Practice setting safety controls and privacy settings on Facebook in order to guide others
· Explore the risks and benefits of Facebook 

Materials:
· Large paper and markers for each group
· Electronic device such as smartphone, tablet, laptop, etc. with internet access and capability to explore social media sites 
· Facebook Handout-1 per participant

Timeframe: 45 Minutes
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Facilitator Tip:  
· Electronic devices can vary and the steps indicated in the lesson may not be exact for the user’s device.  Look for screen icons such as the Gear Icon, 3 Bars, 3 Dots, People Icon, Divits V and/or Company Logos.  Also look for words such as, Settings, Account, Privacy and Profile.  “How to…” questions for finding features on specific devices can be searched in the search box of the app page or an internet search engine
1. When possible instruct participants to set up account on desktop then download app to phone, this  enables easier access and view of options

Activity 1: Are you Facebook Savvy?
1. Begin the activity by placing participants into small groups of 4 or 5 participants in each. Provide large paper and markers for each group.
2. Ask the participants to stand if they have a Facebook account, then ask participants to remain standing if they view their Facebook account at least once a week.  Next, ask the participants to remain standing if they post on Facebook at least once per week. Next, ask the participants to remain standing if they have changed their privacy settings at least once since they have opened their account.  Inform participants that privacy settings have changed several times since the introduction of Facebook.  Facebook settings can revert to their default settings when Facebook makes major changes with their site.
3. Instruct the participants to collaboratively brainstorm with their group what they know or understand about Facebook in 5 minutes and record their ideas on their large poster paper.  When the time is up, invite each group to share three things from their list and instruct the other groups to check any similar items on their list. The poster should stay with the group.
4. Next, instruct the groups to create at least 3 questions they have about Facebook and add them to their poster paper. Inform the participants that these questions will be used at the end of the lesson. 
5. Inform the participants that Facebook is a social media site for ‘Friending’ others to find out information about them and follow their posts or newsfeeds.  This social network requires everyone to be at least 13 years of age before creating an account to be in compliance with the Children’s Online Privacy Protection Act.

Activity 2: How do you set up Facebook Account?
1. Instruct the participants to visit:  www.facebook.com. To practice, participants can enter a fake name (the account can be deleted after the practice), the mobile number or email must be accurate and the password should be a clever password.  If participants have an account, ask them to access their account using their own device or one provided.
2. Discuss among your groups tips when creating a password.  Rotate around to each group asking for a volunteer to share a tip.  
Possible Answers:   mixed cases, symbols, able to remember, stored securely, not shared with others except parents, FB requires 6 characters, etc.
3. Next, ask the groups to discuss their opinion on providing an accurate birthdate and be ready to share.
Inform participants that providing your name and year you were born may make it easier for cyber thieves to steal your identity.  Facebook asks for this information so they are providing age appropriate newsfeeds, however, FB does not require anyone to make any or all of your birthdate information public.
4. Inform the participants once they have completed the Account Page and have signed-up, they will be directed to the Profile Page.  Explain that the profile page gathers information about the user. Allow participants time to complete some or all of their profile.
5. Draw a circle representing a globe and being public and a key lock representing private on the board.  Instruct the groups to consider each profile category and decide as a small group if they think that information should be private or public. 
6. Ask the class to volunteer information they think is safe to be global and list ideas under the globe or circle drawn on the class board.  Then ask for volunteers to share what they think should be private and list under the lock on the class board.  
7. Participants should fill out their profile individually.  If they already have an account, ask them to review their profile to make sure they are still comfortable with what they make public. Remind them to consider that the information they are including will be public including the picture they upload on their account. 
8. Instruct the participants to discuss with their group how online predators could utilize public profiles to target their victims.  Rotate around to each group and ask for volunteers to share ideas from their group.
Possible Ideas:  Age, location, likes, dislikes to earn trust, etc.

Activity 3:  How do you set Safety Controls and Privacy Settings?
1. Instruct the participants to practice with one of the following devices:
A. Computer:  Open your Facebook page
1. Click the Downward Arrow in the top right hand corner in the blue menu bar.
2. Select Settings and then select Privacy  
B. Smartphone:  Tap on the Facebook icon
1. Tap the 3 lines on the top blue menu bar
2. Scroll to Account Settings or Privacy Shortcuts
2. Instruct the participants to edit each question’s settings for more privacy.  Inform the participants the globe is public to the world and friends is only public to the friends you accept on your account and their friends and their friends and their friends…The information they share, thieves, predators, anyone even ‘Friends’ can use this information anyway they want.
3. Show the participants how to make their ‘Friends’ list private.
A. Open your Facebook page and click on your name in the top blue menu bar
B. Click on the Friends button under the cover photo
C. Click on the pencil icon and select Edit Privacy
D. Click on the drop down box and choose an option 
4. Instruct the groups to share their choice and reasons why.  Ask for a few volunteers to share the pros and cons for the different options for who can see their ‘Friends’ list.  
5. Explain the Limit Past Posts on the right side will restrict your past posts to be seen by you and your friends only.  You can Use Activity Log on the right side to view all your posts, comments and likes.  You can delete posts one-by-one. Remind the participants that once they have hit Send in the past or present others can see it and save it before you can delete or edit posts.
6. Show participants the shortcut to check or update their privacy settings by clicking on the globe at the top of the blue bar, then click Settings.  
7. Show the participants how to log off after each session:  Security > Login Settings > Where you’re Logged In > Find the session you want to end > End Activity.  Discuss why you should log-off after each session.

Activity 4:  How do you Friend and Unfriend on Facebook?
1. Explain to the participants that Facebook uses algorithms to suggest friends and things the user might like to follow. Facebook owns the content posted; they monitor it to see what is popular.  When the user Likes or Dislikes a post, Facebook considers that information when disseminating news feeds on the user’s Timeline. 
2. Show the participant the Trending Topics in the upper right hand corner of their Facebook page.  Instruct the groups to discuss how this feature may affect teens and be ready to report out. (Appeal to interest, motivate them to post, etc.)
3. Inform the participants that Facebook Friends are suggested by Facebook because of common links such as mutual friends or ‘Likes”.  Further explain that ‘Friends’ can be searched for in the Search box. You can categorize your friends into groups such as, Favorites, Groups and Friends, or Restricted.  
A. Hold cursor over the word Friends and the word More will pop up.
B. Choose categories for your Friends. Close friends see what you have not restricted them from seeing and your newsfeed will get more of their posts. If you want everyone to see a post from you, you need to make the post public. You can categorize everyone on your list and even ask Facebook to create another category.  Others don’t know what category you have them in.  You may be their close friend but they may not be yours or vice versa
4. Instruct the groups to discuss what kind of content a user might want to block and be ready to report out.
Possible Responses:  Trolls-persons following public FB posts with the agenda of mocking, sending mean memes (virally transmitted cultural symbols or social ideas) or threats and accusations. This can be a form of cyberbullying and cyberstalking if repeated and intended to bring harm or upset.   
5. Show the participants how to Block, Report, Unfollow or Unfriend:
A. Click on the arrow on the blue menu bar and click on Settings
B. Click Blocking in the left side menu and enter the name or email of the person you want to block
C. To report, click on the X in the top right hand corner of the comment message box
D. Click on either Report or Block. Questionable news can also be reported this way
E. To Unfollow, click their profile photo, click the Follow; you are still friends and you can Follow again by clicking Unfollow, they won’t know their status with you
F. To Unfriend, go to the person’s profile, hover over Friends and select Unfriend

Activity 5:  How do you Post on Facebook?
1. Show the participants the ‘What’s on your mind?’  box on their home page. Explain that here is where they can post information, upload photos or videos from their media library.  Explain that parental controls can block access to these files and alert parents when posts have been sent to other user accounts on their family’s devices. Allow time for participants to practice a post or upload.
2. Next, have participants practice commenting on a friend’s post with either a polite comment or icon.  
3. Now show participants how to delete a post or upload by clicking on the arrow in the upper right hand corner, a dropdown box will open and provide options.  Remind participants that someone may have already seen it and taken a screen shot.  If it was a picture, someone could have saved it to their own device and could use it on their own later.
4. Last, show participants how to Delete their account by clicking on the Dropdown Arrow > Settings > Manage Account > Deactivate your Account.  
5. Follow the steps to confirm your decision.  Under Mange Account, notice the other options for ‘Your Contact Legacy’.  Ask the participants to comment on their opinion of Facebook Legacy pages and what impact that could have on Teens.

Debrief:  What can you do to Protect Youth on Facebook?
1. Hand each participant the Facebook handout and allow time for each person to review for 3 minutes.
2. Now refer the participants back to their list of what they know about Facebook and what questions they have.  Check to see if questions were answered or information to find the answers were provided.  
3. Next, ask participants to think of something new they learned and share with their group.  Ask for volunteers to share out loud something new they learned.  

Delete Practice Account:
1. Click on the Dropdown Arrow > Settings > Manage Account > Deactivate your Account
2. Follow the steps to confirm your decision
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The Law-Related Education Academy is facilitated by the Arizona Foundation for Legal Services & Education with funding made possible by the Arizona Department of Education School Safety Program.

“Social Media Savvy”: Academy
(Staff & Community)
 Facing Facebook Community Lesson Handout
This lesson is to be used with the adult school community; not students

1. Description: Facebook is a social networking site that allows users to upload their personal profile, connect and share with friends and family online.  Photos and videos can also be uploaded, comments can be written or icons can be selected and posted on timelines from accepted friends or public feeds. 

2. Privacy Settings: Profile Page > Settings > Privacy > Edit
· Your Activity
· Who can see your posts
· Review posts and tags
· Limit audience
· How People find and contact you
· Who can send you friend requests
· Who sees your friends list
· Who can find your email or phone number
· Search Engine links
· Privacy Checkup: Question Icon > Privacy Checkup
· Posts
· Apps
· Profile
· Delete your account on Facebook
· Clicking on the dropdown arrow > Settings > Manage Account > Deactivate your Account
· Follow the steps to confirm your decision

3. Facebook and the Law:
· Posts are being used as evidence in court cases
· Posts are being used in police investigations
· Jury Selection or dismissal
· Arizona school internet regulations

4. What Predators are Looking for on Facebook:
· Public feeds that produce information to lead them to targeted Facebook users so they can follow, friend and find their targets
· Secret online relationship with targets, gaining their trust in order to learn more about their routines, likes and dislikes, whereabouts, etc. 
· Exploit their victims by trickery in order to obtain photos or meet in person

5. How Teens Hide Information on Facebook:
· Vaults or ghost apps that disguises their appearance  in order to hide posts or communications;  two passwords for levels of access, one to open the app and one to open the hidden app.
· Fake accounts
· Hide or delete browsing history
· Privacy settings blocking parent view
· Private browsing modes or proxy websites

6. Key Terms:  
· Account settings-manages your account preferences 
· Activity log- reviews and manages everything you share on Facebook 
· Block- prevents someone from starting conversations with you or seeing things you post on your timeline
· Chat- lets you send instant messages to online friends
· Cover photo-the picture at the top of your timeline, right above your profile picture 
· Event-lets your organize gatherings, send/respond to invites, keep up with what your friends are doing and meet up with nearby friends
· Family Safety Center-contains information, tools and resources to help you stay safe online
· Follow-allows you to follow your favorite News Feed and receive the types of updates you want to see
· Friend-connections to people you accept on your Facebook page and share information with
· Friendship page- shows a collection of stories and interactions between two people connected on Facebook 
· Groups- circle of people that share and keep in touch on Facebook as a group
· Like-gives positive feedback with things you care about
· Messages-ongoing private conversations with people on Facebook 
· Networks-affiliations with schools or workplaces on Facebook
· Newsfeed-ongoing list of updates on your homepage that shows you what's new with the friends and pages you follow 
· Password-series of letters, symbols and numbers you use to log into your account 
· Phishing-ways for spammers to trick you into giving personal information like fake Facebook pages
· Profile-collection of photos, stories and experiences that tell your story
· Spam-unwanted content or requests such as bulk messages, sending numerous posts, links, images or sending friend requests form people you don’t know
· Tagging-links a person, page, or place to something you post 
· Timeline-merges the Profile and Wall pages to show the story of your life on Facebook in sequence 
· Unfollow- the ability to remain friends with someone but not see their posts
· Wall-the space on your profile where you and friends can post and share
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