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The Law-Related Education Academy is facilitated by the Arizona Foundation for Legal Services & Education with funding made possible by the Arizona Department of Education School Safety Program.

“Social Media Savvy”: Academy
(Staff & Community)
 Understanding Twitter Community Lesson Plan
This lesson is to be used with the adult school community; not students

Objectives:  Participants will…
· Learn how teens utilize Twitter 
· Practice setting safety controls and privacy settings on Twitter in order to guide others
· Explore the risks and benefits of Twitter

Materials:
· Large paper and markers for each group
· Electronic device such as smartphone, tablet, laptop, etc. with internet access and capability to explore social media sites 
· Twitter Handout-1 per participant

Timeframe: 45 Minutes

Facilitator Tip:  
· [bookmark: _GoBack]Electronic devices can vary and the steps indicated in the lesson may not be exact for the user’s device.  Look for screen icons such as the Gear Icon, 3 Bars, 3 Dots, People Icon, Arrow and/or Company Logos.  Also look for words such as, Settings, Account, Privacy and Profile.  “How to…” questions for finding features on specific devices can be searched in the search box of the app page or an internet search engine
· When possible instruct participants to set up account on desktop then download app to phone, this  enables easier access and view of options

Activity 1: What is Twitter?
1. Begin the activity by placing participants into small groups of 4 or 5 participants in each. Provide large paper and markers for each group.
2. Instruct the participants to collaboratively brainstorm with their group what they know or understand about Twitter and write it in a 280 character or less ‘tweet’ and report out.
3. Next, instruct the groups to brainstorm at least three reasons why people (not just teens) use Twitter and report out.  
Possible Responses: Quick communication, breaking news, connect with friends
4. Inform the participants that Twitter is a social media site for sending short posts called ‘tweets’.  Users can follow the tweets of people they know; celebrities, businesses and news sources.  It is called a microblogging site due to the limited characters per tweet.  This social network requires everyone to be at least 13 years of age before creating an account in order to be in compliance with the Children’s Online Privacy Protection Act.

Activity 2: How do you Set Up a Twitter Account with Safety Controls and Privacy Settings?
1. Explain to the participants that Twitter can be accessed either through an app or online using a computer.  For purposes of this class we will set up the account using the app.  
A. Download the Twitter App from the App Store, Google Play Store or Windows Phone Store.
B. Once the app is installed, tap the Twitter icon to open it.
C. Tap Sign Up, then enter your name and your email address or phone number and tap Next. (or login with Facebook)
D. Create a username and password, fill out your profile information and tap Done.
2. Your settings need to be managed through the website rather than the app.  Instruct participants to go to www.Twitter.com and log in.
A. Click your Profile icon on the top navigation bar.  Then click Settings and Privacy.
B. Then click on Privacy and Safety on the left navigation column.
C. Manage your privacy and safety settings and be sure to click Save when done.
D. Log out of Twitter after each session:  Tap Menu or Profile Icon > Settings > Privacy > Account > Log Out > OK
3. Explain that Parental Controls are set on your computer and smartphones by opening your Settings page and setting each applicable feature with settings that provide the security you desire for each user of that computer or phone.  

Activity 3:  How do you Send a Tweet?
4. Instruct the participants to think about a ‘tweet’ they would like to send and then discuss the ‘tweet’ with their group. Provide each other with positive feedback, making sure the tweet shows netiquette that is respectful for others and contains helpful, not hurtful, and content.  
5. Next, instruct the participants to send out a ‘tweet’:
A. In the Twitter App, tap the blue circle +feather icon in the lower right corner.
B. This opens you to the page to type text or upload a photo or video.
C. When done, tap tweet in the blue oval at the upper right corner.
6. Explain to the participants that Twitter is public by default.  If privacy settings aren’t in place then anyone can see what they post and retweet it.

Activity 4:  How do you Follow, Unfollow and Block on Twitter?
1. Explain to the participants that they may find friends through the app by clicking on the envelope on the top right corner, then tap “Find People to Follow” and the Twitter App will use your contacts in your phone to find people you may know.
2. You can search for people using their name or username by typing it into the search bar.
3. If the person you want to Follow has a private account, submit a Request to Follow and the person will need to approve it before you can see their tweets.
4. To Unfollow, Block or Mute a person or to report a tweet, click on the downward facing arrow icon at the top right of the tweet of the person you want to block, mute or report and select the option of choice.  Twitter will pop up a box asking you to Confirm or Cancel your request.  
5. Instruct the groups to draft at least 3 reasons for each of the following actions: 
A. Unfollow-(offensive content, no longer interested, unclear tweets, etc.) but can follow and see you; you can see their tweets and follow them again.
B. Block-(harassment, bullying, tweets are too personal, etc.) They see but cannot send; you have unfollowed them too.
C. Mute-(remove tweet from your timeline, you don’t want them to know you removed them, unlike blocking and unfollowing, end of relationship, etc.) they disappear if you also stop following them.
D. Delete Account- (threatening or intimidating tweets, cyberbullying or harassing, stalking, inappropriate or offensive, lose interest, etc.)
6. Now show participants how to delete a post or upload by clicking on the arrow in the upper right hand corner, a drop-down box will open and provide options.  Remind participants that someone may have already seen it and taken a screen shot.  
7. To Delete the Account:
A. Sign into www.twitter.com on the web.
B. Go to your Account Settings and click on Deactivate my Account at the bottom of the page.
C. Read the account deactivation information. Click Deactivate @username.
D. Enter your password when prompted and verify that you want to deactivate your account.

Debrief:  What Can you do to Protect Youth on Twitter?
1. Hand each participant the Twitter handout and allow time for each person to review for 3 minutes.
2. Did you know:  you can mute specific words on Twitter (go to Notifications tab, tap the gear icon, tap Muted Words, click + Add Muted Words/Phrase and type in the word/phrase…you may also include the hashtag.
3. Next, ask participants to think of something new they learned and share with their group.  Ask for volunteers to share out loud.  

Delete Practice Account: To delete the account click the Delete Account button at the bottom of your Account page.
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The Law-Related Education Academy is facilitated by the Arizona Foundation for Legal Services & Education with funding made possible by the Arizona Department of Education School Safety Program.

“Social Media Savvy”: Academy
(Staff & Community)
 Understanding Twitter Community Lesson Handout
This lesson is to be used with the adult school community; not students

1. Description: Twitter is an online news and social media network geared toward short text messages, pictures and short videos.   Twitter originally started as a microblogging social media site allowing only 140 characters per tweet with no pictures or videos.  It has since changed its format to allow 280 characters per tweet and pictures or short videos may also be tweeted.

2. Twitter and the Law:
· Posts are being used as evidence in court cases
· Posts are being used in police investigations

2. What Predators are Looking for on Twitter:
· Public Feeds that produce information to lead them to targeted Twitter users so they can follow, friend and find their targets
· Secret online relationship with targets, gaining their trust in order to learn more about their routines, likes and dislikes, whereabouts, etc. 
· Exploit their victims by trickery in order to obtain photos or meet in person

3. How Teens Hide Information on Twitter:
· Fake accounts
· Hide or delete browsing history
· Privacy settings blocking parent view
· Private browsing modes or proxy websites

4. Parent Tips for Teen Tweeters:
· Talk to your teen about using “tweetiquette” that is online manners and respect for others
· Discuss with your teen appropriate “Tweeters” to follow
· Discuss when it is safe to use their location services
· Encourage your teen to share any experiences that make them uncomfortable, cause uncertainty, or promote questions.    
· Discuss with your teen the effect of “sub-tweeting” that is group gossiping tweets
· Provide suggestions for how your teen can stand up for others that are being treating unkindly, by speaking out or adding a positive comment
5. Key Terms:  
· Tweet: When you post text, a photo or video; a message sent through Twitter
· Dweet: A tweet sent while drunk
· Mistweet: A tweet you sent to the wrong person or wished you never sent
· Retweet: A repeated or shared tweet
· Microblog: Since Twitter limits text to 280 characters
· Tweeter: Person who tweets
· Twis: Disrespecting a Twitter user
· Twitterstream: the Twitter timeline
· De-friend/De-follow: taking someone off your friend list
· Following: You will see their tweets on your personal timeline
· Followers: People who will see  your posts on their timeline
· Hashtag: Hashtags are used to categorize and describe your posts.  Hashtags are a popular method of searching on Twitter and it helps identify trending topics.  The # symbol is put in front of a word or phrase, such as #safeteens
· Handle: This is your username.  Someone can tag you on a post by adding the @ symbol in front of your user name
· Blocking: Preventing someone from following you or subscribing to your tweets
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