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The Law-Related Education Academy is facilitated by the Arizona Foundation for Legal Services & Education with funding made possible by the Arizona Department of Education School Safety Program.

“Bullying Prevention” Academy
L2 Cyberbullying via Social Media
Please obtain administrator approval prior to implementing this lesson.

Objectives: 
· Students should be able to understand what cyberbullying through social media is.
· Students should learn how actions can encourage social media cyberbullying behavior.

Protective Factor Developed:  Problem Solving Skills

Materials: 
· Large poster paper and markers for each group
· Cyberbullying Vocabulary Words, 1 per student
· Prize for winning students
· Technology Use Scenarios, 1 per group
· Cyberbullying Vocabulary Words Facilitator Guide
· Cyberbullying Vocabulary Words Handout, 2 per group
· Technology Use Scenarios Facilitator Guide 
· Sticky Notes or Note Cards, 1 per person

Timeframe: 45 Minutes

Team Teaching:  For effective implementation of Law Related Education (LRE), team teach with the classroom teacher by…
· Having both the officer and teacher rotate among students and to different groups. Both instructors will provide positive feedback and engage in friendly conversations with students. This procedure will help reduce classroom disruptions, increase student engagement, and build supportive relationships with students. 
· Encouraging classroom teachers to participate in all activities by injecting clarification statements by relating relevant content to their curriculum. In this method, students will see more connections to their student life and be willing to carry over concepts and skills learned in LRE.
· Assigning the classroom teacher part of the lesson instructions. Team teaching with the classroom teacher enables the students to further see the importance of LRE lessons. It also provides an opportunity for the classroom teacher to demonstrate teaching skills conducive to effective teaching. Student attention can be maintained more easily with different voices and personalities experienced throughout the lesson.

Lesson
1. Divide students into groups of 3-4. Provide each group with a large piece of paper and markers.
2. Provide each student with a vocabulary word (tactics used during cyberbullying) and its definition. Allow time for the students to read their word/definition and think of a way to put the definition in their own words.
3. Have the students teach each other in their group. Then give them three minutes to teach at least two other students.
4. Collect the words and definitions.
5. Tell the students that everyone in the small group should contribute to the answers. However, each person will serve a specific role. Instruct each small group to pick one group member for each small group role:
a. Recorder: this person will be the writer and will write the group’s responses
b. Reporter: this person will be the one who shares the group’s answers with the whole class
c. Timekeeper: this person will watch the clock and ensure the group finishes in time
d. Task keeper: this person will ensure they stay on task and complete the project
If only 3 in a group, the timekeeper and task keeper can be the same person
6. Have each small group collaborate to write as many words and definitions on their paper as they can recall - give them 2-3 minutes.
7. Call on each group to give you a word and definition and write the words on the board (or have a student volunteer write on the board). As the words/definitions are being reported, expand on the applicable laws and provide clarifications needed.
8. Once all the words and definitions have been listed, the group who had the most correct wins a prize. (pencil, line up first, sticker, etc.)
9. Give each group a Technology Use Scenario and two Cyberbullying Vocabulary Words Handouts.  
10. Remind the students that everyone in the small group should contribute to the answers. However, each person will serve a specific role. Instruct each small group to pick one group member for each small group role. They should rotate roles from the first small group activity.
a. Recorder: this person will be the writer and will write the group’s responses
b. Reporter: this person will be the one who shares the group’s answers with the whole class
c. Timekeeper: this person will watch the clock and ensure the group finishes in time
d. Task keeper: this person will ensure they stay on task and complete the project
If only 3 in a group, the timekeeper and task keeper can be the same person
11. Instruct the groups to have one member read the scenario aloud to their small group. They should also read each possible ending to the scenario and put the vocabulary word in the blank space that best describes what is happening in the scenario. Remind students to use the vocabulary words listed on the board and the handout they have in their group to fill in the blanks.
12. Have the group then discuss the questions at the end of the scenario.
13. Have each group read their scenario out loud to the class and share at least one ending with the class. They should provide:
a. The vocabulary word 
b. The answers to their discussion questions
14. As each group reports, spend time discussing ways the students can help the target of cyberbullying and connect to their school. For example, if a solution is to report to school staff, mention specific staff on campus that could help and where they are located. If the school has an anonymous reporting method, share that information.
15. Debrief the lesson and check for understanding by asking the class to reflect back on the solutions to stop cyberbullying as they were discussed in the scenarios. Provide each student with a note card.
16. Ask each student to write their name on the note card and 1 positive solution that was discussed that they could use to reduce cyberbullying. Each student should hand the note to the facilitator as they leave the class. 
17. Review the notes after class to see if the class had a good understanding of how they could get help or help others. 
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“Bullying Prevention” Academy
L2 Cyberbullying via Social Media

Cyber Bullying Vocabulary Words[footnoteRef:1] [1:  Oxford English Dictionary (oed.com)] 

Facilitator Guide

Bashing: Using the internet to make contact and commit direct verbal or visual attacks at any time.
Catfishing: Creating a fake identity to deceive the target, often to form a deceptive relationship that can be later used against them.
Cyberbaiting: Provoking the target into an emotional response, then capturing and sharing that response to further humiliate them.
Cyber Blackmail: Threatening to release private or embarrassing information unless the target complies with certain demands.
Cyberstalking: Continuously monitoring, following, and harassing the target online, sometimes across multiple platforms. This could be against the law…
ARS 13-2923 Stalking	A person commits stalking if the person intentionally or knowingly engages in a course of conduct that is directed toward another person and if that conduct causes the victim to suffer emotional distress or reasonably fear that the victim's property will be damaged or destroyed or physically injured

Cyber threats: Sending threatening messages or making threats of physical harm or violence. This could be against the law…

ARS 13-2916 Use of an Electronic Device to Terrify It is unlawful for a person to knowingly terrify, intimidate, threaten or harass a specific person or persons by doing any of the following:
1. Directing any obscene, lewd or profane language or suggesting any lewd or lascivious act to the person in an electronic communication.
2. Threatening to inflict physical harm on any person or to property in any electronic communication.
3. Otherwise disturbing by repeated anonymous, unwanted or unsolicited electronic communications the peace, quiet or right of privacy of the person at the place where the communications were received.
4. Without the person's consent and for the purpose of imminently causing the person unwanted physical contact, injury or harassment by a third party, use an electronic communication device to electronically distribute, publish, email, hyperlink or make available for downloading the person's personal identifying information, including a digital image of the person, and the use does in fact incite or produce that unwanted physical contact, injury or harassment.  This paragraph also applies to a person who intends to terrify, intimidate, threaten or harass an immediate family member of the person whose personal identifying information is used.

Cyber Mob Attacks: Organizing or inciting a group to collectively harass, intimidate, or attack the target online. This action could be against the law…

ARS 13-2316 Computer Tampering A person who acts without authority or who exceeds authorization of use commits computer tampering by:
5. Recklessly using a computer, computer system or network to engage in a scheme or course of conduct that is directed at another person and that seriously alarms, torments, threatens or terrorizes the person. 
The full statute can be found - 13-2316 - Computer tampering; venue; forfeiture; classification (azleg.gov)

Deep Fakes: Replacing a person in an existing image or video with someone else’s likeness for entertainment or to misinform, commit fraud, or harass. This action could be against the law…

ARS 13-2316 Computer Tampering A person who acts without authority or who exceeds authorization of use commits computer tampering by:
5. Recklessly using a computer, computer system or network to engage in a scheme or course of conduct that is directed at another person and that seriously alarms, torments, threatens or terrorizes the person. 
The full statute can be found - 13-2316 - Computer tampering; venue; forfeiture; classification (azleg.gov)

Defamation: The act of making false and harmful statements about someone that damage their reputation.

Doxing: Publishing private or identifying information about the target without their consent.

Exclusion: Deliberately excluding the target from online groups, forums, or activities.

Flaming: Engaging in online arguments with the intent to upset and provoke the target through personal attacks.

Gaslighting: A form of psychological manipulation in which a person or group makes someone question their own reality, memory, or perceptions.  

Harassment: Repeatedly subjecting someone to aggressive pressure or intimidation. The behavior is unwanted and humiliates or intimidates an individual. Repeatedly sending offensive, rude, and insulting messages to the target. Harassment can be against the law…

ARS 13-2921 A person commits harassment if the person knowingly and repeatedly commits an act or acts that harass another person or the person knowingly commits any one of the following acts in a manner that harasses

Hate Speech: Using derogatory language or slurs based on race, gender, sexuality, religion, or other characteristics to demean the target.

Impersonation: Creating fake profiles to impersonate the target and post damaging content or send harmful messages. This action could be against the law…

ARS 13-2316 Computer Tampering A person who acts without authority or who exceeds authorization of use commits computer tampering by:
5. Recklessly using a computer, computer system or network to engage in a scheme or course of conduct that is directed at another person and that seriously alarms, torments, threatens or terrorizes the person. 
The full statute can be found - 13-2316 - Computer tampering; venue; forfeiture; classification (azleg.gov)

Mass Reporting: Coordinated effort by a group of individuals to file numerous complaints or reports against a specific user, post, or account on a social media platform or online service.

Review Bombing: Coordinating negative reviews on the target’s business, work, or social media profiles to damage their reputation.

Outing: Sharing the target’s private or embarrassing information, secrets, or images online.

Photoshopping: Altering photos of the target to embarrass or humiliate them.

Pranking: Setting up elaborate hoaxes or pranks that embarrass or scare the target, often involving fake emergencies or threats.

Spreading Rumors: Disseminating false information, gossip, or malicious rumors to damage the target’s reputation.

Swatting: A dangerous prank or malicious act in which someone falsely reports a serious crime such as a hostage situation or an active shooter, to emergency services, causing a large armed police response to be dispatched to an unsuspecting person’s address. Swatting can be against the law….

ARS 13-2907.01 False Reporting A person commits false reporting by initiating or circulating a report of a bombing, fire, offense or other emergency knowing that such report is false and intending:
1. That it will cause action of any sort by an official or volunteer agency organized to deal with emergencies; or
2. That it will place a person in fear of imminent serious physical injury; or
3. That it will prevent or interrupt the occupation of any building, room, place of assembly, public place or means of transportation.

Trolling: Posting inflammatory, off-topic, or provocative messages to elicit emotional responses and disrupt conversations.
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“Bullying Prevention” Academy
L2 Cyberbullying via Social Media

Facilitator Answer Key
Technology Use Scenarios

Facilitator Note: When the students are reporting their scenario, they will provide the vocabulary word (underlined below) that goes along with each scenario. Do not provide the underlined answer unless they need assistance or correction.
Scenario #1
Alex is a high school junior who is part of a group project for their history class. The group uses a messaging app to communicate and coordinate their work. One member, Jordan, becomes frustrated with Alex's contributions, feeling they aren't doing enough. Instead of addressing the issue directly, Jordan begins to bully Alex online in the following ways:
Harassment: Jordan posts rude and insulting messages in the group chat almost every day, criticizing their work and calling them lazy.
Exclusion: Jordan creates a separate group chat with the other members, excluding Alex, and making decisions without them.
Spreading Rumors: Jordan makes up things about Alex and tells them to other classmates.
Impersonation: Jordan creates a fake social media profile pretending to be Alex, posting embarrassing and false information about them.
Doxing: Jordan finds out Alex's personal information and shares it online, including their phone number and home address, encouraging others to harass Alex.
Review Bombing: Jordan encourages other classmates to leave negative comments on Alex's social media posts and school projects, criticizing their character and work ethic.
Gaslighting: Jordan tells Alex they never contributed to the project, even though Alex did, making Alex doubt their own memory and efforts.	
Discussion Questions:
Who can Alex get help from in any of these situations? – Select all that apply
A. Parent(s)	B. School Staff/SRO	C. The messaging platform (report the behavior)

How can other group members support Alex and address the bullying? – Select all that apply
A. Tell Jordan to stop	
B. Contact Alex to let them know they are on their side
C. Report the behavior to a trusted adult and the social media platform
D. Stay out of it - It isn’t their problem

What cyberbullying actions in this scenario could be against the law?
ANSWER: Harassment 


Scenario #2
Taylor is a high school sophomore who loves sharing their photography on social media. One day, they post a picture they’re particularly proud of. Another student, Morgan, who feels jealous of the attention Taylor receives, decides to start bullying Taylor online in the following ways:
Trolling: Morgan begins by posting sarcastic and negative comments under Taylor's photos, trying to provoke Taylor into an argument.
Spreading Rumors: Morgan starts a rumor that Taylor steals their photos from other photographers and claims them as their own, damaging Taylor's credibility.
Hate Speech: Morgan uses derogatory language and slurs in their comments, targeting Taylor’s appearance.
Cyber Mob Attacks: Morgan encourages other students to join in on the negative comments and harassment, turning it into a coordinated attack.
Photoshopping: Morgan edits Taylor’s photos to make them look ridiculous or embarrassing, then shares these edited versions online.
Catfishing: Morgan creates a fake account pretending to be a fan of Taylor’s work. This fake account starts sending Taylor supportive messages but then suddenly turns hostile, accusing Taylor of various wrongdoings.
Cyber Blackmail: Morgan threatens to share embarrassing information about Taylor unless Taylor stops posting their photos online.
Discussion Questions:
Who can Morgan get help from in any of these situations? – Select all that apply
B. Parent(s)	B. School Staff/SRO	C. The social media platform (report the behavior)

How can bystanders support Morgan and address the bullying? – Select all that apply
E. Tell Jordan to stop	
F. Contact Alex to let them know they are on their side
G. Report the behavior to a trusted adult and the social media platform
H. Stay out of it - It isn’t their problem

What cyberbullying actions in this scenario could be against the law?
ANSWER: Cyber Mob Attacks

Scenario #3
Sam is a high school freshman who enjoys playing online multiplayer games after school. Sam joins a popular game and becomes part of a team with several classmates, including Riley. As Sam becomes more skilled at the game, Riley starts to bully Sam within the game and on social media in the following ways:

Harassment: Riley frequently sends Sam rude and offensive messages in the game chat, criticizing their gameplay and calling them names.

Exclusion: Riley convinces the rest of the team to exclude Sam from their in-game group, making it difficult for Sam to play and progress.

Doxing: Riley discovers Sam’s real name and shares it in the game’s public forums, encouraging others to harass Sam.

Cyberstalking: Riley follows Sam to different online platforms, continuing the harassment on social media and gaming forums.

Swatting: Riley takes the harassment to an extreme by falsely reporting a serious crime at Sam’s address, causing emergency services to respond to Sam’s home.

Defamation: Riley posts false and defamatory statements about Sam on social media, claiming Sam engages in unethical or inappropriate behavior.

Cyberbaiting: Riley baits Sam into reacting angrily to the harassment, then captures and shares Sam’s response to further humiliate them.

Discussion Questions:
How can Sam protect themselves from Riley’s harassment in the game and on social media?

What cyberbullying actions in this scenario could be against the law?
ANSWER: Harassment, Swatting, and Cyberstalking


Scenario #4
Jesse is a high school junior who recently started dating another student, Casey. Jealous of their relationship, another student, Alex, tries to break them up by cyberbullying Jesse in the following ways:

Impersonation: Alex creates a fake social media account pretending to be Jesse and starts sending rude messages to Casey, causing confusion and arguments between Jesse and Casey.

Photoshopping: Alex edits a photo of Jesse to make it appear as though Jesse is involved in inappropriate behavior. Alex then shares the edited photo with other students.

Cyber Blackmail: Alex threatens to share more doctored images unless Jesse breaks up with Casey.

Cyberstalking: Alex monitors Jesse’s social media activities closely, commenting negatively on every post and tracking their online movements.

Mass Reporting: Alex encourages other students to report Jesse’s social media accounts for inappropriate behavior, attempting to get Jesse’s accounts suspended or banned.

Deepfakes: Alex uses deep-fake technology to create a fake video of Jesse saying or doing something offensive, then shares the video widely.

Cyberbaiting: Alex provokes Jesse into an emotional outburst and captures it on video, sharing it online to further humiliate Jesse.

Discussion Questions:
How should Jesse address the fake messages and photos that Alex is spreading? – Select all that apply
A. Report the behavior to trusted adults (which adults would you report to?)
B. Report the behavior to online platforms
C. Block negative users
D. Keep evidence

What cyberbullying actions in this scenario could be against the law?
ANSWER: Cyberstalking and computer tampering


Scenario #5

Jamie is a high school sophomore who is part of a group chat with classmates to discuss schoolwork and socialize. One day, a new member, Pat, joins the chat and starts to target Jamie in the following ways.

Exclusion: Pat convinces other group members to ignore Jamie’s messages and exclude them from group discussions.

Cyberbaiting: Pat provokes Jamie into an emotional response and takes screenshots of Jamie’s angry replies, sharing them to embarrass Jamie further.

Spreading Rumors: Pat spreads false rumors in the group chat and outside of it, claiming Jamie has cheated on exams and is dishonest.

Impersonation: Pat creates a fake profile pretending to be Jamie and sends inappropriate messages to other group members, tarnishing Jamie’s reputation.

Mass Reporting: Pat encourages the group to report Jamie’s social media profiles for false reasons, trying to get Jamie’s accounts suspended.

Hate Speech: Pat uses derogatory language and slurs based on Jamie’s gender, ethnicity, or other personal characteristics.

Photoshopping: Pat edits a photo of Jamie to make it appear unflattering and shares it with the group, encouraging mockery.

Discussion Questions:
How can other group members support Jamie and stop the bullying?
A. Tell at to stop	
B. Contact Jaime to let them know they are on their side
C. Report the behavior to a trusted adult and the social media platform
D. Stay out of it - It isn’t their problem

What actions can Jamie and their friends take to report Pat’s behavior to school authorities and the group chat platform?


Scenario #6

Jordan is a high school senior who starts getting cyberbullied through an anonymous messaging app that students use for gossip.

Cyberstalking: The anonymous sender constantly monitors Jordan’s online activity and sends threatening messages about their whereabouts and activities.

Doxing: The sender posts Jordan’s personal information, such as their phone number and home address, on the app, encouraging others to harass Jordan.

Cyber Blackmail: The sender threatens to reveal sensitive information about Jordan unless they comply with certain demands.

Exclusion: The sender spreads rumors on the app, leading to Jordan being excluded from social events and group activities.

Spreading Rumors: The sender starts false rumors about Jordan’s personal life, damaging their reputation and relationships.

Impersonation: The sender creates a fake account pretending to be Jordan and sends inappropriate messages to others, causing further trouble for Jordan.

Cyberthreats: The sender is sending messages that they are going to go to Jordan’s house and hurt them.

Discussion Questions:
How can Jordan address and respond to the anonymous threats and harassment? – Select all that apply
A. Report the behavior to trusted adults
B. Stop using the app 
C. Report the threats to the police

What cyberbullying actions in this scenario could be against the law?
ANSWER: Cyberstalking and Cyberthreats
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“Addressing Bullying Behaviors” Academy
(Middle/High School)
Cyberbullying via Social Media Lesson Plan

Arizona State Standards Correlations

Civics
Demonstrate civic virtues that contribute to the common good and democratic principles within a variety of deliberative processes and settings. (8.C1.2

Writing
Write arguments to support claims in an analysis of substantive topics or texts, using valid reasoning and relevant and sufficient evidence. a. Introduce precise claim(s), distinguish the claim(s) from alternate or opposing claims, and create an organization that establishes clear relationships among claim(s), counterclaims, reasons, and evidence. (9-10.W.1)

Reading
Determine a central idea of a text and analyze its development over the course of the text, including how it emerges and is shaped and refined by specific details; provide an objective summary of the text. (9-10.RL.2)

Speaking and Listening
Engage effectively in a range of collaborative discussions (one-on-one, in groups, and teacher-led) with diverse partners on grade 8 topics, texts, and issues, building on others’ ideas and expressing their own clearly. a. Come to discussions prepared having read or researched material under study; explicitly draw on that preparation by referring to evidence on the topic, text, or issue to probe and reflect on ideas under discussion (8.SL.1)
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