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The Law-Related Education Academy is facilitated by the Arizona Foundation for Legal Services & Education with funding made possible by the Arizona Department of Education School Safety Program.

[bookmark: _Hlk158016668]“Cellphone Use: What’s Legal?” Academy
(Middle/High School) 
Appropriate Communication with Cellphones Lesson Plan
Please obtain administrator approval prior to implementing this lesson.

Objectives: 
· Students should learn the laws and consequences of sexting.
· Students should brainstorm strategies to use with unwanted cellphone communications. 

[bookmark: _Hlk146786023]Protective Factor Developed:  Decision making skills

Materials: 

· Large poster paper and markers for each group
· School handbook for bullying and harassment reporting and consequences
· “Laws” handout, 1 per student
· Yes, No, Maybe signs, 1 set per class
· Scenarios, 1 per group
· “Letter to Myself” handout, 1 per student

Timeframe: 50 Minutes

[bookmark: _Hlk146786075]Team Teaching:  For effective implementation of Law Related Education (LRE), team teach with the classroom teacher by…
· Having both the officer and teacher rotate among students and to different groups. Both instructors will provide positive feedback and engage in friendly conversations with students. This procedure will help reduce classroom disruptions, increase student engagement, and build supportive relationships with students. 
· Encouraging classroom teachers to participate in all activities by injecting clarification statements by relating relevant content to their curriculum. In this method, students will see more connections to their student life and be willing to carry over concepts and skills learned in LRE.
· Assigning the classroom teacher part of the lesson instructions. Team teaching with the classroom teacher enables the students to further see the importance of LRE lessons. It also provides an opportunity for the classroom teacher to demonstrate teaching skills conducive for effective teaching. Student attention can be maintained more easily with different voices and personalities experienced throughout the lesson.
Lesson: 
1. Divide students into small groups of 3 or 4 students each. Provide each group with large poster paper and markers.
2. Explain that in this lesson we will be learning about appropriate communication with cellphones. With this in mind, explain that sexting is sending, receiving or forwarding sexually explicit messages, such as photos, and videos. Ask the students if they think sexting is a crime in Arizona.
3. Distribute the handout “Laws” to students and review together. 
a. ARS 8-309 Unlawful use of an electronic communication device by a minor; It is unlawful for a juvenile to intentionally or knowingly use an electronic communication device to transmit or display a visual depiction of a minor that depicts explicit sexual material.
 It is unlawful for a juvenile to intentionally or knowingly possess a visual depiction of a minor that depicts explicit sexual material and that was transmitted to the juvenile through the use of an electronic communication device.
(Creation is a petty offense, transmitting to more than one person is a 3 misdemeanor, 2nd offense is a 2 misdemeanor) (Possible consequence could include community service).
It is not a violation of this section if all of the following apply:
1. The juvenile did not solicit the visual depiction.
2. The juvenile took reasonable steps to destroy or eliminate the visual depiction or report the visual depiction to the juvenile's parent, guardian, school official or law enforcement official.

b. [bookmark: _Hlk161926479]ARS 13-1425 Unlawful disclosure of images depicting states of nudity or specific sexual activities; It is unlawful for a person to intentionally disclose an image of another person who is identifiable from the image itself or from information displayed in connection with the image if all of the following apply: The person in the image is depicted in a state of nudity or is engaged in specific sexual activities. The depicted person has a reasonable expectation of privacy.  Evidence that a person has sent an image to another person using an electronic device does not, on its own, remove the person's reasonable expectation of privacy for that image. The image is disclosed with the intent to harm, harass, intimidate, threaten or coerce the depicted person.
(Class 5 Felony, Class 4 Felony if disclosure is electronic) (Possible consequence could result in an arrest and sent to a detention center).

c. ARS 13-1428 Sexual extortion; A person commits sexual extortion by knowingly communicating a threat with the intent to coerce another person to do any of the following: Engage in sexual contact or sexual intercourse. Allow the other person's genitals, anus or female breast to be photographed, filmed, videotaped or digitally recorded. Exhibit the other person's genitals, anus or female breast.
(Class 3 felony, Class 2 felony if victim is under 15 years old) (Possible consequence could result in an arrest and sent to a detention center).

4. Post the following signs on opposite sides of the room: YES, NO, and MAYBE. Explain to students that you will read some scenarios. For each scenario students will discuss in their groups if their group thinks the person broke the law and, if yes, which one. They can use the laws handout as a reference.  Once groups have a decision, ask all groups to send one representative to stand under the sign that represents their group’s answer and be prepared to share the opinion of the group.
5. After students choose a spot on the continuum ask a few students why they chose that spot. After students share their answer, have them return to their group for the next one. They should choose a different representative to share their answer. All group members should present at least once for their group.
a. Sara and her friends have a group chat where they share funny memes they find online. (NO)

b. An 18-year-old sends nude photos to his 16-year-old girlfriend. (YES) ARS 8-309

c. Lucy recorded herself putting her makeup on while she was in the school bathroom. (MAYBE) Depends on what is captured in the background.

d. [bookmark: _Hlk161133940]Juan, a sophomore in high school, and his girlfriend Sara, also a sophomore in high school sent each other selfies of themselves naked. (YES) ARS 8-309

e. Sara then shared the photo of Juan in her group chat with her friends after they broke up. (YES) ARS 8-309, ARS 13-1425

f. Kevin regularly plays online games with a stranger who friend requested him. He believes the person is a girl his age named Hawaii_Girl270 but has only talked to her over instant messaging. (NO)

g. [bookmark: _Hlk161134187]After playing games with Hawaii_Girl270 for several months she asks, Kevin, a 15-year-old to send her a nude selfie. After receiving the picture, Hawaii_Girl270 then demanded $500 and another photo, or she would send the photo to Kevin’s family. (YES) ARS 13-1428  Hawaii_Girl270 is guilty for extorting money and photos. 

h. Laura, a junior in high school was sent a nude photo of another student. She immediately deleted the photo and told an adult (NO) No violation of ARS 8-309 if the image was not solicited, was destroyed, and notifications were made.

i. Henry received the same photo. He ignored it but left it in his camera roll. (YES) ARS 8-309 

6. Have the students return to their seat. Distribute a different scenario to each group. Have each group discuss how they might feel if the situation happened to them, what they could do to make sure that didn’t happen to them, what actions they could take if it did. Once all groups are done discussing with their group have each group share out their scenario and their answers. 
7. To debrief the lesson distribute the handout “Letter to Myself”. Students will write a letter to themselves explaining the possible legal consequences they could face if they share private pictures. Also, how could this affect their future. Volunteers may share. 
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“Cellphone Use: What’s Legal?” Academy
(Middle/High School) 
Appropriate Communication with Cellphones Lesson Plan
With your group read the scenario and discuss the questions. 

Scenario 1
You were in a loving relationship and nude photos were exchanged. But then you broke up and your ex shared your nude photos.


1. How might you feel if the situation happened to you?

2. What could you do to make sure that didn’t happen to you?

 3. What actions could you take if it did?  
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Appropriate Communication with Cellphones Lesson Plan

With your group read the scenario and discuss the questions. 

Scenario 2
You have been chatting with someone online and feel very comfortable with them. They tell you to send them nude pictures and they will send you some. You decide to send them nude pictures. Now that they have your pictures they ask for $500, or they will post your pictures online. 

1. How might you feel if the situation happened to you?

2. What could you do to make sure that didn’t happen to you?

 3. What actions could you take if it did?  
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With your group read the scenario and discuss the questions. 

Scenario 3
You really like someone at school and start talking to them. They tell you that if you send them nude pictures of yourself, they will go out with you. 
 

1. How might you feel if the situation happened to you?

2. What could you do to make sure that didn’t happen to you?

 3. What actions could you take if it did?  
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Appropriate Communication with Cellphones Lesson Plan
With your group read the scenario and discuss the questions. 

Scenario 4
You have nude pictures in your phone, your friend gets a hold of your phones and sends those nude pictures to your friends.


1. How might you feel if the situation happened to you?

2. What could you do to make sure that didn’t happen to you?

 3. What actions could you take if it did?  
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Answer Key

Scenario 1
You were in a loving relationship and nude photos were exchanged. But then you broke up and your ex shared your nude photos.

 3. What actions could you take if it did?  
Find a trusted adult and report the situation to the authorities. 

Scenario 2
You have been chatting with someone online and feel very comfortable with them. They tell you to send them nude pictures and they will send you some. You decide to send them nude pictures. Now that they have your pictures, they ask for $500, or they will post your pictures online. 

 3. What actions could you take if it did?  
[bookmark: _Hlk162611520]Find a trusted adult and report the situation to the authorities. 
Scenario 3
You really like someone at school and start talking to them. They tell you that if you send them nude pictures of yourself, they will go out with you. 
 
 3. What actions could you take if it did?  
Do not send any pictures to this person. Find a trusted adult and report the situation.  
Scenario 4
You have nude pictures in your phone, your friend gets a hold of your phones and sends those nude pictures to your friends.
 3. What actions could you take if it did?  
Talk to your friend to let them know that what they did was not ok. Find a trusted adult and report the situation to the authorities.
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Appropriate Communication with Cellphones Lesson Plan

Arizona State Standards Correlations


Civics 
Demonstrate civic virtues that contribute to the common good and democratic principles within a variety of deliberative processes and settings. (8.C1.2)

Reading 
Analyze in detail the structure of a specific paragraph in a text, including the role of particular sentences in developing and refining a key concept. (8.RI.5)

Comprehension and Collaboration 
Initiate and participate effectively in a range of collaborative discussions (one‐on‐ one, in groups, and teacher‐led) with diverse partners on grades 11–12 topics, texts, and issues, building on others’ ideas and expressing their own clearly and persuasively. ( 11-12.SL.1)
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