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The Law-Related Education Academy is facilitated by the Arizona Foundation for Legal Services & Education with funding made possible by the Arizona Department of Education School Safety Program.

[bookmark: _Hlk185251268]Evaluating Online Communication and Its Impact Academy
(Middle/High School)
[bookmark: _Hlk185261804]The Power of a Post Lesson Plan
Please obtain administrator approval prior to implementing this lesson.

Objectives: 
· Students will identify examples of digital aggression vs. freedom of speech
· Students will learn to tell the difference between appropriate and inappropriate online posts and make responsible posting choices

[bookmark: _Hlk146786023]Protective Factor Developed:  Connection/Committment to school

Materials: 
· [bookmark: _Hlk183183207]Small whiteboard & dry erase marker, 1 per group
· Statements, 1 copy per group
· T-Chart, 1 copy per group
· Consequence Handout, 1 copy per group
· Tape, 1 roll for whole group
· Perspective lens, 1 copy per group
· Be kind online: anonymous accounts and cyberbullying video: https://www.youtube.com/watch?v=i-WBhx6n0hE 
· Think Before You Post PSA video: https://www.fbi.gov/video-repository/think-before-you-post-psa.mp4/view 
· Sticky Note, 1 per student
Prior to the lesson:
· Review the video and share it with your administrator to ensure it is appropriate and in alignment with school policies
· Check with the classroom teacher to ensure the video can be shared in the classroom using their available technology
· Cut perspective lens so each student receives one perspective
Optional Activity:
· Large poster paper and markers for each group

Timeframe: 40 Minutes

[bookmark: _Hlk146786075]Team Teaching:  For effective implementation of Law Related Education (LRE), team teach with the classroom teacher by…
· Having both the officer and teacher rotate among students and to different groups. Both instructors will provide positive feedback and engage in friendly conversations with students. This procedure will help reduce classroom disruptions, increase student engagement, and build supportive relationships with students. 
· Encouraging classroom teachers to participate in all activities by injecting clarification statements by relating relevant content to their curriculum. In this method, students will see more connections to their student life and be willing to carry over concepts and skills learned in LRE.
· Assigning the classroom teacher part of the lesson instructions. Team teaching with the classroom teacher enables the students to further see the importance of LRE lessons. It also provides an opportunity for the classroom teacher to demonstrate teaching skills conducive to effective teaching. Student attention can be maintained more easily with different voices and personalities experienced throughout the lesson.

Lesson:
1. Divide the class into small groups of 3-4 students each. Provide each group with large poster paper, and markers.
2. Start by asking the students a question, do you know the difference between freedom of speech and digital aggression?
3. Ask half of the groups to define in their own words what freedom of speech is. Ask the other half of the groups to define in their own words what digital aggression is. All groups will write their answer on their small whiteboard and have all groups display their answers at the same time.
4. If they do not reach the correct answer, provide it for them:
a. Freedom of Speech: The legal right to express one’s opinions freely[footnoteRef:1]  [1:  https://www.merriam-webster.com/dictionary/freedom%20of%20speech] 

i. Explain that there are limitations on Freedom of Speech. It cannot be used to harass (ARS 13-2921), threaten or intimidate (ARS 13-1202). 
b. Digital Aggression: Using technology to terrify, threaten, or harass someone.[footnoteRef:2] [2:  https://www.azleg.gov/ars/13/02916.htm] 

5. Provide the example- Someone posts the following online:
a. I don’t like my coach – Freedom of Expression
b. I’m going to hurt my coach – Digital Aggression
6. Distribute the Statements and a T-chart to each group. 
7. Instruct groups to work together to sort the statements in the correct column: Freedom of Speech or Digital Aggression. 
8. Create a T-Chart on the board with one side labeled Freedom of Speech and the other side labeled Digital Aggression.
9. Call on groups to share a statement and explain which side they placed it on, have a representative from the group tape the statement on to the board’s T-chart. 
10. Continue to rotate to each group, until all statements have been taped to the board. As the facilitator, expand and elaborate when needed.
Facilitator Guide:
a. Freedom of Speech
· Wearing a shirt at school that says “Change the Dress Code.”
· Posting: “I don’t agree with how our school handles homework.”
· Making a meme about school being stressful.
· Commenting: “I think students should have more breaks during the school day.”
b. Digital Aggression
· Posting: “I’m coming for you tomorrow” with a classmate’s name. (ARS §13-1202 – Threatening or Intimidating & ARS §13-2916 – Use of Electronic Communication to Terrify, Intimidate, Threaten, or Harass)
· Creating a fake account pretending to be a teacher or student. (ARS §13-2008 – Taking the Identity of Another Person & ARS §13-2916 – Electronic Harassment)
· Using racial slurs in a group chat and encouraging others to join in. (ARS §13-2916 – Electronic Harassment & ARS §13-2921 – Harassment (course of conduct targeting a person)
· Sharing personal photos of someone unless they do what you want. (ARS §13-3553 – Sexual Exploitation of a Minor & ARS §13-1804 – Theft by Extortion)
· Posting rumors about a former friend online so others make fun of her.  (ARS §13-2921 – Harassment)
· Posting a video of someone yelling at you. But you don’t post the part where you rage baited them first. (ARS §13-2916 – Electronic Harassment)
11. Assign a digital aggression statement and consequence handout to each group. Ask groups to discuss and evaluate the possible school, legal, social, and future consequences for that statement. 
12. Have groups report out. As the facilitator, expand on responses and clarify concepts as needed. 
13. Assign each student a perspective lens. 
14. Instruct the class to watch the following Public Service Announcements (PSAs) examples. As students watch, they should focus on the video through their assigned perspective lens. After each video, have students discuss in their groups what they noticed or learned from their assigned perspective. 
[bookmark: _Hlk88571446]A. Be kind online: anonymous accounts and cyberbullying: https://www.youtube.com/watch?v=i-WBhx6n0hE 
B. Think Before You Post PSA: https://www.fbi.gov/video-repository/think-before-you-post-psa.mp4/view 
15. Select a few volunteers to share for their group. Elaborate or clarify as needed. 
16. Debrief the lesson by having students answer the following question on a sticky note: What is one strategy you can personally use to prevent digital aggression?
17. Collect sticky notes as students exit the class and review the fact to ensure they understand the content. 

Optional Activity (insert prior to step 16)
· Instruct the small groups to collaborate and create a PSA on their large poster paper that highlights what they should do to prevent digital aggression and the escalation of online conflict. 
The PSA should include:
A clear message about responsible online behavior
At least one specific action students can take to stop digital aggression
A short slogan or phrase that would catch students’ attention
Visuals 
· After groups present their PSA, have the audience rate the effectiveness of the solution on a scale from 1 to 5, 1 being the least effective and 5 being the most effective. Have volunteers explain their ratings.
· Ask the class to brainstorm other potential temptations that might lead teens to engage in digital aggression and possible solutions to prevent giving in to the temptations.
Facilitator Note: Possible Responses-
Temptations:
· Wanting attention or likes
· Peer pressure
· Anger or revenge
· Believing posts are anonymous
· Thinking it’s “just a joke”
· Wanting to fit in or impress others
Possible Solutions:
· Pausing before posting
· Using the THINK test (True, Helpful, Inspiring, Necessary, Kind)
· Talking to a trusted adult
· Reporting instead of sharing
· Supporting the target, not the aggressor
· Remembering real-life consequences
18. 
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Evaluating Online Communication and Its Impact Academy
(Middle/High School)
The Power of a Post Lesson Plan

Arizona State Standards Correlations

Civics
7.C4.2 Assess specific rules and laws (both actual and proposed) as a means of addressing public problems.
8.C2.2 Explain specific roles, rights and responsibilities of people in a society.
HS.C2.4 Analyze the responsibility of citizens.

Writing:
6‐12. WHST.4 Produce clear and coherent writing in which the development, organization, and style are appropriate to task, purpose, and audience. 

Speaking and Listening:
SL.1 Prepare for and participate effectively in a range of conversations and collaborations with diverse partners, building on others’ ideas and expressing their own clearly and persuasively.
SL.2 Integrate and evaluate information presented in diverse media and formats, including visually, quantitatively, and orally.

Technology
[bookmark: _Hlk35865172]6-12 S5.C1.PO6 Advocate and exhibit legal and ethical behavior when using technology. 
7-12 S5.C2.PO1 Promote and exhibit digital citizenship by consistently leading by example and advocating social and civic responsibility to others.
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