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The Law-Related Education Academy is facilitated by the Arizona Foundation for Legal Services & Education with funding made possible by the Arizona Department of Education School Safety Program.

[bookmark: _Hlk185251268]Evaluating Online Communication and Its Impact Academy
(Middle/High School)
[bookmark: _Hlk185261804]The Myth of Online Privacy Lesson Plan
Please obtain administrator approval prior to implementing this lesson.

Objectives: 
· Students will understand the meaning of a digital footprint
· Students will learn the facts and myths about online communication and how to stay safe online

[bookmark: _Hlk146786023]Protective Factor Developed:  Critical reasoning skills

Materials: 
· [bookmark: _Hlk183183207]Video: https://www.youtube.com/watch?v=ottnH427Fr8 
· Safe & Unsafe Steps, 1 set in sandwich bag per group
· Tape, 1 roll for whole group 
· Sticky Notes, 1 note per student
Prior to the lesson, 
· Cut Safe & Unsafe Steps and place each set in a sandwich bag for each group
· Review the video and share it with your administrator to ensure it is appropriate and in alignment with school policies
· Check with the classroom teacher to ensure the video can be shared in the classroom using their available technology

Timeframe: 40 Minutes

[bookmark: _Hlk146786075]Team Teaching:  For effective implementation of Law Related Education (LRE), team teach with the classroom teacher by…
· Having both the officer and teacher rotate among students and to different groups. Both instructors will provide positive feedback and engage in friendly conversations with students. This procedure will help reduce classroom disruptions, increase student engagement, and build supportive relationships with students. 
· Encouraging classroom teachers to participate in all activities by injecting clarification statements by relating relevant content to their curriculum. In this method, students will see more connections to their student life and be willing to carry over concepts and skills learned in LRE.
· Assigning the classroom teacher part of the lesson instructions. Team teaching with the classroom teacher enables the students to further see the importance of LRE lessons. It also provides an opportunity for the classroom teacher to demonstrate teaching skills conducive to effective teaching. Student attention can be maintained more easily with different voices and personalities experienced throughout the lesson.
Lesson:
1. Divide the class into small groups of 3-4 students each. 
2. Write the word “Private” on the board.
3. Ask groups to discuss: What does “private” mean online?
4. Call on groups to share their responses.
5. Explain: Many people believe that private messages, deleted posts, or disappearing snaps are truly private. This is a myth of online privacy.
6. Write the word “Trail” on the board.
7. Ask groups to discuss: What does “trail” mean online?
8. Call on groups to share their responses.
9. Explain: A trail is something left behind. In the digital world, every click, message, post, photo, or video leaves a digital footprint. Even if you delete something, someone may have already saved it, screenshot it, forwarded it, or stored it on a server.
10. Explain that they are going to watch a video about online and how digital choices can affect their future. 
11. Play the video- ‘Teen Voices: Oversharing and Your Digital Footprint’ https://www.youtube.com/watch?v=ottnH427Fr8 
12. Explain that you will review the video by discussing facts and myths about online communication. Inform the students that you will read a series of statements and as a group they will discuss the statement and decide whether the statement is a fact or myth. They will stand if it’s a fact and stay seated if it’s a myth.
13. Call on a few students to share their group’s thoughts on why they think it is a myth or fact. 
14. Before continuing to the next statement, read the follow-up question and instruct the groups to discuss. Rotate to a few groups to ask for their responses. Start with a different group each time to allow every group to have an opportunity to respond to a question. Ask for a new reporter from each group every time a new question is asked. 
Statements: 
a. Old posts don’t matter anymore. (Myth)
Old content can resurface years later.
Question: How might something posted at a young age affect future opportunities?
Something posted at a young age can affect future opportunities because colleges, employers, or organizations may look at digital footprints.

b. Private messages can become public. (Fact)
Messages can be forwarded or shared outside the conversation.
Question: How might this change the way you think about what you send in private messages?
Knowing private messages can be shared should encourage people to pause and think before sending anything.

c. Snapchats’ disappearing messages are safer than regular messages. (Myth) 
Disappearing messages can still be screenshotted, recorded, or captured using another device. 
Question: Why do apps promote disappearing messages if they aren’t truly public?
Apps promote disappearing messages because the sense of privacy increases engagement and makes users feel more comfortable. 

d. If I delete a post, no one can see it anymore. (Myth) 
Once something is posted, copies may exist beyond your control. 
Question: What are some negative consequences that could occur if you post while feeling angry or hurt?
Emotional posts can escalate conflicts and can lead to consequences such as damaged relationships, cyberbullying, or screenshots being shared.

e. Privacy settings limit access but don’t guarantee privacy. (Fact)
You are responsible for what you post, send, or comment on regardless of privacy settings.
Question: Why do you think people feel safer posting content when their account is private?
People feel safer posting on private accounts because only trusted followers can see their content but those followers can still screenshot, share, or misuse the content.

f. Anonymous accounts make you untraceable. (Myth)
IP addresses and contact can identify users. 
Question: What risks can come from anonymous posting?
Anonymous posting risks include false reporting, emotional harm, lack of accountability.

15. Explain that while we can’t control everything online, we can control our choices. Pass out the safe & unsafe steps to each group. Have them work together to group the safe steps and unsafe steps.
16. The facilitator will create a T-chart on the board with ‘safe’ on one side and ‘unsafe’ on the other.
17. The facilitator will read a step and ask a group to come up to the board to tape their step on the correct side.
18. Continue until all steps have been read and posted.
Safe & Unsafe Steps Facilitators Guide:
· Think before you post, message, or snap (Safe: If you wouldn’t want it shared publicly, don’t send it.)
· Posting emotional or angry messages in the moment (Unsafe: Those posts can be shared and misinterpreted)
· Sharing personal information in private chats (Unsafe: Private chats are not fully secure and private)
· Asking permission before posting photos or videos of others (Safe: Respecting others’ privacy protects your reputation too)
· Reviewing your digital footprint regularly (Safe: Check old posts, tags, and comments)
· Talking to a trusted adult about concerning online situations (Safe: Adults can help you and report if needed)
· Deleting a post and assuming the problem is solved (Unsafe: The content may already exist elsewhere)
· Screenshotting something inappropriate without reporting it (Unsafe: It can cause more harm)
19. Debrief the lesson by having students write down on a sticky note one action they will take before sharing or posting online and turn it in to the facilitator when done. Review later to ensure students understood the content.
Example for facilitator:
I will assume anything I post or send could be shared.
I will think before sending private messages.
I will think before I post something because even if I delete it, it isn’t gone.
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Evaluating Online Communication and Its Impact Academy
(Middle/High School)
The Myth of Online Privacy Lesson Plan

Arizona State Standards Correlations

Civics 
7.C4.3 Analyze the purpose, process, implementation, and consequences of decision making and public policies in multiple settings.
8.C2.2 Explain specific roles, rights and responsibilities of people in a society.
HS.C2.4 Analyze the responsibility of citizens.

Speaking and Listening
SL.1 Prepare for and participate effectively in a range of conversations and collaborations with diverse partners, building on others’ ideas and expressing their own clearly and persuasively.
SL.2 Integrate and evaluate information presented in diverse media and formats, including visually, quantitatively, and orally.

Reading
9-10.RL.4 Determine the meaning of words and phrases as they are used in the text, including figurative and connotative meanings; analyze the cumulative impact of specific word choices on meaning and tone.

Technology
[bookmark: _Hlk35865172]6-12 S5.C1.PO6 Advocate and exhibit legal and ethical behavior when using technology. 
[bookmark: _Hlk35865186]7-12 S5.C1.PO1 Assess situations in which it is appropriate and safe to use a personal digital device in the home, school, community, and in the workplace.
7-12 S5.C2.PO1 Promote and exhibit digital citizenship by consistently leading by example and advocating social and civic responsibility to others.
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