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The Law-Related Education Academy is facilitated by the Arizona Foundation for Legal Services & Education with funding made possible by the Arizona Department of Education School Safety Program.

[bookmark: _Hlk185251268]Recognizing Red Flags in Relationships Academy
(Middle/High School)
[bookmark: _Hlk185261804]Social Media and Exploitation Lesson Plan
Please obtain administrator approval prior to implementing this lesson.

Objectives: 
· Students will understand the difference between safe and risky online situations
· Students will learn how to respond safely and seek help

[bookmark: _Hlk146786023]Protective Factor Developed:  Feelings of efficacy

Materials: 
· [bookmark: _Hlk183183207]It’s Called Sextortion Video: https://www.youtube.com/watch?v=9Q4pxdUimAU&t=2s
· What’s Your Next Move? 1 copy per group
· Sticky Note, 1 per student
Prior to the lesson:
· Review the video and share it with your administrator to ensure it is appropriate and in alignment with school policies
· Check with the classroom teacher to ensure the video can be shared in the classroom using their available technology

Timeframe: 40 Minutes

[bookmark: _Hlk146786075]Team Teaching:  For effective implementation of Law Related Education (LRE), team teach with the classroom teacher by…
· Having both the officer and teacher rotate among students and to different groups. Both instructors will provide positive feedback and engage in friendly conversations with students. This procedure will help reduce classroom disruptions, increase student engagement, and build supportive relationships with students. 
· Encouraging classroom teachers to participate in all activities by injecting clarification statements by relating relevant content to their curriculum. In this method, students will see more connections to their student life and be willing to carry over concepts and skills learned in LRE.
· Assigning the classroom teacher part of the lesson instructions. Team teaching with the classroom teacher enables the students to further see the importance of LRE lessons. It also provides an opportunity for the classroom teacher to demonstrate teaching skills conducive to effective teaching. Student attention can be maintained more easily with different voices and personalities experienced throughout the lesson.


Lesson:
1. Divide the class into small groups of 3-4 students each. 
2. Read one social media situation at a time and have students decide how safe it is. They will hold up 1 finger if they think it’s safe, 2 fingers if they think it depends, and 3 fingers if they think it’s risky. Pause for discussion before moving to the next situation.
Social media situations-
A. [bookmark: _Hlk210810339]You post a picture with friends after school, but your school logo is visible in the background.
Discussion: “What could someone learn from this photo that you didn’t mean to share?”
Facilitator Note: Reveals location or routine, Identifies school name, Could be shared beyond intended audience
B. A friend you know in real life tags you in a funny video.
Discussion: “Can something be mostly safe but still need boundaries?”
Facilitator Note: Known relationship, Public vs. private settings, Consent to be tagged
C. Someone you don’t know but who has friends in common sends you a DM saying, “You seem cool.”
Discussion: “Does having friends in common automatically mean someone is safe?
Facilitator Note: You don’t know the person in real life, Mutual friends can create a false sense of safety, Generic compliments used to start a private conversation
D. Someone you met through a game asks to move the conversation to a different app.
Discussion: “Why might someone want to move off the original app?”
Facilitator Note: Moving to less moderated platforms, Attempt to isolate communication, Avoiding parental or platform oversight
E. A person says they can help you make money online but won’t explain how.
Discussion: “Why is it a red flag when someone offers money but avoids explaining the details?”
Facilitator Note: Introduce the term exploitation and explain that sometimes people misuse social media to take advantage of others. Explain that online predators often pretend to be someone they're not, offer gifts or compliments, ask for personal photos, and try to isolate victims. Discuss how grooming happens over time and why it's important to talk to an adult if something feels wrong. Introduce applicable statutes (ARS §13-2921 Harassment, ARS §8-309 Unlawful use of an electronic communication device by a minor)
3. Play the It’s Called Sextortion Video: https://www.youtube.com/watch?v=9Q4pxdUimAU&t=2s 
4. Ask students: What warning signs did you notice? Give students time to discuss in their groups before sharing out.
Facilitator Note: Warning Signs- he doesn’t know her in person, she asks for pictures, he knows someone she hurt before.
5. Explain to students that situations like Mateo’s and similar situations involving AI deepfakes can happen to anyone online.
· Predators may take someone’s face and put it on nude bodies and then threaten to share it unless the victim gives money, real photos, or does something illegal. Facilitator Note: if your school does not want a discussion involving “nude”, you can change this to “Predators may take someone’s face and put it into a different picture and then threaten to share it unless the victim gives money, real photos, or does something illegal.”
· Emphasize that victims should never comply with threats because it will only make the situation worse.
6. Write on the board the steps that can help protect yourself in situations like Mateo’s or with AI deepfakes:
· Talk to a trusted adult
· Report the situation at https://report.cybertip.org/
· Take control if content is already online at https://takeitdown.ncmec.org/ 
7. Distribute a What’s Your Next Move? to each group. 
8. Explain that groups will work together to decide the safest next step in different online situations.
9. Once done, call on one group to read the first online situation and share their response. Then have a different group read the next situation and share their response. Continue until all situations have been read.
10. Debrief the lesson by having students complete the sentence on a sticky note: “If something online feels wrong, I can talk to…”
11. Collect sticky notes as students exit the class and review the fact to ensure they understand the content.  
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Recognizing Red Flags in Relationships Academy
(Middle/High School)
Social Media and Exploitation Lesson Plan

Arizona State Standards Correlations

Civics
(7-12 S3C4 PO4b-c) Explain the obligations and responsibilities of citizenship: obeying the law. 

Reading
R.1 Read carefully to determine what the text says explicitly and to make logical inferences from it.

Writing:
[bookmark: _Hlk90972697]7-12. W. 2 Write informative/explanatory texts to examine a topic and convey ideas, concepts, and information through the selection, organization, and analysis of relevant content. 
6‐12. WHST.4 Produce clear and coherent writing in which the development, organization, and style are appropriate to task, purpose, and audience. 

Speaking and Listening:
SL.1 Prepare for and participate effectively in a range of conversations and collaborations with diverse partners, building on others’ ideas and expressing their own clearly and persuasively.

Health
(6-12 S8C1 PO2) Demonstrate how to influence and support others to make positive health choices.

Technology
(7-12 S5C1 PO1) Assess situations in which it is appropriate and safe to use a personal digital device in the home, school, community, and in the workplace. 
(6-12 S5C1PO6) Advocate and exhibit legal and ethical behavior when using technology.
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