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“Safe from Cybercrimes”:  Academy
(Middle/High School)
Cyberharassment Lesson Plan
Obtain Administrator Approval Prior to Implementing Lesson


Objectives:  Students will…
· Understand that Cyberharassment is a form of bullying
· Learn how to protect themselves and help targets of cyberharassment
· Create a poster to illustrate ways to help others who are being harassed online

Materials:
· Large paper and markers for each group
· Cyberharassment Cards-1 per group (slides 1-4)
· Cyberharassment Card Keys (slides 5-8)
· Facilitator Guide

Timeframe: 40 Minutes

Activity 1:  Cyberharassment
1. Divide the students into small groups of 4 or 6 students each.  Then, partner up the members of each group.  If there is an odd number of students, form a partnership of three or partner that student with another student from another group with an odd number of students.   
2. Instruct the partners to discuss what they like about growing up in an age of computer technology.  (Optional: Share your experience as a teen growing up in a less technological age.) 
3. Ask for several volunteers to share a comment.  Next, ask the partners to discuss actions from others that have negative effects on their online experience.  (Optional:  Share a personal experience of harassment.)
4. Ask for several volunteers to share their example.  Inform students that Cyberharassment is bullying through repeated means, rude or inappropriate comments or offensive pictures sent constantly to a person’s email, instant messaging, social media page, online gaming site or chat rooms.  It is illegal and there are laws to help protect online users from being harassed.  (see Facilitator Guide for laws)
5. Inform students that this lesson will discuss online harassment and how to protect their online experience.  

Activity 2:  Cyberharassment Examples
1. Assign each group one Cyberharassment Card.  Instruct the groups to discuss the example and what reactions and actions can be safely taken.  Groups should choose a recorder to write the group’s responses on the card.  
2. Rotate to each group and provide suggestions if necessary.  Then, ask each group to report out on their example.  (See Cyberharassment Card Keys-slides 5-8)
3. Elaborate with relevant laws.  (See Facilitator Guide)

Activity 3:  Helping Others 
1. Provide large poster paper for each group.
2. Ask the groups to discuss signs that a friend or peer may exhibit if they were experiencing cyberharassment.   Rotate to each group and ask a volunteer for one group response.  Record ideas on the board.  
Possible Responses:  withdrawn and not want to talk, lose interest in online interactions they used to enjoy, such as gaming or posting and commenting, appear upset after receiving a text or message, say things that indicate they may want to hurt themselves, missing more school than usual, less interest in school activities or school work, feels bad about themselves, they delete online profiles or accounts; parents may have taken internet or phone privileges away, etc. 
3. Instruct the groups to choose one or more than one idea and create a poster to illustrate how to help a friend who is being cyberharassed.  
4. Instruct the groups to post their illustration and then call on each group to take turns sharing their poster with the class.   

Debrief:  
1. Instruct the groups to share an action they will take online to help others enjoy their online experience.  
2. Call on volunteers to share aloud the change they will make.  


Note:  The Online Safety Modernization Act of 2017 was introduced in the House and is still pending. It deals with swatting and other cybercrimes. To read more visit:  https://www.congress.gov/bill/115th-congress/house-bill/3067
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“Safe from Cybercrimes”:  Academy
(Middle/High School)
Cyberharassment Lesson Plan
Facilitator Guide

13-1202. Threatening or intimidating; classification (Cards #1 & #5)
A. A person commits threatening or intimidating if the person threatens or intimidates by word or conduct:
1. To cause physical injury to another person or serious damage to the property of another; or
B. Threatening or intimidating pursuant to subsection A, paragraph 1 or 2 is a class 1 misdemeanor

13-2907.01. False reporting to law enforcement agencies; classification (Card #7)
A. It is unlawful for a person to knowingly make to a law enforcement agency of either this state or a political subdivision of this state a false, fraudulent or unfounded report or statement or to knowingly misrepresent a fact for the purpose of interfering with the orderly operation of a law enforcement agency or misleading a peace officer.
B. Violation of this section is a class 1 misdemeanor.

13-2008. Taking identity of another person or entity; classification (Card #6)
A. A person commits taking the identity of another person or entity if the person knowingly takes, purchases, manufactures, records, possesses or uses any personal identifying information or entity identifying information of another person or entity, including a real or fictitious person or entity, without the consent of that other person or entity, with the intent to obtain or use the other person's or entity's identity for any unlawful purpose or to cause loss to a person or entity whether or not the person or entity actually suffers any economic loss as a result of the offense, or with the intent to obtain or continue employment.
E. Taking the identity of another person or entity is a class 4 felony.

13-2916. Use of an electronic communication to terrify, intimidate, threaten or harass; applicability; classification; definition (Cards #1, #2, #3, #4, #5, #6, #7, #8)
A. It is unlawful for any person, with intent to terrify, intimidate, threaten or harass a specific person or persons, to do any of the following:
1. Direct any obscene, lewd or profane language or suggest any lewd or lascivious act to the person in an electronic communication.
2. Threaten to inflict physical harm to any person or property in any electronic communication.
3. Otherwise disturb by repeated anonymous, unwanted or unsolicited electronic communications the peace, quiet or right of privacy of the person at the place where the communications were received.

13-2921. Harassment; classification; definition (Cards #1, #2, #3, #4, #5, #6, #7, #8)
A. A person commits harassment if, with intent to harass or with knowledge that the person is harassing another person, the person:
1. Anonymously or otherwise contacts, communicates or causes a communication with another person by verbal, electronic, mechanical, telegraphic, telephonic or written means in a manner that harasses.
2. Continues to follow another person in or about a public place for no legitimate purpose after being asked to desist.
3. Repeatedly commits an act or acts that harass another person.
4. Surveils or causes another person to surveil a person for no legitimate purpose.
C. Harassment under subsection A is a class 1 misdemeanor. 
E. For the purposes of this section, "harassment" means conduct that is directed at a specific person and that would cause a reasonable person to be seriously alarmed, annoyed or harassed and the conduct in fact seriously alarms, annoys or harasses the person.

13-2923. Stalking; classification; exceptions; definitions (Card #8)
A. A person commits stalking if the person intentionally or knowingly engages in a course of conduct that is directed toward another person and if that conduct causes the victim to:
1. Suffer emotional distress or reasonably fear that either:
(a) The victim's property will be damaged or destroyed.
(b) Any of the following will be physically injured:
(i) The victim.
(ii) The victim's family member, domestic animal or livestock.
(iii) A person with whom the victim has or has previously had a romantic or sexual relationship.
(iv) A person who regularly resides in the victim's household or has resided in the victim's household within the six months before the last conduct occurred.
2. Reasonably fear death or the death of any of the following:
(a) The victim's family member, domestic animal or livestock.
(b) A person with whom the victim has or has previously had a romantic or sexual relationship.
(c) A person who regularly resides in the victim's household or has resided in the victim's household within the six months before the last conduct occurred.
C. Stalking under subsection A, paragraph 1 of this section is a class 5 felony. Stalking under subsection A, paragraph 2 of this section is a class 3 felony. 
D. For the purposes of this section:
1. "Course of conduct":
(a) Means directly or indirectly, in person or through one or more third persons or by any other means, to do any of the following:
(i) Maintain visual or physical proximity to a specific person or direct verbal, written or other threats, whether express or implied, to a specific person on two or more occasions over a period of time, however short. 
(ii) Use any electronic, digital or global positioning system device to surveil a specific person or a specific person's internet or wireless activity continuously for twelve hours or more or on two or more occasions over a period of time, however short, without authorization.
(iii) Communicate, or cause to be communicated, on more than one occasion words, images or language by or through the use of electronic mail or an electronic communication that is directed at a specific person without authorization and without a legitimate purpose.
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“Safe from Cybercrimes”:  Academy
(Middle/High School)
Cyberharassment 
Correlations
Civics
6.C4.2 Describe and apply civic virtues including deliberative processes that contribute to the common good and democratic principles in school,
community, and government.
7.C4.2 Assess specific rules and laws (both actual and proposed) as a means of addressing public problems.
8.C1.2 Demonstrate civic virtues that contribute to the common good and democratic principles within a variety of deliberative processes and settings.
8.C2.2 Explain specific roles, rights and responsibilities of people in a society.
HS.C2.4 Analyze the responsibility of citizens.

Reading:
R.1 Read carefully to determine what the text says explicitly and to make logical inferences from it.

Writing:
6‐12. WHST.4 Produce clear and coherent writing in which the development, organization, and style are appropriate to task, purpose, and audience. 

Speaking and Listening:
SL.1 Prepare for and participate effectively in a range of conversations and collaborations with diverse partners, building on others’ ideas and expressing their own clearly and persuasively.
SL.2 Integrate and evaluate information presented in diverse media and formats, including visually, quantitatively, and orally.

Health:
6-12 S3C2 PO1-4 Describe and analyze situations that may require professional health services. 
Locate and access valid and reliable health products and services. 
6-8 S5C2 PO1 Determine when health related situations require the application of a thoughtful decision-making process.

Technology
6-12 S5.C1.PO2 Describe strategies to deal with cyber-bullying situations.
[bookmark: _Hlk35865701]7-12 S5.C1.PO4 Demonstrate safe online communication practices regarding personal information.
6-12 S5.C1.PO6 Advocate and exhibit legal and ethical behavior when using technology. 
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