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“Screen Time Skills” Academy
(Elementary Grades K-3)
Locking Up Your Passwords Lesson Plan
Please obtain administrator approval prior to implementing this lesson.

Objectives: Students will…
· understand the purpose of internet passwords.
· learn consequences for sharing passwords.
· practice creating a strong password.

Protective Factor Developed: Decision-Making Skills
SEL Competency: Responsible Decision-Making

Materials:
· Lock and Key Pictures, see slides 1-11 
· Slide 12
· Create Strong Passwords Tips Activity Sheet see also pdf
· Group Folders Set Up, pg. 3
· 1 Large envelope for each group; numbered
· 1 Small envelope for each group
· Sticky note pad, 3 notes per group
· Prizes for each student such as stickers, fidget toys, candy, etc. 

Timeframe: 40 Minutes

Team Teaching:  For effective implementation of Law Related Education (LRE), team teach with the classroom teacher by…
· Having both the officer and teacher rotate among students and to different groups. Both instructors will provide positive feedback and engage in friendly conversations with students. This procedure will help reduce classroom disruptions, increase student engagement, and build supportive relationships with students. 
· Encouraging classroom teachers to participate in all activities by injecting clarification statements by relating relevant content to their curriculum. In this method, students will see more connections to their student life and be willing to carry over concepts and skills learned in LRE.
· Assigning the classroom teacher part of the lesson instructions. Team teaching with the classroom teacher enables the students to further see the importance of LRE lessons. It also provides an opportunity for the classroom teacher to demonstrate teaching skills conducive for effective teaching. Student attention can be maintained more easily with different voices and personalities experienced throughout the lesson.

Activity: 
1. Gather students in a large area of the room where students can sit comfortably on the floor with a shoulder partner.
2. Explain that you will display a Lock and Key picture, see slides 1-11 and they are to whisper to their shoulder partner what place you can get into. Call on volunteers to reveal the answer. (Combination lock to a locker, house key, car key, keypad with code, file cabinet key, jewelry box key, etc.)
3. Now, ask students what they think all those pictures have in common. Allow students to speak out their ideas. 
4. Next, ask students to speak to their shoulder partner what the purpose of keys is. Call on volunteers to share their responses. 
Lesson:
5. Explain that just as keys allow wanted visitors in, passwords on computers allow wanted visitors in. Inform students, “Computer passwords are a secret group of letters, symbols and numbers that let you into places online. (Show slide 12) Just like you would not give the key to your house to people who are not allowed in without permission, you would not give your password to people not allowed in without permission.”
6. Ask students to raise their hand and tell you who could know their password other than them. (Parents, teachers; with parent permission)
7. Explain to students that it is important to create strong passwords that others cannot guess. For example, if you have a dog whose name is Oliver. You would not want to have a password like this: “mypetoliver”.
8. Ask the class to brainstorm with you about what could happen if someone got your password to a computer site you are allowed to visit. Record ideas on the board.
Possible Responses:  access private information, mess up your game, post something without your knowledge, charge things on your parents account if connected, etc.
9. Divide students into small groups of 3 or 4 students each. Give each group a number that will correspond with the large envelopes prepared. See Group Folder Set Up (pg. 3). 
10. Provide the Create Strong Passwords Tips activity sheet, pg. 4 to each group. Review the directions and model with the following example:
Task #1: Mary had a little lamb. Mhall (You may need to provide a different example for each group by filling that portion of the activity sheet out.)
Task 2: 16
Task 3: #
Task #4: Mhall16#
11. Instruct the groups to follow the steps to create a pretend password. Explain that after each task, one member of the group should raise their hand for you or the teacher to check. 
12. Inform groups that for each completed task they will receive either a shape, color, or number. When they have collected all three parts of a combination, groups will string these together to form a combination that will unlock a prize for each member of the group.
13. As each group brings you or the teacher a completed task, provide each group a different part of a combination assigned only to that group. When groups have finished all 4 tasks, they may bring you or the teacher their combination to receive their prize. The order matters, so they may not be correct on their first attempt.
14. When all groups have received their prizes, instruct the groups to discuss what could happen if someone is able to access their password. Call on each group to provide a response. Elaborate with possible consequences. 
15. Debrief the lesson by asking each group to share one tip to keep their passwords safe.

Group Folder Set-Up:

1. Label each large envelope with the group’s number. 
2. Make a list for yourself of possible combinations with one color, one shape and one number for each group. This number should be different from the group’s number. Make a note of which group is assigned which combination. Ex. Group 1: Red- Square-1
3. Place 3 separate sticky notes labeled with one of the 3 parts of the combination for each group and place them in their envelope. Place another small envelope in the large envelope containing the prizes for each member of that group. Also place another sticky note in the small envelope or write it on the envelope, the correct combination assigned to that group that they must match. 
*For younger students, you may need to provide examples for step 1 by filling out a different example on their group’s worksheet.



[image: AFLSE w bar fdn]
The Law-Related Education Academy is sponsored by the Arizona Foundation for Legal Services & Education with funding made possible by the Arizona Department of Education.

“Screen Time Skills” Academy
(Elementary Grades K-3)
Locking Up Your Passwords 
Correlations

Civics
K.C1.1 Apply values of respect, responsibility, equality, and fairness within schools and communities.
1.C1.1 Apply values of respect, responsibility, equality, and fairness as a member of a community.

K.C1.2 Follow agreed upon rules for discussions when responding to others and making decisions as a group.
1.C1.2 Follow agreed upon rules for discussions when responding to others and making decisions including consensus building procedures.

K.C4.2 Explain why rules are important within the classroom and school. 
1.C3.1 Explain the importance of rules and laws in our community. 
2.C4.2 Explain how rules function in public settings. 


Speaking & Listening
SL.1 Participate in collaborative conversations (one-on-one, in groups, and teacher-led) with diverse partners on grade level topics and texts, building on others’ ideas and expressing their own clearly.
A. Follow agreed-upon rules for discussions (e.g., gaining the floor in respectful ways, listening to others with care, speaking one at a time about the topics and texts under discussion).
B. Build on others’ talk in conversations by linking their comments to the remarks of others. 
C. Ask for clarification and further explanation as needed about the topics and texts under discussion. 
SL.3 Ask and answer questions about information from a speaker, offering appropriate elaboration and detail. 
SL.6 Speak in complete sentences when appropriate to task and situation in order to provide requested detail or clarification. 
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