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“Smart Online Communication”: Academy
(Middle/High)
  Protecting your Online Experience Lesson Plan

Objectives:  
· Students will learn about cyberbullying and cyberstalking
· Students will explore strategies that can protect their online experience
· Students will promote online safety with their peers

Materials:
· Large poster paper and markers for each group
· Group copies of Arizona Law -see Resources PPT
· Student Handout-one per group
· Group Copies of Cyberstalking definition-see Resources PPT
· Each One-Teach One Safety Tips strips-one per student-see Resources PPT
· Emoji Ball or soft object to toss during debrief

Timeframe: 50 Minutes

Activity 1: Definitions and Laws
1. Begin the activity by placing students into small groups of 4 or 5 students in each. Provide large paper and markers for each group. 
2. Invite the students to call-out activities they enjoy online. As the facilitator, record the student responses on the board.   

Possible Answers:  music, information, communication, movies, entertainment, news, games, shopping, viewing, sharing, etc.)

3. Inform students that that cyberbullying and cyberstalking can affect their online experience therefore it is important to learn how to protect themselves so they can continue to enjoy this technology.  
4. Hand each group a copy of the Arizona law for cyberbullying.  (See Resources PPT) Instruct the students to choose a volunteer to read the definition to their group. 

(Ariz. Rev. Stat. Ann. § 13-2921.)
Cyberbullying is using electronic media to harass threaten or intimidate another person. Arizona law defines harassment as conduct directed at a specific person that would cause a reasonable person to be “seriously alarmed, annoyed or harassed” and that, in fact, does have that effect on the person targeted. 

5. Hand each group the list of examples of cyberbullying behaviors (see Student Handout) and assign or let each group choose a different one to illustrate.  
6. Give time for each group to display their poster and inform their classmates which behavior it depicts.  Inform the groups that they will come back to their poster later in the lesson.
7. Next, instruct the groups to discuss with their group, possible ways cyberbullying could affect the online experience for others.
8. Rotate around to each group and choose a volunteer to report out one answer; record the responses on the board.    

Possible answers:  feel uncomfortable to continue in the chat or on the site, be concerned they could be a target, feel pressure to join in on the harassment, feel bad for the target, scared, uncertain, annoyed, etc.

9. Next, hand each group the definition for cyberstalking and instruct the groups to choose a different volunteer to read it out loud.  

Cyberstalking: the repeated use of electronic communications to harass or frighten someone. For example, by sending threatening emails, comments in social media, or other electronic communication.

10. Then, each group should discuss what they think the difference is between cyberbullying and cyberstalking. 
11. Ask for a few volunteers to give their group’s response. The facilitator should explain the difference, if necessary.  (“cyberbullying” refers to bullying situations that involve children or young adolescence ; “cyberstalking” refers to adults involved in bullying situations)


Activity 2: Each One-Teach One Safety Tips
1. Hand each student a Safety Tip strip (see Resources PPT) and explain that they are to study their tip on strategies to protect themselves and others from cyberbullying, then take turns sharing their tip with their group.
2. Next, instruct the students to move around the room and find at least 3 other class members, not in their group, and teach each other their safety tip.  When they are done, they are to turn-in their Safety Tip strip and sit in their groups.
3. Now, instruct the groups to list as many safety tips they can remember on their large poster paper. 
4. As the facilitator, call out one tip at a time, instructing the groups to give their poster 2 points for every matching or similar tip.  At the end of calling out all the tips, see which group remembered the most tips. 
5. Ask for volunteers to share any other tips they can think of to protect their online experience.  

Activity 3:  Safety Tip Posters 
1. Divide the Safety Tip strips among the groups and instruct the groups to collaborate and decide which safety tip best would apply to which Cyberbullying poster, created in the first activity.  Infor the students that more than one tip would apply to more than one example of Cyberbullying.  Instruct the groups to also add at least three people or titles of people they can report cyberbullying to.
2. Rotate around to each group, giving an opportunity for each group to demonstrate which posters they added their safety tips to and explain how it fits that example of cyberbullying.  
3. Ask each group to comment on whether they feel there is a need for more laws to protect their online safety and what would that law sound like. 

Debrief:  Toss the emoji ball or other soft object to a volunteer and have them give one strategy to protect their online experience or a reason why they think laws exist against cyberbullying and cyberstalking. 
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“Smart Online Communication”: Academy
(Middle/High)
 					 Protecting your Online Experience
Student Handout
Source: https://www.understood.org/en/friends-feelings/child-social-situations/online-activities-social-media/what-are-some-examples-of-cyberbullying 
1. Sending mean messages on snapchat;
2. Posting mean captions on someone’s picture posted on their Facebook page;
3. Humiliating someone in an online chat room;
4. Repeatedly doing mean things to someone’s character in one or more online worlds;
5. Creating a hostile environment in several online worlds or game rooms;
6. Impersonating someone online—including creating a fake online profile;
7. Repeatedly texting someone to the point of harassment;
8. Directly threatening or intimidating someone online or in a text;
9. Starting rumors or spreading gossip online;
10. Stealing someone’s password and logging into someone else’s account;
11. Taking a photo or video and sharing it without the subject’s consent, knowing it might be embarrassing;
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“Smart Online Communication”: Academy
(Middle/High)
  Protecting your Online Experience
Correlations
	Civics and Government

	Explain the obligations and responsibilities of citizenship: obeying the law.
(7-8 S3C4 PO4; HS S3C4 PO3c.)




	Technology

	Assess situations in which it is appropriate and safe to use a personal digital device in the home, school, community, and in the work place. 
(7-12 S5C1 PO1)

Describe strategies to deal with cyber-bullying situations.
 (6-12.S5C1PO2

Articulate and practice the school and district rules governing the use of digital tools as defined by school board policy and procedures. 
(7-12 S5C1 PO3)

Demonstrate safe online communication practices regarding personal information.
(7-12 S5C1 PO 4)

Promote and exhibit digital citizenship by consistently leading by example and advocating social and civic responsibility to others.
(6-12 S5C2 PO1)







	Visual Art

	Explain purposeful use of subject matter, symbols, and/or themes in his or her own artwork.
(S1C4PO 201)

Create artwork that communicate substantive meanings or achieve intended purposes (e.g., cultural, political, personal, spiritual, and commercial).
(S1C4 PO302)



	[bookmark: _GoBack]Comprehension and Collaboration

	Engage, initiate, and participate effectively in a range of collaborative discussions (one-on-one, in groups, and teacher-led) with diverse partners on grade appropriate topics, texts, and issues, building on others’ ideas and expressing their own clearly. 
(6-12 SL.1.)
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