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“Smart Online Communication”: Academy
(Middle/High)
 Cyber Smarts:  Protecting Your Digital Trail Lesson Plan

Objectives:  
· Students will learn what a “Digital “Footprint” is
· Students will understand the impact their online behavior can have
· Students will learn how to be smart about the communication they leave behind

Materials:
· Large poster paper and markers
· One 3 x 3 sticky note per student
· Project/Internet Access 
· Common Sense Video Footprint:  https://www.commonsensemedia.org/videos/digital-footprint#   
· Spot Light on Cyber Safety Brochure from Human Relations:   https://www.hrmvideo.com/catalog/spotlight-on-cyber-safety  
· Your Digital Footprint:  Leaving a Mark http://www.teachinctrl.org/lessons/yourdigitalfootprint.php 
· Cyber Dilemmas in a Jar: Free Spirit Publishing

Timeframe: 50 Minutes

Activity 1: Defining “Digital Footprints”
1. Begin the activity by placing students into small groups of 4 or 5 students in each. Provide large paper and markers for each group.
2. Distribute a 3x3 sticky note to each student and instruct them to write one thing about themselves that others in the class may not know. Remind them that they should think of something appropriate such as place of birth, favorite color, dream adventure, last food they ate, etc. but nothing too personal that should not be shared. 
3. As the facilitator, collect the notes then randomly post them all around the room. Instruct the participants to go and choose 1 note that is not their own and try to figure out who it belongs to. 
4. Instruct the students to go around the room, searching for the author, when they find them have them write their name on it and return to their seats.  
5. When most of the students have returned to their seats, explain to the class that these notes represent footprints, bits of information about people that you may, or may not want everyone to know about. 
6. Next, have each group collaborate and write their own definition of “Digital Footprint” at the top of their large poster paper.  Post the correct definition, review with the class and instruct the groups to compare their definition and make any changes necessary.  
Digital Footprint is the record or trail left by the things you do online.
6. Now, instruct the groups to brainstorm a list of places online where their name may appear and record on their large poste paper below the definition.    
7. Rotate around to each group, asking a volunteer to share one idea from their group.  Instruct the other groups to cross that idea off their list.  Continue until most ideas have been heard.  
Possible Answers:  social media activity, info on personal websites, browsing history, online subscriptions, photo galleries, uploaded videos, etc. 
8. Inform the students of the “Children’s Online Privacy Protection Act” that restricts websites from gathering information on children under 13 without parent permission.  Website are required by law to provide privacy policies.  Some website make it their policy to restrict younger age groups.  One way to be smart with your online communication is to comply with these guidelines and check with your parents before filling out any forms online.  
9. Next, ask each student to indicate by a show of digits 1-5, 5 being the highest, how important is their digital footprint to them.  Tally the results on the board and save for the end of the lesson.

Activity 2:  Calculate your digital footprint
1. Next, instruct the students to think of something appropriate they recently posted online or make something up.  
2. Then, have students think of the number of “friends” or contacts they have online or make a number up. (Pew research 2014: half of Facebook users have 200 “friends”)
3. Next, have the students multiply their number of “friends” or contacts by 300, this is an estimate of the number of friends, their contacts or “friends” have.  
4. Now, multiply that number by 500; this is an estimate of the number of “friends” of “friends” of your “friends” or contacts.  
5. Choose a volunteer to share their final number. Ask for a show of hands from anyone that has a higher number and choose one of those students to give their number. Ask for a show of hands if anyone has a higher number than that. Continue to find the student with the highest number.   
6. Explain that this multiplying demonstrates the number of people who could potentially see what you have posted.  
7. Instruct each student to tell a student sitting next to them, one reason why it is or isn’t important to think about what you are posting before you post.   
8. Ask for a few volunteers to share out loud one reason their partner gave.  

Activity 3: Literature Questions 

Option 1:  Distribute the Spot Light on Cyber Safety Brochure from Human Relations Media.
Option 2:  Make copies of pg. 2 of Cable in the Classroom Your Digital Footprint:  Leaving a Mark:  http://www.teachinctrl.org/lessons/yourdigitalfootprint.php  to each group or student.
1. Assign each group a section of the brochure or handout.  Instruct each group to label their poster paper with their section and then create 3 questions from their assigned section and record on the large poster paper, leaving enough room for another group to provide the answers.  (Students may use the same side as the previous ‘Digital Footprint’ definition or turn their poster paper over.) The answers will equip the reader with smart online communication strategies. 
2. The students should also make a copy of their questions with the correct answers on notebook paper as a key and keep it secret.  Inform the students that they will leave their poster with their developed questions and the handout that goes with it on their table.  
3. Instruct the students to rotate to the next table clockwise (taking their answer key with them), read the handout provided and record the answer to the questions on the large poster paper at the table.  
4. Next, rotate around to each group, asking for a volunteer to read the questions and the answers.  The group that created the questions will check for accuracy and correct if necessary.   
5. Ask the listening audience if they agree or disagree with the correct answers.  
6. Next, ask each student to consider the information they have learned. Then they should indicate again by a show of digits 1-5, 5 being the highest, how important is their digital footprint to them.  Tally the results on the board and compare to the first tally.
*Possible modification- you can rotate the papers clockwise instead of the students if space does not permit the movement of the students.

Debrief:  
Options 1:  
Hand each group a card from the Cyber Dilemmas in a Jar and have them brainstorm an appropriate response.  Then rotate to each group and instruct them to read their card and give their response.  

Option 2:  
Instruct the groups to think about one way they can be smart about their digital footprint.  
Possible Answers:
· “Think before you post”
· Use an Avatar
· Use Strong Passwords
· Use protection/Privacy settings
· Read the agreement before accepting
· Google your name and report any false information
· Keep your password private
· Consider who you share personal information with
· Conduct transaction on secure sites
· Respect privacy of others
· Use civic behavior online
· Back up your data
· Check the facts 
Sources:  
· https://www.dhs.gov/publication/stopthinkconnect-promotional-materials    
· https://www.commonsensemedia.org/videos/digital-footprint#   
· http://www.teachinctrl.org/lessons/yourdigitalfootprint.php 
· https://www.azag.gov/internet-safety 
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“Smart Online Communication”: Academy
(Middle/High)
 Cyber Smarts:  Protecting Your Digital Trail
Correlations


	Civics and Government

	Explain the obligations and responsibilities of citizenship: obeying the law.
(7-8 S3C4 PO4; HS S3C4 PO3c.)





	Technology

	Assess situations in which it is appropriate and safe to use a personal digital device in the home, school, community, and in the work place. 
(7-12 S5C1 PO1)

Describe strategies to deal with cyber-bullying situations.
 (6-12.S5C1PO2

Articulate and practice the school and district rules governing the use of digital tools as defined by school board policy and procedures. 
(7-12 S5C1 PO3)

Demonstrate safe online communication practices regarding personal information.
(7-12 S5C1 PO 4)

Promote and exhibit digital citizenship by consistently leading by example and advocating social and civic responsibility to others.
(6-12 S5C2 PO1)









	Comprehension and Collaboration

	Engage, initiate, and participate effectively in a range of collaborative discussions (one-on-one, in groups, and teacher-led) with diverse partners on grade appropriate topics, texts, and issues, building on others’ ideas and expressing their own clearly. 
(6-12 SL.1.)

c. Pose and respond to specific questions with elaboration and detail by making comments that contribute to the topic, text, or issue under discussion.

d. Acknowledge new information expressed by others and, when warranted, modify their own views.





	Key Ideas and Details

	Read closely to determine what the text says explicitly and to make logical inferences from it; cite specific textual evidence when writing or speaking to support conclusions drawn from the text. 
(6-12.RH.1)



	Production and Distribution of Writing

	Produce clear and coherent writing in which the development, organization, and style are appropriate to task, purpose, and audience. 
(6‐12.WHST.4)
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