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[bookmark: _Hlk185251268]Social Media and Campus Issues Academy
(Middle/High School)
[bookmark: _Hlk185261804]Digital Footprint Lesson Plan
Please obtain administrator approval prior to implementing this lesson.

Objectives: 
· Students will understand the meaning of a digital footprint
· Students will learn the effects a digital footprint may have on teens

[bookmark: _Hlk146786023]Protective Factor Developed:  Critical reasoning skills

Materials: 
· [bookmark: _Hlk183183207]Round Robin Cards, 1 card per group
· Different colored writing utensils, 1 per group
· Round Robin Facilitator Guide, 1 copy
· Safety Steps, 1 set in sandwich bag per group
· Sticky Notes, 1 note per student
· Tape
Prior to the lesson, 
· Cut Safety Steps and place each set in a sandwich bag for each group

Timeframe: 40 Minutes

[bookmark: _Hlk146786075]Team Teaching:  For effective implementation of Law Related Education (LRE), team teach with the classroom teacher by…
· Having both the officer and teacher rotate among students and to different groups. Both instructors will provide positive feedback and engage in friendly conversations with students. This procedure will help reduce classroom disruptions, increase student engagement, and build supportive relationships with students. 
· Encouraging classroom teachers to participate in all activities by injecting clarification statements by relating relevant content to their curriculum. In this method, students will see more connections to their student life and be willing to carry over concepts and skills learned in LRE.
· Assigning the classroom teacher part of the lesson instructions. Team teaching with the classroom teacher enables the students to further see the importance of LRE lessons. It also provides an opportunity for the classroom teacher to demonstrate teaching skills conducive to effective teaching. Student attention can be maintained more easily with different voices and personalities experienced throughout the lesson.

Lesson:
1. Divide the class into small groups of 3-4 students each. Provide each group with sticky notes and markers.
2. Write ‘trail’ on the board and instruct groups to discuss the meaning.
3. Call on groups to share their ideas.
4. Inform students that trail is a mark or path left behind by the passage of someone or something.[footnoteRef:1] [1:  https://www.merriam-webster.com/dictionary/trail] 

5. Explain to the class, in the digital world, every website you visit creates a trail, and each time you click a button, you leave behind a ‘Digital Footprint.’ This footprint can reveal details about you and can be accessed by the website and anyone they choose to share it with. Any personal information you provide can be seen and used not only by those you share it with, but also by anyone they decide to share it with. 
6. Inform the students that you are going to show them a video that will share what teens have to say about sharing on social media. 
7. Distribute a round robin card and different colored writing utensil to each group and explain that as they listen to the video, they should focus on identifying the correct answers to their card.
8. Play the video- ‘Teen Voices: Oversharing and Your Digital Footprint’ https://www.youtube.com/watch?v=ottnH427Fr8 
9. Next, explain that the 'Round Robin' activity they will participate in will allow them to explore digital footprints further.
10. Tell the students that everyone in the small group should contribute to the answers for the next activity. However, each person will serve a specific role. Instruct each small group to pick one group member for each small group role:
a. Recorder: this person will be the writer and will write the group’s responses
b. Reporter: this person will be the one who shares the group’s answers with the whole class
c. Timekeeper: this person will watch the clock and ensure the group finishes in time
d. Task keeper: this person will ensure they stay on task and complete the project
If only 3 in a group, the timekeeper and task keeper can be the same person
11. Set a timer for two minutes. During this time, the group will collaborate to write answers on the round robin card in front of them. Once the time is up, they will pass the card clockwise to the next group. This process will continue until each group has contributed answers to every card. Please note that they can’t repeat examples that groups have already written.
Facilitator note: if concerned about tracking student ideas, assign each group a different marker color.
12. Once the activity is complete, ask students to report out answers from the card they are left with. The facilitator can use the round robin facilitator guide to share additional examples. 
13. Explain to the class that there are some safety steps they can take to manage their digital footprint and protect their online reputation.
14. Pass out the safety steps to each group. Have them work together to group the safe steps and unsafe steps.
15. The facilitator will create a T-chart on the board with ‘safe’ on one side and ‘unsafe’ on the other.
16. The facilitator will read a step and ask a group to come up to the board to tape their step on the correct side.
17. Continue until all steps have been read and posted.
Safety Steps Facilitators Guide:
· Use strong passwords and only share with your parents (Safe: parents can help you keep safe online)
· Click on any link from your e-mail (Unsafe: spyware can access your personal information)
· Use the same password for all accounts and share it (Unsafe: if someone learns that password, they could have access to all your accounts)
· Think before you post (Safe: think before you click remember your digital footprint is permanent and public)
· Use privacy settings on all your social media accounts (Safe: but remember the servers have your information)
· Use made-up nicknames or avatars for your photos (Safe: this will protect your identity)
· Post personal information or locations (Unsafe: Posting your location allows others to be able to find you easily. That is good if you have safe people to share with but not everyone needs your location. There may be some that want to hurt you, stalk you, or hurt your property. For example, if you post that you are going on vacation for 10 days, others will know that is a good time to vandalize or burglarize your home.)
· Talk with a trusted adult about your online experiences (Safe: adults can help you and report if needed)
· Post photos of others without permission (Unsafe: privacy violation and could lead to consequences. Not everyone is in a safe situation. They may be experiencing things you are unaware of. If you post a picture of them and it gives a location, someone who may want to harm them could find them.)
· Screenshot something inappropriate without reporting it (Unsafe: can cause more harm)
18. Debrief the lesson by having students write down on a sticky note one action they will commit to staying safe online and turn it in to the facilitator when done. Review later to ensure students understood the content.
Example for facilitator:
I will check my privacy settings and make sure my account is private.
I will think before I post something because even if I delete it, it isn’t gone.
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Social Media and Campus Issues Academy
(Middle/High School)
Digital Footprint Lesson Plan

Arizona State Standards Correlations

Civics 
7.C4.3 Analyze the purpose, process, implementation, and consequences of decision making and public policies in multiple settings.
8.C2.2 Explain specific roles, rights and responsibilities of people in a society.
HS.C2.4 Analyze the responsibility of citizens.

Speaking and Listening
SL.1 Prepare for and participate effectively in a range of conversations and collaborations with diverse partners, building on others’ ideas and expressing their own clearly and persuasively.
SL.2 Integrate and evaluate information presented in diverse media and formats, including visually, quantitatively, and orally.

Reading
9-10.RL.4 Determine the meaning of words and phrases as they are used in the text, including figurative and connotative meanings; analyze the cumulative impact of specific word choices on meaning and tone.

Technology
[bookmark: _Hlk35865172]6-12 S5.C1.PO6 Advocate and exhibit legal and ethical behavior when using technology. 
[bookmark: _Hlk35865186]7-12 S5.C1.PO1 Assess situations in which it is appropriate and safe to use a personal digital device in the home, school, community, and in the workplace.
7-12 S5.C2.PO1 Promote and exhibit digital citizenship by consistently leading by example and advocating social and civic responsibility to others.
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