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“Technology Use and School” Academy
(Middle/High)
Responsible Use of School Technology Lesson Plan
Please obtain administrator approval prior to implementing this lesson.

Objectives: Students will…
· understand the value of school technology.
· learn consequences of not adhering to school technology use policies.
· apply rules for school technology use.

Protective Factor Developed: Connection/Commitment to School 

Materials:
· Large poster paper and markers for each group
· Cyber Dilemma Cards Challenges for Teens by Free Spirit Publishing
· Copies or excerpts of the school’s handbook
· 4 Posters labeled see Step 5, 1 set for every 4 groups
· Facilitator Guide A pg. 3
· Technology Use Scenarios pgs. 4-6
· Facilitator Guide B pgs. 7-9
· Sticky notes, different colored pad per group

Timeframe: 50 Minutes

Team Teaching:  For effective implementation of Law Related Education (LRE), team teach with the classroom teacher by…
· Having both the officer and teacher rotate among students and to different groups. Both instructors will provide positive feedback and engage in friendly conversations with students. This procedure will help reduce classroom disruptions, increase student engagement, and build supportive relationships with students. 
· Encouraging classroom teachers to participate in all activities by injecting clarification statements by relating relevant content to their curriculum. In this method, students will see more connections to their student life and be willing to carry over concepts and skills learned in LRE.
· Assigning the classroom teacher part of the lesson instructions. Team teaching with the classroom teacher enables the students to further see the importance of LRE lessons. It also provides an opportunity for the classroom teacher to demonstrate teaching skills conducive for effective teaching. Student attention can be maintained more easily with different voices and personalities experienced throughout the lesson.

Ice Breaker Activity: What Would You Do?
1. Divide students into small groups of 4 or 5 students in each. Provide large poster paper and markers for each group. Leave several Cyber Dilemma Cards with each group.
2. Instruct the students to each pick a card, read it, and think about their response. Then, each group member will take turns reading aloud their card to their group and sharing their response. Group members may also share a response that is different from the speaker.
3. The teacher and officer should visit each group, listening to students and sharing their responses. Take a turn with a card too and share with that group.

Lesson:
4. [bookmark: _Hlk107917272]Provide copies or excerpts of the school’s handbook and bring attention to the sections on the use of school electronic devices and technology. 
5. Instruct the groups to review the information and discuss as a group. While students are reviewing their school handbook on technology use, post duplicates of the 4 posters for each set of 4 groups in your classroom. For example, if there are 8 groups, post 2 sets of the 4 posters so that 4 groups are working on set 1 and the other 4 groups are working on set 2. The posters should be labeled with the following titles:
Poster #1: List one type of technology, provided by schools, students can use at school or at home.
Poster #2: List one rule from the student handbook, computer lab or classroom on the use of school provided technology.
Poster #3: List one consequence for not adhering to school rules or home rules on use of school provided technology.
Poster #4: Complete the sentence: “One of the ways students would be impacted If our school didn’t provide technology would be…”
6. Assign each group to a poster and a different colored marker. Instruct the groups to review the titles and decide as a group a single idea to record. Inform the groups you will call when it is time to rotate clockwise to the next poster. Each group will only visit posters 1-4 in their assigned set.
7. Facilitators should visit groups as they rotate, providing positive feedback.  
8. When groups have rotated back to the poster they started with, call on the groups at poster #1 to take turns providing responses. Then, move to the groups at poster #2 and repeat. Elaborate after a poster has been reported on. See Facilitator Guide A (pg. 3).
9. Next, assign each group a Technology Use Scenario (pgs. 4-6). Instruct the groups to discuss their scenario and record the rules broken, any consequences for violating school rules, and how to report if they witnessed or had knowledge of a peer with the action indicated in the scenario. 
10. Facilitators should rotate to each group, checking for understanding, and providing helpful responses.
11. Call on each group to share their scenario with the class and their responses. Elaborate if necessary, see Facilitator Guide B (pgs. 7-9).
12. Debrief the lesson by writing the following four headings on the board: STOP – START – CONTINUE – CHANGE. 
13. Instruct students to use a sticky note to record one or more ideas that would fit under the headings on the board. Their sticky note should also contain the proper heading. 
14. Each group should have one group member collect the notes and post them on the board under the correct headings.
15. Call on 4 volunteers to each summarize one heading of ideas and report to the class. They may want to group ideas together.  
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“Technology Use and School” Academy
(Middle/High)
Responsible Use of School Technology
Facilitator Guide A
Answers may vary depending on the school’s specific policies.
Possible Responses:
Poster #1: List one type of technology, provided by schools, students can use at school or at home.
· Tablet/Chromebooks
· Calculators
· School computer

Poster #2: List one rule from the student handbook, computer lab, or classroom on the use of school provided technology.
· Signed Electronic Use Form
· No use of food or drinks in computer lab
· Return issued devices 

Poster #3: List one consequence for not adhering to school rules or home rules on use of school provided technology.
· Banned from use (temporarily or permanently)
· Detentions, expulsions
· Ineligible for participating in extracurricular school activities or school sports 

Poster #4: Complete the sentence: “One of the ways students would be impacted If our school didn’t provide technology would be…”
· Possible disadvantage with other schools with technology use
· Lack of hands-on experience with real-world technology
· Some students without use of technology may be at greater disadvantage than others with personal technology when it comes to access internet to help with school research and work
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“Technology Use and School” Academy
(Middle/High)
Responsible Use of School Technology
Technology Use Scenarios

1. [bookmark: _Hlk113605357]Recording a teacher without their consent
Sara is secretly recording her teacher during class and then posting on social media to make fun of. Other students begin to do the same in other classes and then post on social media. Students will make mean memes and post unkind comments.

Questions: 
[bookmark: _Hlk113605058]What school rule was violated? 


What consequences could there be? 



What actions could you take if you witnessed this on social media? 


--------------------------------------------------------------------------------------------------------------------------------------------------

2. Posting a video of a school fight
Yvette receives a text during lunch that a fight has broken out behind the 2nd wing. She arrives just in time to capture video of the fight before school staff arrive to break it up. Yvette posts the video on social media. Soon several students are posting their take on the fight and which side they are on.

Questions: 
What school rule was violated? 


What consequences could there be? 


What actions could you take if you witnessed this on social media?



3. Unauthorized use of a peers’ account
John forgot to do a large math assignment his teacher posted online. He can guess his friend Juan’s login information and logs in as Juan to copy the answers. He then submits the work as his own.

Questions: 
What school rule was violated? 


What consequences could there be? 


[bookmark: _Hlk113211784]What actions could you take if you were aware of John’s actions?


--------------------------------------------------------------------------------------------------------------------------------------------------

4. Breaking school issued electronic devices
Maria tripped while running to her mom’s car before school. Her school owned laptop fell out of her backpack and the screen cracked when it hit the pavement. Maria took the laptop to the librarian who oversees school technology as soon as she got to school.

Questions: 
What school rule was violated? 


What consequences could there be? 


What actions could you take if you witnessed Maria’s actions?


--------------------------------------------------------------------------------------------------------------------------------------------------

5. Losing school issued electronic devices
Enrique took his school tablet with him on vacation so he could work on a class project. He accidentally left it on the seat at a restaurant. When he went back it was gone. 

Questions: 
What school rule was violated? 


What consequences could there be? 


What actions would you take if Enrique confided in you?



6. Tampering with school issued electronic devices
Brie wants to catch up on social media while she is in art class. The school has content filters which block social media access. Brie knows how to modify her school laptop without permission and uses it to access social media anyway.

Questions: 
What school rule was violated? 


What consequences could there be? 


[bookmark: _Hlk113212150]What actions would you take if you witnessed Brie’s actions?


--------------------------------------------------------------------------------------------------------------------------------------------------

7. Being off task with school issued electronic devices
Ahmad is supposed to be using his time in class to research a historical figure on his laptop. Instead, he is using it to work on coding a game for STEM class.

Questions: 
What school rule was violated? 


What consequences could there be? 


What actions could you take if you witnessed Ahmad’s actions?


--------------------------------------------------------------------------------------------------------------------------------------------------

8. Intentionally breaking school issued electronic devices 
Frank is bored and decides to scratch off the printed letters on his school laptop’s keyboard. They can no longer be read.

Questions: 
What school rule was violated? 


What consequences could there be? 


What actions could you take if you witnessed Frank’s actions?
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“Technology Use and School” Academy
(Middle/High)
Responsible Use of School Technology
Facilitator Guide B


1. [bookmark: _Hlk113211309]Recording a teacher without their consent
Sara is secretly recording her teacher during class and then posting on social media to make fun of. Other students begin to do the same in other classes and then post on social media. Students will make mean memes and post unkind comments.

Questions: 
Law: 13-2916. Use of electronic communication to terrify, intimidate, threaten, or harass; unlawful use of electronic communication device; applicability; classification; definitions
What school rule was violated? It may be against school policy, see student handbook, harassing a teacher, or misuse of school technology. 
What consequences could there be? possibly suspension, expulsion or loss of school issued electronic device, the mean comments could escalate into classroom disruption, teacher could be harassed or further humiliated
What actions could you take if you witnessed this on social media? Report to teacher, parent, or school authority. (Note: If a student feels they are being treated with harassment or unfairly from the teacher, they should talk with the teacher with parents involved and/or talk with school administrator)

2. Posting a video of a school fight
Yvette receives a text during lunch that a fight has broken out behind the 2nd wing. She arrives just in time to capture video of the fight before school staff arrive to break it up. Yvette posts the video on social media. Soon several students are posting their take on the fight and which side they are on.

Laws: 13-2904. Disorderly conduct; classification; 13-2911. Interference with or disruption of an educational institution; violation; classification; definitions; 13-1203. Assault; classification
What school rule was violated? School fights, aggression, school disruption; school policies may have consequences for recording and uploading school fights-see school handbook
What consequences could there be? Detention, suspension, or assault charges, disorderly conduct, interference with school learning environment for the ones involved in fighting; bystanders and those videotaping could receive detentions or suspensions if against school policy 
What actions could you take if you witnessed this on social media?
Report to a parent, school staff, law enforcement, then block and delete; avoid commenting to increase opportunity for the situation to end without increased student aggression from those taking sides

3. Unauthorized use of a peers’ account
John forgot to do a large math assignment his teacher posted online. He can guess his friend Juan’s login information and logs in as Juan to copy the answers. He then submits the work as his own.

Law? 13-2316. Computer tampering; venue; forfeiture; classification
What school rule was violated? Misuse of technology, cheating
What consequences could there be? Detention, suspension, loss of device, parent notified, 0 for grade
What actions could you take if you were aware of John’s actions? Report to a teacher, warn John of the consequences, alert Juan to change his password and report it. 

4. Breaking school issued electronic devices
Maria tripped while running to her mom’s car before school. Her school owned laptop fell out of her backpack and the screen cracked when it hit the pavement. Maria took the laptop to the librarian who oversees school technology as soon as she got to school.

Law? None
What school rule was violated? None if reported
What consequences could there be? See school policy or student handbook if required to pay damages
What actions could you take if you witnessed Maria’s actions? Ask Maria if she is okay or needs to see the nurse, console her, and let her know it was an accident 

5. Losing school issued electronic device
Enrique took his school tablet with him on vacation so he could work on a class project. He accidentally left it on the seat at a restaurant. When he went back it was gone. 

Law? None, ARS 13-1802 Theft for the person who took it
What school rule was violated? None if reported
What consequences could there be? See school policy or student handbook if required to pay damages
What actions would you take if Enrique confided in you? Let him know that accidents happen, you understand he may be upset and scared to report it but you will go with him

6. Tampering with school issued electronic devices
Brie wants to catch up on social media while she is in art class. The school has content filters which block social media access. Brie knows how to modify her school laptop without permission and uses it to access social media anyway.

Law? In this instance probably none
What school rule was violated? Misuse of technology
What consequences could there be? Suspension, loss of technology
What actions would you take if you witnessed Brie’s actions? Let the teacher know, warn Brie of the consequences

7. Being off task with school issued electronic devices
Ahmad is supposed to be using his time in class to research a historical figure on his laptop. Instead, he is using it to work on coding a game for STEM class.

Law? None
What school rule was violated? Misuse of technology
What consequences could there be? Redirection by the teacher
What actions could you take if you witnessed Ahmad’s actions? Warn Ahmad of the consequences, tell him you will help him with his STEM assignment later if he works on his research project now. 


--------------------------------------------------------------------------------------------------------------------------------------------------

8. Intentionally breaking school issued electronic devices 
Frank is bored and decides to scratch off the printed letters on his school laptop’s keyboard. They can no longer be read.

Law? ARS 13-1602. Criminal damage
What school rule was violated? Destruction of property, misuse of technology
What consequences could there be? Detention, suspension, pay for repair
What actions could you take if you witnessed Frank’s actions? Tell him to stop, suggest something appropriate to do to keep him challenged, warn him of the consequences, let a teacher know
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“Technology Use and School” Academy
(Middle/High)
Responsible Use of School Technology
Correlations

Civics and Government
Explain the obligations and responsibilities of citizenship: obeying the law.
(7-12 S3C4 PO4b-c)

Key Ideas and Details
R.1 Read carefully to determine what the text says explicitly and to make logical inferences from it.

Production and Distribution of Writing
Produce clear and coherent writing in which the development, organization, and style are appropriate to task, purpose, and audience. 
(6‐12 WHST.4)

Comprehension and Collaboration
SL.1 Prepare for and participate effectively in a range of conversations and collaborations with diverse partners, building on others’ ideas and expressing their own clearly and persuasively.

Presentation of Knowledge and Ideas
SL.4 Present information, findings, and supporting evidence such that listeners can follow the line of reasoning and the organization, development, and style are appropriate to task, purpose, and audience.

Technology
Assess situations in which it is appropriate and safe to use a personal digital device in the home, school, community, and in the workplace. 
(7-12 S5C1 PO1)

Articulate and practice the school and district rules governing the use of digital tools as defined by school board policy and procedures. 
(7-12 S5C1 PO3)

Advocate and exhibit legal and ethical behavior when using technology. 
(6-12 S5C1PO6)
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