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“Technology Use and School” Academy
(Middle/High School)
Risks with Oversharing Online Lesson Plan
Officers should obtain administrator approval prior to implementing this lesson.  

Objectives: Students will…
· understand the risks of oversharing online.
· learn the consequences for oversharing.
· practice safe responses to sexting.

Protective Factors Developed: Decision-Making Skills

Materials:
· Large poster paper and markers for each group
· Question Cards, pg. 4, cut apart-1 set per group
· Facilitator Guide pg. 5
· Video PSA: Dangers of Sexting: https://www.youtube.com/watch?v=yc6qrzx75AI (this video should be previewed by the facilitator and school administrator to ensure the content is appropriate for their student population prior to teaching this lesson)
· Student private journal and pen

Timeframe: 50 minutes
[bookmark: _gjdgxs]
Team Teaching:  For effective implementation of Law Related Education (LRE), team teach with the classroom teacher by…
· Having both the officer and teacher rotate among students and to different groups. Both instructors will provide positive feedback and engage in friendly conversations with students. This procedure will help reduce classroom disruptions, increase student engagement, and build supportive relationships with students. 
· Encouraging classroom teachers to participate in all activities by injecting clarification statements by relating relevant content to their curriculum. In this method, students will see more connections to their student life and be willing to carry over concepts and skills learned in LRE.
· Assigning the classroom teacher part of the lesson instructions. Team teaching with the classroom teacher enables the students to further see the importance of LRE lessons. It also provides an opportunity for the classroom teacher to demonstrate teaching skills conducive for effective teaching. Student attention can be maintained more easily with different voices and personalities experienced throughout the lesson.
Warm-Up:
1. Divide students into small groups of 4 or 5 students each. Provide each group with large poster paper and markers.
2. Share with the class your comfort level by conversing online with people you know and posting things about your personal life. 
3. Provide each group a set of Question Cards, pg. 4. Instruct students to each take one card and read it to the group. The reader will answer the question first and then each group member will take turns asking the question.  
4. The next group member will read their question, answer it and then each group member will provide an answer to that question and so forth. 
5. Facilitators should rotate to each group, briefly joining the question-and-answer process. 
6. Call out each card and ask one group to provide one response from their group. Elaborate with additional information, see Facilitator Guide pg. 5.

Lesson:
7. Draw a t-chart on the board and label one side, “HIGH RISK” and the other side, “LOW RISK”. 
8. Ask the class to brainstorm with you examples of low-risk personal information shared publicly online about yourself. Then ask the class to brainstorm a list of examples of high-risk personal information shared publicly online. (Note: This is referring to information shared with those outside your guardian approved friends and family.)
Possible Responses: 
Low risk - First name, Username, Age (maybe)
High risk – 
1) Full name
2) Birthday and year
3) Address
4) School name
5) Present location
6) Vacations spots you are currently present at or will visit
7) Secrets or private thoughts such as who you like 
8) Pics of body or revealing private body parts
9. Explain that sexting has legal consequences and possible unwanted outcomes from oversharing. Sexting is a violation of 8-309. Unlawful use of an electronic communication device by a minor; classification; definitions and is a criminal offense (Class 3 misdemeanor). It can never be verified that images shared online and through social media are ever truly deleted. Images can persist indefinitely. Sexting becomes a high risk because the consequences can affect you in serious ways and for a long time.
10. Next, instruct the groups to brainstorm a list of responses to requests for oversharing posted by someone they are in an online conversation with. Groups can take turns recording the group's ideas on their large poster paper.
11. The facilitators rotate to each group, checking for understanding and providing suggestions.
12. Call on each group to share one item from their list. Other groups can check off any similar items on their list. 
Possible Responses: “No thank you.”, “I’m not comfortable with that.”, “I don’t want to.” “I don’t think so.”, “No!”, “Don’t ask me that.”, “Nothing can really be erased from the internet.”
13. [bookmark: _Hlk113268445]Show the video PSA: Dangers of Sexting: https://www.youtube.com/watch?v=yc6qrzx75AI. 
14. Instruct the groups to discuss the following questions:
1) What consequences did or could Jessica experience? (embarrassment/humiliation, charges with sexting, etc.)
2) What consequences could the boyfriend receive? (charges with sexting, loss of trust or attraction from others, parents notified, etc.)
3) What is some strategies Jessica could have used to avoid the boyfriend’s request? (refused, changed the subject, ended relationship, said she needed to end the call, etc.)
4) What could the boyfriend have done to avoid negative outcomes? (not ask for the picture, not share the picture without Jessica’s permission, etc.)
15. Call on 1/4 of the groups to answer 1 question. Then proceed to the next 4th of the groups to provide responses to the second question. Continue this process with questions 3 and 4. (See parenthesis above in red text for possible responses.)
16. Next, instruct the groups to create an illustration of a screen with dialogue between two people. Their screen should contain dialogue boxes containing an appropriate conversation between two teens. 
17. After groups have several back-and-forth dialogue boxes going, ask students to pretend that a request was made that would be high risk to comply with. This would be something you knew was not right, or made you feel uncomfortable, something your parents would not approve of. Explain maybe they were putting pressure on the recipient to share, promising to keep it a secret, or threatening to withhold attention if they don’t comply. 
18. Groups should then continue their dialogue boxes with the person receiving the risky request responding with a refusal strategy, see list under Step 12. 
19. Call on each group to present their dialogue poster. Ask the listening audience what consequences there could be if the receiver overshared; and what consequences for the one requesting or sending something inappropriate.
Possible Responses: 
Receiver: requests could become more uncomfortable and more pressure to comply, blackmail or threats to post or share what was shared if more requests are not met, risk of an unknown person making attempts to see you in person, stalking, harassing, bullying, information could be shared in order to humiliate or embarrass, etc. 
Requester: lose the relationship, behavior/actions reported, may lose use of school tablets, loss of trust from parents, teachers, friends, could receive charges for sexting, etc.  
20. Debrief the lesson by instructing students to write a note to themselves giving themselves advice and suggestions if they ever feel tempted or pressured to overshare on the internet. 
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“Technology Use and School” Academy
(Middle/High School)
Risks with Oversharing Online
Question Cards
What type of communications would you consider as, “Sexting”?


What do you think it means if a text or post is considered  inappropriate?



Would you ever consent to  someone posting an embarrassing picture of you? 










 


Provide an example  “Oversharing” online?


What type of personal information do you consider private and not to be shared publicly? 


What is something about yourself that you like being  posted publicly?
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“Technology Use and School” Academy
(Middle/High School)
Risks with Oversharing Online Posts 
Facilitator Guide

· What do you think it means if a text or post is considered inappropriate? When something is inappropriate it is not correct for the situation. 

· What type of communication would you consider as, “Sexting”?  “Sexting (or "sex texting") is sending or getting sexually explicit or suggestive images, messages, or video on a smartphone, computer, tablet, or other device.” [footnoteRef:1]  (13-3553. Sexual exploitation of a minor; evidence; classification) [1:  https://kidshealth.org/en/parents/2011-sexting.html ] 


· What is something about yourself that you like being posted publicly? Possibly receiving an award, a performance, something you made, etc.

· Would you ever consent to someone posting an embarrassing picture of you? Student answers may vary, they should gain consent before posting any picture of someone else.

· What type of personal information do you consider private and not to be shared publicly? (Student answers may vary), posting addresses, school, locations, “pictures you wouldn’t let your grandmother see” even your birth date with year can be comprised by people looking to steal your identity or earn your trust for more explicit information or pictures from you, compromising or embarrassing pictures could increase the likelihood of mean comments and cyberbullying. Once something is public there is no way to completely delete it.

· Provide an example of “Oversharing” online? revealing pictures, present location, house addresses, house tours; posting frequently about everything you are doing, eating, wearing etc., every emotion, etc. 
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“Technology Use and School” Academy
(Middle/High School)
Risks with Oversharing Online
Correlations
Civics and Government
Explain the obligations and responsibilities of citizenship: obeying the law. (7-12 S3C4 PO4b-c)

Key Ideas and Details
R.1 Read carefully to determine what the text says explicitly and to make logical inferences from it.

Types and Purposes
Write informative/explanatory texts to examine a topic and convey ideas, concepts, and information through the selection, organization, and analysis of relevant content. (7-12. W. 2)

Comprehension and Collaboration
SL.1 Prepare for and participate effectively in a range of conversations and collaborations with diverse partners, building on others’ ideas and expressing their own clearly and persuasively.

Presentation of Knowledge and Ideas
SL.4 Present information, findings, and supporting evidence such that listeners can follow the line of reasoning and the organization, development, and style are appropriate to task, purpose, and audience.

Technology
Assess situations in which it is appropriate and safe to use a personal digital device in the home, school, community, and in the workplace. (7-12 S5C1 PO1)

Describe strategies to deal with cyber-bullying situations. (6-12 S5C1 PO2)

Articulate and practice the school and district rules governing the use of digital tools as defined by school board policy and procedures. (7-12 S5C1 PO3)

Demonstrate safe online communication practices regarding personal information. (7-12 S5C1 PO 4)

Advocate and exhibit legal and ethical behavior when using technology. (6-12 S5C1PO6)
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