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“Technology Use and School” Academy
(Middle/High School)
Understanding the Importance of Reporting Lesson Plan
Officers should obtain administrator approval prior to implementing this lesson.  

Objectives: Students will…
· understand the importance of reporting. 
· learn outcomes for not reporting when needed.
· apply safe actions when reporting.

Protective Factors Developed: Feelings of Efficacy

Materials:
· Large poster paper and markers for each group
· Optional: stickers
· Scenario Handouts pgs. 3-4; 1 per group
· Facilitator Guide pgs. 5-6

Timeframe: 50 minutes
[bookmark: _gjdgxs]
Team Teaching:  For effective implementation of Law Related Education (LRE), team teach with the classroom teacher by…
· Having both the officer and teacher rotate among students and to different groups. Both instructors will provide positive feedback and engage in friendly conversations with students. This procedure will help reduce classroom disruptions, increase student engagement, and build supportive relationships with students. 
· Encouraging classroom teachers to participate in all activities by injecting clarification statements by relating relevant content to their curriculum. In this method, students will see more connections to their student life and be willing to carry over concepts and skills learned in LRE.
· Assigning the classroom teacher part of the lesson instructions. Team teaching with the classroom teacher enables the students to further see the importance of LRE lessons. It also provides an opportunity for the classroom teacher to demonstrate teaching skills conducive for effective teaching. Student attention can be maintained more easily with different voices and personalities experienced throughout the lesson.



Activity:
1. Divide students into small groups of 4 or 5 students each. Provide each group with large poster paper and markers.
2. Instruct the groups to collaborate to create a mural on their large poster paper. Their illustrations should depict what they think School Safety Officers need to help keep their school campus safe, build relationships with the school community and teach their law related education lessons to students. 
3. The facilitators should walk around observing the murals and exchanging friendly conversations.
4. Call on each group to display their mural and point out 3 ideas not shared by another group.
5. (Did any group include on their mural that officers need witnesses to report?) If any group mentioned a good witness or illustrated the idea on their mural, draw a star or place as sticker next to their illustration and explain the importance of a witness willing to report what they saw, heard, or experienced. 

Lesson: 
6. Explain to students that being a citizen means having an active role in the community with behaviors and attitudes that demonstrate care for others and respect for the rights of others. Obeying laws, participating in democratic processes, staying informed, and speaking out against injustices are ways to demonstrate positive civic actions.  
7. Now instruct each group to create a definition of what they think it means to be a cybercitizen. Call on each group to share one idea. Continue until all new ideas have been shared.
8. Explain that speaking up when they see something that could bring harm or take away the rights of fellow students to enjoy a safe and peaceful educational experience helps protect the learning environment. School staff and school safety officers utilize the school community’s help with learning when something is wrong. The same is true with the virtual world. 
9. Provide the Scenario Handout (pgs. 3-4) to each group. Instruct the groups to share in reading the scenario and discussing responses to the questions. A group volunteer should record the group’s responses and another group volunteer can report out for the group. 
10. The facilitators should visit each group, providing helpful feedback.
11. Call on each group to report on 1 scenario. More than one group may share in reporting out on the same scenario. See Facilitator Guide (pgs. 5-6).
12. Debrief the lesson by asking each group to draft 3 tips for safe reporting. Call on each group to share 1 tip that was not already reported out by another group. 
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“Technology Use and School” Academy
(Middle/High School)
Understanding the Importance of Reporting 
Scenario Handout

L1 Responsible Use of School Issued Technology
You see one of your classmates using a laptop. As you sharpen your pencil you notice that the student has pried off half of the key caps from the keyboard and is replacing them in different spots. There does not appear to be any physical damage to the laptop or the key caps.

[bookmark: _Hlk113289115]Should this be reported? Why or why not? 



Who could it be reported to?




L2 Digital Respect with the Works of Others
You have an assignment to write a research paper about penguins with a partner. The two of you divided up writing responsibilities. You hadn’t heard from them much over the previous two weeks. The night before the assignment was due your partner emailed you their portion of the assignment so you could combine them together. You notice almost the entirety of their work is copied from some books you had also read on the subject. Your partner insists they wrote everything.

Should this be reported? Why or why not? 



Who could it be reported to?






L3 Safety with Uploads and Downloads
While playing around on a school computer, the kid sitting next to you says, “Hey, check this out.” You see he has somehow gotten into the school’s intranet. On his screen are the personnel files of the school staff containing their addresses and phone numbers. The student downloads the file and puts it on a flash drive.

Should this be reported? Why or why not? 



Who could it be reported to?




L4 Appropriate and Inappropriate Online Posts
You receive a text message from an unknown number containing a photo. You opened the message and see an inappropriate photo. You don’t know who sent the photo and deleted the message.

Should this be reported? Why or why not? 



Who could it be reported to?





L5 Safety from Cyberbullying
Your friend comes to you crying and says a group of girls have been saying mean things about her clothes on a social media site. Your friend is very upset. You hear a group of girls laughing about the posts during art class.

Should this be reported? Why or why not? 



Who could it be reported to?
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“Technology Use and School” Academy
(Middle/High School)
Understanding the Importance of Reporting 
Facilitator Guide

L1 Responsible Use of School Issued Technology
You see one of your classmates using a laptop. As you sharpen your pencil you notice that the student has pried off half of the key caps from the keyboard and is throwing some across the room. 

Should this be reported? Why or why not? Yes, this is not the proper use and care of school computers. This could make it difficult for others to use the unit, that means less availability. 

Who could it be reported to? Tech teacher, school staff, SRO, parent


L2 Digital Respect with the Works of Others
You have an assignment to write a research paper about penguins with a partner. The two of you divided up writing responsibilities. You hadn’t heard from them much over the previous two weeks. The night before the assignment was due your partner emailed you their portion of the assignment so you could combine them together. You notice almost the entirety of their work is copied from some books you had also read on the subject. Your partner insists they wrote everything.

Should this be reported? Why or why not? Yes, by not reporting it the teacher may think you are part of plagiarism and could suffer a lower grade. You can try to get your partner to do their own work and ask the teacher for more time and the reason why. The teacher may understand and help your partner realize why that would not have been a good decision. 

Who could it be reported to? assigning teacher, your parent


L3 Safety with Uploads and Downloads
While playing around on a school computer, the kid sitting next to you says, “Hey, check this out.” You see he has somehow gotten into the school’s intranet. On his screen are the personnel files of the school staff containing their addresses and phone numbers. The student downloads the file and puts it on a flash drive.

Should this be reported? Why or why not? Yes, computer hacking is a serious offense, making a teacher’s private information public could allow disgruntled students or parents to use the information to harass. Even when teachers are okay with their addresses being known, other sensitive information may be discovered. 13-2316. Computer tampering; venue; forfeiture; classification

Who could it be reported to? Immediately report to the tech teacher, you can also report to SRO, parents, and school staff


L4 Appropriate and Inappropriate Online Posts
You receive a text message from an unknown number containing a photo. You open the message and see an inappropriate photo. You don’t know who sent the photo and deleted the message.

Should this be reported? Why or why not? Yes, sexting is illegal. If allowed the content could increasingly become offensive or pressure added to join in sending compromising pictures or other inappropriate content that you would be held accountable for sending and receiving. You can also block the caller. 8-309. Unlawful use of an electronic communication device by a minor; classification; definitions

Who could it be reported to? parents, school staff if happening while at school, SRO


L5 Safety from Cyberbullying
Your friend comes to you crying and says a group of girls have been saying mean things about her clothes on a social media site. Your friend is very upset. You hear a group of girls laughing about the posts during art class.

Should this be reported? Why or why not? Yes, when a mean behavior is repeated and meant to bring harm, humiliation, or harassment it is bullying/cyberbullying and should be reported. By not reporting the behavior could continue and escalate, more students could join the mean behavior; the person instigating the bullying behavior may think it is something they can get away with doing and may continue the behavior with other targets. You can also block and delete. 13-2921. Harassment; classification; definition

Who could it be reported to? parents, school staff, SRO, school counselor or social worker, the social media platform
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“Technology Use and School” Academy
(Middle/High School)
Understanding the Importance of Reporting 
Correlations

Civics and Government
Explain the obligations and responsibilities of citizenship: obeying the law. (7-12 S3C4 PO4b-c)

Key Ideas and Details
R.1 Read carefully to determine what the text says explicitly and to make logical inferences from it.

Production and Distribution of Writing
Produce clear and coherent writing in which the development, organization, and style are appropriate to task, purpose, and audience. (6‐12 WHST.4)

Comprehension and Collaboration
SL.1 Prepare for and participate effectively in a range of conversations and collaborations with diverse partners, building on others’ ideas and expressing their own clearly and persuasively.

Presentation of Knowledge and Ideas
SL.4 Present information, findings, and supporting evidence such that listeners can follow the line of reasoning and the organization, development, and style are appropriate to task, purpose, and audience.

Visual Art
Create artwork that communicates substantive meanings or achieves intended purposes (e.g., cultural, political, personal, spiritual, and commercial). (S1C4PO 302)

Technology
Use digital collaborative tools to synthesize information, produce original works, and express ideas.
(7-12 S1C3 PO1)
Assess situations in which it is appropriate and safe to use a personal digital device in the home, school, community, and in the workplace. (7-12 S5C1 PO1)
Describe strategies to deal with cyber-bullying situations.  (6-12 S5C1 PO2)
Articulate and practice the school and district rules governing the use of digital tools as defined by school board policy and procedures. (7-12 S5C1 PO3)
Demonstrate safe online communication practices regarding personal information. (7-12 S5C1 PO 4)
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