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The Law-Related Education Academy is facilitated by the Arizona Foundation for Legal Services & Education with funding made possible by the Arizona Department of Education School Safety Program.

“Social Media Savvy”: Academy
(Staff & Community)
 Everlasting Instagram Community Lesson Plan
This lesson is to be used with the adult school community; not students

Objectives:  Participants will…
· Learn how teens utilize Instagram
· Practice setting safety controls and privacy settings on Instagram in order to guide others
· Explore the risks and benefits of Instagram

Materials:
· Large paper and markers for each group
· Electronic device such as smartphone, tablet, laptop, etc. with internet access and capability to explore social media sites 
· Instagram Handout-1 per participant

Timeframe: 45 Minutes

[bookmark: _GoBack]Facilitator Tip:  Electronic devices can vary and the steps indicated in the lesson may not be exact for the user’s device.  Look for screen icons such as the Gear Icon, 3 Bars, 3 Dots, People Icon, Arrows and/or Company Logos.  Also look for words such as, Settings, Account, Privacy and Profile.  “How to…” questions for finding features on specific devices can be searched in the search box of the app page or an internet search engine.

Activity 1: What is Instagram?
1. Begin the activity by placing participants into small groups of 4 or 5 participants in each. Provide large paper and markers for each group.
2. Ask the participants what their understanding is of Instagram.  After they have shared their ideas, inform them that Instagram is a social networking app designed for video and photo sharing with optional filters.  Posts are displayed on your profile and posts from others you follow appear in your feed.  Photos and posts are searchable using the hashtag (#).  This Social Network requires everyone to be at least 13 years of age before creating an account in order to be in compliance with the Children’s Online Privacy Protection Act.
3. Instruct the participants to collaboratively brainstorm with their group what they believe the positive uses are for Instagram and what they believe could be negative outcomes/uses for Instagram.  Have each group record each positive and each negative outcome on its own sticky note.
4. Have a T chart posted on the wall in the classroom.  On one side of the t-chart write “Positive” and on the other side write “Negative”.
5. Ask each group to post their outcomes under the appropriate column and report out to the class.
Possible positive outcomes: Quick, easy and fun communication, entertaining, can be uplifting and inspirational if following the right people.
Possible negative outcomes: Unrealistic modified photos, unfiltered internet search engine, no parental controls, fake accounts, skewed self-image via comparison to unrealistic images, too focused on gaining likes and followers and associate it with their self-esteem, look to social media as a source of validation (likes, followers, comments).
6. Instruct the groups to discuss with their ways these outcomes can impact a teen’s life and be ready to share.  Rotate around to each group and ask for a volunteer to share one impact they discussed.
Possible Responses:  feeling it may be safe to post inappropriate content, feeling it is temporary and carries less consequences or risks, pressure to be on Instagram-don’t want to be left out, feed their need for fun and excitement, may influence a teen’s sense of reality or social norms, etc. 

Activity 2: How do you Set Up an Instagram Account?
1. Inform the participants that Instagram can be accessed via the web; however content must be posted through the Instagram App.  (unless another app used on the desktop, such as BlueStacks, is used).  For purposes of this class we will sign up through the app.   If participants have an account, suggest they use the opportunity to change their password for practice and security.
A. Download the Instagram App from either the Apple ios App store or Google Play Store.
B. Once the app is installed, tap the Instagram icon to open it.
C. Tap Sign up with Email or Phone Number, then enter your email address or phone number and tap Next.  (or choose to log in with Facebook to sign up with your Facebook account)
D. Create a username and password.
E. Enter your profile information and tap Done when finished. 
2. Explain to the participants that multiple accounts can be created, fake accounts are called ‘Finstas’.  They are created by clicking:  Profile > iPhone or Android > Add Account > Enter a Different Name and Password.
3. Ask the participants to discuss possible reasons a teen may create a ‘Finsta’ Account and be ready to report out.
Possible Reasons:  hide photos, posts, and contacts, for close friends only, rants, inside jokes, 
4. Inform the participants that they can discover hidden accounts by looking for drop down arrows, usually by the account name.  

Activity 3:  How do you Set Safety Controls and Privacy Settings?
1. Instruct the participants that by default, photos and videos posted on Instagram are public.  They must edit this in the Settings to Private in order to limit who can view them.  This must be done in the app and not online.
2. Set your account/posts to Private:
A. Tap the person icon on the bottom right of your screen to get to your profile.
B. Tap the three vertical dots on the upper right of your screen.
C. Turn on Private Account setting.
D. Now people who want to follow you will need to send you a request which you will have to approve/accept before they can view your content.  Individual people can be blocked by tapping Block in your settings and following the prompts.
E. To Log-Out after each session:  Profile > Tap top right corner > Scroll down and tap Log Out
F. Your account can be deleted by logging on to www.instagram.com.  Scroll down on the Edit Profile screen and click on Delete my Account, give a reason, reenter your account, click on Permanently Deactivate my Account. 
3. Explain that Parental Controls are set on your computer and smartphones by opening your Settings page and setting each applicable feature with settings that provide the security you desire for each user of that computer or phone. Allow participants time to review the different Parental Controls. 
4. Ask the participants to discuss with their small group what they found useful about the Parental Controls and what they think is missing. Ask for volunteers to report out. 
Activity 4:  How is Instagram an ‘Unfiltered Search Engine’?
1. Explain to the participants that anyone posting to Instagram can tag their post with a variety of words or phrases using a hashtag (#) at the beginning of the word or phrase.  This then makes their post searchable to anyone using those words or phrases.  (access from others depends on your account’s privacy settings).  The use of these hashtags make Instagram an unfiltered search engine.
2. Ask participants to search a few different words/phrases on Instagram by putting a hashtag in front of it.  There should be no spaces in the phrase. When you type in a hashtag, the Instagram search engine will display similar hashtags and there will be a number under each one to tell you how many posts have been tagged with that phrase.  Then click on the phrase you wish to search.  Some examples: #giveaway #cleaneating #shoppingaddict #currentlywearing 
3. Ask participants to share some of the posts they found with the hashtag words/phrases they used.  How could this search method produce unwelcomed content?  
Example: #Smokingweed for example has 185,250 posts tagged with that phrase which results in a variety of images of marijuana, people smoking marijuana, inappropriate images of people and marijuana, memes about marijuana, etc.

Activity 5:  How do you Post on Instagram?
1. Ask the participants to practice posting something to Instagram by opening the Instagram app.
2. Then click on the Plus Sign Icon on the middle bottom of the screen.
3. Either choose a photo from your gallery (images stored on your device), or click Photo to take a photo to post, or click on Video to record and post a video.  
4. The prompts will direct you to filter options then, finally, to posting it to your Instagram account.
5. You can tag people, add locations and hashtags before publishing your post.
6. Followers/friends can Heart your post and/or comment on it.  If your post is public, they can also send it to others.
7. Instagram also has a Direct Message feature so users can send pictures/videos and text directly to individual friends privately.

Debrief:  What Can you do to Protect Youth on Instagram?
1. Hand each participant the Instagram handout and allow time for each person to review for 3 minutes.
2. Ask each group to determine one or two things they could discuss with their teenager/child about things to avoid on Instagram and have them report out after 4 minutes.  
Possible Suggestion: Keep pictures in perspective because they are often altered or misrepresent reality, search only appropriate content, allow only people you know to ‘follow’ you, post appropriate content (keep it positive and modest), etc.
3. Inform participants they can visit the website www.ifttt.com in order to receive an email each time their child posts to Instagram in order to help monitor their activity.
4. Side-note: Instagram is in beta to begin allowing disappearing photos and videos much like Snapchat.
5. Next, ask participants to think of something new they learned and share with their group.  Ask for volunteers to share out loud something new they learned.  

Delete Practice Account:
Your account can be deleted by logging on to www.instagram.com.  Scroll down on the Edit Profile screen and click on Delete my Account, give a reason, reenter your account, click on Permanently Deactivate my Account.
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The Law-Related Education Academy is facilitated by the Arizona Foundation for Legal Services & Education with funding made possible by the Arizona Department of Education School Safety Program.

“Social Media Savvy”: Academy
(Staff & Community)
 Everlasting Instagram Lesson Handout
This lesson is to be used with the adult school community; not students

1. Description: Instagram is a social networking app designed for video and photo sharing with optional filters and unfiltered searching through hashtagged phrases and words. 

2. Instagram and the Law
· Posts are being used as evidence in court cases
· Posts are being used in police investigations

3. What Predators are Looking for on Instagram
· Public Feeds that produce information to lead them to targeted Instagram users so they can follow, friend and find their targets
· Secret online relationship with targets, gaining their trust in order to learn more about their routines, likes and dislikes, whereabouts, etc. 
· Exploit their victims by trickery in order to obtain photos or meet in person

4. How Teens Hide Information on Instagram
· Fake accounts (Finsta)-Look for arrows next to their name
· Hide or delete browsing history
· Privacy settings blocking parent view

5. Set your Account/Posts to Private
· Tap the person icon on the bottom right of your screen to get to your profile
· Tap the three vertical dots on the upper right of your screen
· Turn on Private Account setting
· Now people who want to follow you will need to send you a request which you will have to approve/accept before they can view your content.  Individual people can be blocked by tapping Block in your settings and following the prompts
· To Log-Out after each session:  Profile > Tap top right corner > Scroll down and tap Log Out
· Your account can be deleted by logging on to www.instagram.com.  Scroll down on the Edit Profile screen and click on Delete my Account, give a reason, reenter your account, click on Permanently Deactivate my Account



6. Key Terms
· Bio: The section where you may describe yourself and the only place on Instagram which supports an active link to an outside URL
· Explore Tab: This shows you popular photos and videos tailored to you and helps you find new users
· Feed: The posts from people you follow.  It is algorithm based
· Filter: Enhance a photo and add frames to photos 
· Finstas: A fake account
· Follower: Someone you are “friends” with on Instagram who can potentially see your photos/posts
· Handle: This is your username.  Someone can tag you on a post by adding the @ symbol in front of your user name
· Hashtag: Hashtags are used to categorize and describe your posts.  Hashtags are a popular method of searching on Instagram and it helps identify trending topics.  The # symbol is put in front of a word or phrase, such as #safeteens
· Instagram Direct: This feature allows sending to a select group of people and it won’t appear on your profile
· Instagram Live: A live video stream which can only be watched in real time with no replay option
· Story:  A short 15 second video post which stays visible for 24 hours
· Upload/Post: A photo or video you post to your Instagram with or without a caption.  This must be uploaded from the app on a phone or other mobile device.  Instagram is primarily a mobile platform
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