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The Law-Related Education Academy is sponsored by the Arizona Foundation for Legal Services & Education with funding made possible by the Arizona Department of Education.

“Tech Safety in Your Community” Academy
(Staff & Community LRE)
Reporting Know-How Lesson Plan

Objectives: Provide the school community with strategies to report inappropriate or suspicious behavior with online platforms.

Materials:
· Meeting room with tables and chairs for small groupings if available
· Sticky notes and markers for each group
· Class board or poster paper
· Handouts Resource Links-print data charts-1 or all chart(s) per group
· Nearly half of teens have ever experienced cyberbullying, with offensive name-calling being the type most commonly reported: https://www.pewresearch.org/internet/2022/12/15/teens-and-cyberbullying-2022/pi_2022-12-13_teens-cyberbullying_0-01/ 
· Student’s Exposure to Hate Online: https://www.ncbi.nlm.nih.gov/pmc/articles/PMC7698507/ (See Table 2)
· Teens and Pornography: https://www.commonsensemedia.org/sites/default/files/research/report/2022-infographic-teens-and-pornography-research-eng-web_1.pdf 
· School handbook or policy for parents to report online behaviors may put their student at school or the school at risk or disrupt the learning environment

Timeframe: 40 Minutes

Staff/Community LRE is designed for officer led instruction for legal guardians and school staff. Topics should still be selected based upon data and school needs.

Icebreaker:
1. Prepare the room with tables and chairs to form small groups of 3-5 adults. (If the meeting room does not have tables, be prepared to group the audience in pairs or small groups.) Provide the groups with sticky notes.
2. Draw a t-chart on a large poster or a dry erase board in the room for the audience to see. Label one side, “Pros” and the other side, “Cons”.
3. Instruct the groups to discuss pros and cons of technology use in the life of today’s youth. Each person will record a pro or a con on their sticky note and one person from the group will post all group notes on the board or poster for the whole audience to see. 
4. Call on a few volunteers to sort the notes on the room t-chart in similar groups of like ideas on each side of the t-chart. Have these volunteers report out the separate groups of ideas.
Possible Responses: 
Pros-provides information, connections, entertainment, educational resources, etc.
Cons-access to inappropriate content, contact with predators, cyberbullying, tricked into sharing personal or private information, scams/frauds, etc.
5. Next, provide each group with a different handout containing either a data chart or info. See Handout Resource Links under “Materials” at the top of this lesson plan. 
6. Instruct the groups to discuss the information and other incidents that they feel should be reported to school authorities, police and/or the website. Groups should also choose a spokesperson to report on a few key findings from what they read. 
7. Call on each group to report out. Inform the audience that the 2020 Arizona Youth Survey indicated that, “Nearly 20% of youth reported having harassed or made fun of another person online or through text at least once in the past year.” and 25.9% reported they have “been harassed or made fun of by another person online or through text.”[footnoteRef:2]  [2:  https://www.azcjc.gov/Portals/0/Documents/pubs/AYSReports/2022/AYS_2022%20_State_Report_FINAL_09072022.pdf ] 

8. Inform the audience of the purpose of reporting to the police. It assists with identifying and apprehending suspects. Reporting provides a record of incidents and creates a history of actions for investigators to gather enough evidence to bring to justice. 
9. Share with the group the importance of legal guardians keeping communication with youth open so that they will report blackmail early. They should let the youth know that there are national centers and programs that work with law enforcement that can help stop blackmail and remove unwanted content from the internet and seek out the blackmailers and bring them to justice.
10. Now, instruct the groups to discuss factors that may prevent students and adults from reporting to school authorities, the police and/or websites with situations regarding their youth’s online experience with wrongdoing.
11. Call on groups to share a few factors. 
Possible Responses: fear of retaliation, embarrassment, not sure who to report to, don’t feel it will do any good, fear of being labeled a snitch, youth may be afraid electronic devices will be taken away, afraid to get others in trouble, afraid they are to blame, etc. 
12. Provide each group with one of the following scenarios and ask them to work together to brainstorm 3 things they can say and/or do to help them.
A. Your son reports to you that they sent an explicit photo to their partner a few months ago. Now someone they do not know is messaging them on their social media platform, demanding more photos or they will post their original explicit photo for everyone to see. 
Possible Steps: Stay calm – walk away from the conversation for a bit if needed to get emotions under control, let your son know that law enforcement can help. Gather as much information as you can from the messages being sent from to your son and take them to law enforcement. Instruct your son not to respond to any more messages. Review the social media site to see how to block the predator. Contact organizations who specialize in this type of situation https://www.missingkids.org/gethelpnow/cybertipline  
B. Your daughter has been withdrawn lately. You check her phone and discover messages from several girls that are bullying in nature.
Possible Steps: Talk to your daughter about the messages and let her know you want to help. Block the sender of the unwanted messages. iPhone: https://support.apple.com/guide/iphone/avoid-unwanted-calls-iphe4b3f7823/ios. Android: https://support.google.com/phoneapp/answer/6325463?hl=en 
C. You are playing a game on your son’s Xbox and notice someone you don’t know sending chat messages. After reviewing the messages, you see that someone is getting information from your son regarding where they go to school, when his parents are typically not home, etc. You are alarmed because you see your son is answering the questions honestly. 
Possible Steps: Stay calm – talk to your son about the risks of sharing personal information online. Assure them they can always talk to you about anyone not approved that is trying to communicate with them online. Go over privacy and security checks on your devices and check that only invited contacts can chat with your son. For more tips see: https://www.missingkids.org/content/dam/netsmartz/downloadable/tipsheets/gaming-safely.pdf 
D. You discover your daughter’s new boyfriend is someone she has not met in person. It is an online relationship that has been going on for over 3 months. After reviewing their messages on a social media site, it seems she has never had a live conversation with this person, only messages.
Possible Steps: Talk to your daughter about sharing with you people she meets online or in-person. Discuss family rules for meeting new people and dating and what it means to be loved and respected. Check privacy and safety features on social media accounts to limit contact from uninvited or approved persons. Gather information on the messages in case law enforcement needs to be involved. For more tips see: https://staysafeonline.org/online-safety-privacy-basics/7-rules-teens-follow-online-dating/ 
13. Also share the school’s information on reporting behaviors involving school technology or affecting school life. Then share how to contact you (School Safety Officer) and how to report internet crimes. 
14. To debrief this lesson, write on the class board or large poster paper, “KNOWLEDGE IS POWER”. Explain that knowledge can be powerful if it is applied.
15. Instruct the groups to take turns sharing how they are going to apply the knowledge gained from this lesson. 
16. Call on volunteers to share with the whole audience. 
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