[image: AFLSE w bar fdn]
The Law-Related Education Academy is sponsored by the Arizona Foundation for Legal Services & Education with funding made possible by the Arizona Department of Education.

“Tech Safety in Your Community” Academy
(Staff & Community LRE)
Safe Applications Lesson Plan

Objectives: Provide the school community with a strategy to evaluate the safety of an app and equip their students with the same skill.

Materials:
· Meeting room with tables and chairs for small groupings if available
· Large poster paper and markers for each group
· App Card, pgs. 3-4, 1 or more per group
· Handout to pgs. 5-6, 1 per person

Timeframe: 40 Minutes

Staff/Community LRE is designed for officer led instruction for legal guardians and school staff. Topics should still be selected based upon data and school needs.

Icebreaker:
1. Prepare the room with tables and chairs to form small groups of 3-5 adults. (If the meeting room does not have tables, be prepared to group the audience in pairs or small groups.) Provide each group with large poster paper and markers.
2. Display the following headings in a 3-column chart where the audience can see: 
(K) What do you know about apps? 
 (W) What do you want to know about apps? 
 (L) What did you learn about apps that you didn’t know before?
3. Instruct the groups to illustrate the same chart on their large paper and collaborate to fill in the first two columns of their chart, (K) and the (W).
4. Call on each group to share (K) or an (W). 
5. Explain that the term, “App” is short for “Application”. Apps are software programs with specific functions and uses; a shortcut that can be installed and run on your electronic device. The Federal Trade Commission (FTC) regulates the legal actions companies can take or not take with their product. The FTC purpose is to protect consumers from fraud, deceptive marketing practices, violations of privacy among other regulations. For more information and details see: https://www.ftc.gov/legal-library/browse/statutes 
6. Ask the audience to brainstorm with you what other ways the public and your students may be protected while using apps.
Possible Responses: family rules, conversations, safety settings, education, responsibility, accountability, school firewalls, agreements, and rules, website agreements and enforcements, “Block-Delete-Report”, local, state, and federal laws, etc. 
7. Comment that even with all the different ways to be protected and protect our youth, there can be risks. Knowing about the app’s content and use and having conversations with your student can go a long way. 
8. Instruct the groups to develop their own rating and evaluation system for student access to apps. Groups may be divided among the age of students they have or work with or they may create a rating system for the different age groups.
9. Provide each group with 1 or more App Card (pgs. 3-4) and 1 copy of handout (pgs. 5-6) per group. 
10. Instruct the groups to review the app’s description on their App Card and to look online for additional reviews about their app. After they thoroughly review their app and discussed it with their group, they should apply their own rating and evaluation of the app. Group should also find at least 2 parental control features of the app and share with the audience.
11. Groups may also use one of the additional apps mentioned on the handout pg. 5 or one they agree with as a group that they see students using or talking about. Groups may also want to use their device to look at the game features, privacy settings, and parent controls. Inform groups that they will need a spokesperson to report on an app, rating, and reasons. 
12. Before calling on groups to report out, mention that deciding on what is appropriate viewing may differ from person to person. The goal here is to practice forming an evaluation and research experience to make an educated decision. 
13. Call on each group to report out. Then, ask the groups to brainstorm with you, sources to learn about the apps their students may be using. 
14. Next, ask the audience to think about what they will do with this information. Instruct the groups to discuss their responses with each other and be prepared to report out.
15. Call on each group to briefly share a summary of their group’s responses. (Teach their students how to evaluate an app, set safety features to protect privacy on apps)
16. To debrief this lesson, instruct the groups to fill in the last column on their chart (L) What did they learn new? Groups may also add any additional questions in the (W) column.
17. Call on each group to report something new they learned or surprised them. Also inquire if there were any questions they still had. (Provide the complete set of handouts, (pgs. 3-6) for take home or a school link to access.) 
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“Tech Safety in Your Community” Academy
(Staff & Community LRE)
Safe Applications

Directions: Cut apart each card. On each card, (%) equals the amount of teens who use the app. 
Source: 
https://www.pewresearch.org/internet/2022/08/10/teens-social-media-and-technology-2022/pj_2022-08-10_teens-and-tech_0-01a/

	
YouTube (95%)
· 17+
· Video player and sharing (unmoderated)
· Academic and Learning resource
· Mature Content
· Parental settings, content filters, time restrictions
· No username or sign-up is required


	
Snapchat (59%)
· 12+
· Take and edit photos and videos
· Send to friends or feed
· Feeds disappear after viewing
· Follow friends, celebrities, brands
· Mature Content
· Sharable digital map and event locator
· Parent controls are not locked


	
Tik Tok (67%)
· 12+
· Make your own videos with music videos
· Share with friends or public
· Mature Content
· Challenges
· Live stream and live chat
· Digital “gift” icons can be purchased
· Parental controls and linked accounts


	
Facebook (32%)

· 12+
· Free Social Media platform 
· Photos, comments, videos, games, Marketplace, find events
· “Friends” posts, ads and sponsored posts can be seen
· Privacy Controls can be set; however, Facebook can change privacy settings without telling users
· Users can be tagged in public photos
· User profiles can show on Google searches


	

	

	
Instagram (62%)
· 12+
· Photos, videos, and stories exchanged instantly
· Birthdate required
· Locating feature is set unless disabled
· Private messaging
· Active status indicator
· Poll feature


	
Tumblr (5%)
· 17+
· Microblog platform, explore interests, share thoughts, etc.
· Content guided by age of user and algorithms
· Public access
· Privacy Settings
· Parent Controls
Report and block features

	
Twitter (23%
· 17+
· View and post 
· Mature Content
· Browse without logging in
· Parent controls are not password protected


	
Twitch (20%)
· 17+
· Live streaming video and gaming  
· Real-time commentary and photos
· Mature content
· No guidelines on content being viewed
· Safety and privacy controls 


	
WhatsApp (17%)
· 12+
· Free messaging app and group chat; phones numbers are required
· Share photos, videos, images, and links
· Disappearing messages
· Mature content
Unfiltered Gif database


	
Reddit (14%)
· 17+
· Users post news, memes, questions, etc.
· Registered users can post comments, vote on post position on the page
· Mature Content
· Can have an anonymous account
· No editors
· Parent Controls are not password protected
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“Tech Safety in Your Community” Academy
(Staff & Community LRE)
App Card Handout
Other popular apps:
· 
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· Among Us
· BeReal
· Bitlife
· Discord
· Dispo
· Gas
· Holla
· Hoop
· Houseparty
· Kik
· Life360: Find Family & Friends
· Live.Me
· Netflix
· Omegle
· Roblox
· TED
· VSCO
· Yarn
· YikYak


Vault Apps
· Promises to be anonymous or content disappears
· App hides other apps and activity
· Buried in a folder on the iPhone
· Turning off “Show in Search”
· Hide in “My Purchases” in App Store
· Fake calculator or require passcode; take picture of someone trying to gain entry
Top 10 selling video games in the U.S.
Source:  https://www.statista.com/statistics/1285658/top-ranked-video-games-sales-annual/#:~:text=In%202022%2C%20Call%20of%20Duty,sports%20game%20Madden%20NFL%2023. 

1. Call of Duty: Modern Warfare 2 (2022) (Activision Blizzard)	
2. Elden Ring (Bandai Namco Entertainment)	
3. Madden NFL 23 (Electronic Arts)	
4. God of War: Ragnarök (Sony)	
5. LEGO Star Wars: The Skywalker Saga (Warner Bros. Interactive)	
6. Pokémon: Scarlet/Violet* (Nintendo)	
7. FIFA 23 (Electronic Arts)	
8. Pokémon Legends: Arceus* (Nintendo)	
9. Horizon II: Forbidden West (Sony))	
10. MLB: The Show 22^ (Multiple Video Game Manufacturers)	
11. Mario Kart 8* (Nintendo)	
12. Call of Duty: Vanguard (Activision Blizzard)	
13. Gran Turismo 7 (Sony)	
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“Tech Safety in Your Community” Academy
(Staff & Community LRE)
Safe Applications
Tips and Resources 

Tips:
· Collaborate on a family media plan
· Talk about it
· Monitor devices,
· Set safety controls 
· Set parental controls
· Stay updated with trends and teen use of the internet 
· Watch together and discuss
· Roleplay how to manage situations such as peer pressure, temptations, or situations
· Other?

 Resources:
· Common Sense.org: https://www.commonsensemedia.org/ and articles: Common Sense Media articles:  https://www.commonsensemedia.org/articles   
· Entertainment Software Rating Board (ESRB): https://www.esrb.org/blog/what-parents-need-to-know-about-video-game-streaming/
· Stop.Think.Connect: Chatting with Kids About Being Online: https://www.cisa.gov/sites/default/files/publications/Chatting%20with%20Kids%20Booklet_0.pdf  
Note: the type of phone and latest update you have may affect some of these features

Android Users
How to set safety features see: https://support.google.com/pixelphone/answer/2824802?hl=en 
How to set parent controls see: https://support.google.com/googleplay/answer/1075738?hl=en
iPhone Users
How to set safety features see: 
https://support.apple.com/guide/personal-safety/how-safety-check-works-ips2aad835e1/web 
How to set parental controls see: https://support.apple.com/en-us/HT201304  

Hidden Vaults: Youth may try to hide apps that parents may not approve of by hiding them behind other approved apps, fake apps that seem acceptable such as calculators and with extra steps behind divots. 
For more steps see: https://www.airdroid.com/parent-control/find-hidden-apps-on-samsung/#:~:text=Step%201%3A%20Select%20three%20dots,been%20concealed%20on%20the%20screen
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