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The Law-Related Education Academy is sponsored by the Arizona Foundation for Legal Services & Education with funding made possible by the Arizona Department of Education.

“Tech Safety in Your Community” Academy
(Staff & Community LRE)
Setting Safety Features on Smartphones Lesson Plan

Objectives: Provide the school community with practice skills to help youth set safety features on smartphones.

Materials:
· Meeting room with tables and chairs for small groupings 
· Display Discussion Topics for the audience, see Step 2 
· Tips and Resources handouts pgs. 3-5, 1 per person
· Optional: Participant Smartphone 

Timeframe: 40 Minutes

Staff/Community LRE is designed for officer led instruction for legal guardians and school staff. Topics should still be selected based upon data and school needs.

Icebreaker:
1. Prepare the room with tables and chairs to form small groups of 3-5 adults. (If the meeting room does not have tables, be prepared to group the audience in pairs or small groups.) You may choose to divide the audience by Android and Apple users with small groups of like users.
2. Explain to the audience that the first activity is an icebreaker to get to know the members of your group. Display or provide a copy of the following Discussion Topics. Instruct the groups to take turns discussing their response to each question. 
· Share your comfort level with using a smartphone.
· Share your comfort level by setting safety features on a smartphone.
· Share reasons why setting safety features on a smartphone for youth may be beneficial.
3. Visit each group and share in the conversations.
4. Read the first bulleted item and call on a few groups to share a comment. Continue with the next bulleted item. 
5. With the 3rd bulleted item, record responses on the board or displayed poster paper. 
6. Provide each group with the Tips and Resource Handout (pgs. 3-5) and ask them to review briefly, focusing on the iPhone and Android Users section.
7. Assign each group one or all the Safety Features listed below. Instruct the groups to discuss pros and cons with each setting option. Participants may want to look at their own device to see the options available on their device. (You may want to post the assignment on the board or provide cut out copies to each group.)
A. Location 
Options: Allowed all the time – Only while Using the App – Ask Every Time - Deny 
B. Camera and Mic
Options: Allowed all the time – Only while Using the App – Ask Every Time - Deny
C. Parent Controls 
Options: Parent Alerts – Restrict Content – Restrict Contacts – Permission – Time Limits
8. Call on each group to share a safety feature and the pros and cons with the setting options. 
9. Instruct the participants to view their own smartphone or share with another member of their group and look on their phone to find the features mentioned on the handout.
10. Walk around to each group assisting with setting the safety features and answering questions. 
11. Debrief this lesson by instructing the groups to take turns discussing the importance of learning how and why to set and check settings on their smartphone and their child’s?” 
12. Call on each group to share a comment or two from their group. 
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“Tech Safety in Your Community” Academy
(Staff & Community LRE)
Setting Safety Features on Smartphones 
Tips and Resources
 Handout

The following are some features you can check for safety and security settings. Look for the gear icon with “Settings.” For more details and specific options for your device and model see carrier website or internet sites. Periodically update your phone and/or set your controls to automatically update. You can also search for additional apps available for your device that offer safety features. Also remember that settings are not permanent, and you will need to check your settings periodically. Some settings will default to their manufacture settings after a time without any warning.

iPhone Users
Note: the type of phone and latest update you have may affect some of these features

How to set safety features see: 
https://support.apple.com/guide/personal-safety/how-safety-check-works-ips2aad835e1/web 
How to set parental controls see: https://support.apple.com/en-us/HT201304  

Settings (look for the gear icon, click on divots to see options)
· Emergency SOS This feature allows anyone access to emergency response services without accessing personal data.
· Emergency contacts (parents can receive alerts that their child’s emergency SOS was activated; may need to download Health App.)
· Options for triggering SOS (911 can be accessed on locked phones by tapping “Emergency” or triple-click the side buttons-a countdown will appear)
· Privacy and Security > Safety Check (emergency reset and manage sharing and access; change passcode ID passwords, etc.) This feature protects the user’s personal information and location from being viewed and shared publicly. Setting to private allows the user to control what is shared and with whom. Settings are not permanent and need to be checked periodically as they can revert to the factory default settings and private information can become public without the user’s knowledge. 
· Lock Screen (allows you to choose a method to lock your screen such as a passcode or face ID and which features are accessible when locked): This feature prevents others from sending unauthorized messages and from looking through phones to access private information. 
· Find My Phone: Settings > User Profile at the very top > Find My: This feature allows approved family members/friends access to the location of the user. Legal guardians can use this feature to see where their child is. 
· Alerts/Notifications (allows you to disable to avoid disturbances when they are driving or otherwise engaged and should not be distracted)
· Do Not Disturb > Activate (silences incoming calls, texts, and notifications while you are driving) This feature can help avoid distractions)
· Parental Controls if the legal guardians and child are both iPhone users under the same family plan, parents can manage their child’s phone set up and manage what can and cannot be accessed by the child.
· Screen Time > Downtime: This feature allows legal guardians to turn off the child’s phone, restrict who they can text/call, and what apps they can access during a specific time. For example, if a legal guardian gives a consequence of grounding their child from their phone but still wants to be able to call them, this feature allows the legal guardian to shut down all other use except for approved contacts (parent, grandparent, babysitter, etc.) or just shut down the use of the phone during specific times, such as school hours. 
· Screen Time > App Limits: This feature allows legal guardians to set a time limit on their child’s phone. For example, legal guardians may choose to allow their child access to social media and/or internet browser 1 hour a day. 
· Screen Time > Communication Limits: This feature allows legal guardians to set limits on who their child can call/text. It can be set for an amount of time each day or no contact at all.
· Screen Time > Always Allowed: This feature lets legal guardians decide which apps the child is allowed to have access to when used in conjunction with “downtime”. For example, legal guardians could disable access to social media sites between 4pm – 6pm but allow the use of a math tutoring app.
· Screen Time > Content & Privacy Restrictions: This feature allows legal guardians to decide what type of content they want their child to have access to on their phone. They can see what movies/TV shows they can access based off ratings (NR, G, PG13, etc.), apps based on ratings, books, music, internet sites, etc.
All screen time features need a passcode to ensure the legal guardian is making the changes. Changes can be made to the youth’s phone from the legal guardian’s phone if they are all on the same apple plan or by making the changes directly on the child’s phone. 


Android Users
How to set safety features see: https://support.google.com/pixelphone/answer/2824802?hl=en 
How to set parental controls see: https://support.google.com/googleplay/answer/1075738?hl=en 

Personal Safety App > Settings (look for the gear icon in apps, click on divots to see options)
· Emergency SOS (also found through the Safety App with a wizard that will walk you through the steps) This feature allows anyone access to emergency response services without accessing personal data.
· Safety & Emergency (allows you to adjust each setting individually)
· Alarm option (allows an SOS call to be silent or audible)
· Share info with emergency contacts (parents can be alerted if their child’s emergency SOS is activated)
· Emergency sharing (allows your emergency contacts to receive updates in real time)
· Record emergency video (allows video to record during the emergency and can share with emergency contacts)
· Privacy and Security > Permission Manager (allows you to choose options for sharing location, browsing history, limits for apps following you, saving information and listening, etc.) This feature protects the user’s personal information and location from being viewed and shared publicly. Setting to private allows the user to control what is shared and with whom. Settings are not permanent and need to be checked periodically as they can revert to the factory default settings and private information can become public without the user’s knowledge. 
· Location (apps and carriers can track and locate your phone, share your location with other companies and people on your contact lists) this feature provides the following options: “Allow all the time,” “Allow only while using the app,” “Ask every time,” and “Don’t allow.” This can be helpful for teens when finding locations and friends in public places. Restrictions can be set to prevent the public from seeing where the student is. Parents can keep track of a student’s location if the phone they are tracking has battery life and is turned on. Marketers and predators could potentially use tracking to locate targets. 
· Cameras and Mic (some apps can listen, track, store, and share information with other companies) To protect privacy and hide location from public viewing, disable this feature: Setting > Privacy > Turn off camera or mic access. 
· Alerts/Notifications (allows you to disable to avoid disturbances when they are driving or otherwise engaged and should not be distracted)
· Do Not Disturb (control alerts and sounds) 
· Block Visual disturbances (prevents notifications from showing on your screen)
· Digital Wellbeing and parent Controls > Show Your Data (manage time in apps, downloads, bedtime routines, restrict content, and internet access, etc.) 
· Screen Lock (allows you to choose a method to lock your screen such as a pattern, pin, or password) This feature helps prevent anyone who finds your phone or steals it, from gaining access to your personal content and data. 
· Restricted Profile Account This feature allows parents to set restricted accounts with restricted profiles for their children as long as they are the account holder. Content your child can access can be set at levels, apps can be disabled or removed.

Both iPhone and Android

Bullied or harassed over text messages:
· Block the number on your cell phone, see online instructions for step by step for your specific phone
· Check parent controls and privacy settings
· Report to police if unable to stop the harassment and/or bullying
Contact phone carrier for additional support with changing the number, information on phone plans with additional safety features, and preserving evidence for police reports. 
AT&T and Verizon offer this handout: http://www.stopcyberbullying.org/reportfbabuse/reportcellphonebullying.pdf) 
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