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“Tech Safety in Your Community” Academy
(Staff & Community LRE)
Should Youth be Monitored Online? Lesson Plan

Objectives: Provide the school community with strategies to balance respecting their youth’s privacy while keeping them safe online.

Materials:
· Meeting room with tables and chairs for small groupings if available
· Large poster paper and markers for each group
· Signs: “Agree” and “Disagree” 
· Articles:
· “How to Handle Finding Disturbing Content on Your Teen’s Phone”:  https://www.verywellfamily.com/disturbing-content-on-childs-phone-4582426
· 4 Ways to Talk to your Kids about Phone Addiction: https://www.todaysparent.com/kids/cell-phone-addiction-4-ways-to-talk-to-your-kids/ 
·  Tips and Resources handout pgs. 3-4, 1 per person

Timeframe: 40 Minutes

Prework: Post the signs “Agree” and “Disagree” on opposite sides of the room.

Staff/Community LRE is designed for officer led instruction for legal guardians and school staff. Topics should still be selected based upon data and school needs.

Icebreaker:
1. Prepare the room with tables and chairs to form small groups of 3-5 adults. (If the meeting room does not have tables, be prepared to group the audience in pairs or small groups.) Provide each group with a large poster paper and markers.
2. Inform the audience that human brains continue to develop well into their 20’s. The last region to develop is the prefrontal cortex, responsible for reasoning, planning, and controlling impulses.[footnoteRef:2]  [2:  https://www.nimh.nih.gov/health/publications/the-teen-brain-7-things-to-know#:~:text=The%20brain%20reaches%20its%20biggest,are%20smarter%20than%20one%20another! ] 

3. Instruct the groups to discuss the importance of respecting their student/youth’s privacy and protecting them from harm when it comes to their online experience.
4. Call on each group to share a comment or two from their group’s discussion.

Lesson:
Purpose of alert settings for user and parent control
5. Explain the following continuum activity by pointing out to the audience the signs, “Agree” and “Disagree” on opposite sides of the room. Inform the audience that they will stand between the signs and move along a continuum between the signs after you read a statement. Their location along the continuum will indicate how strongly they feel in response. A few volunteers will be called upon to share their reasoning. Others may move along the continuum in response to what they hear from others.
· Parents should be alerted to their student’s online activity.
· School staff should not be allowed to contact students on cell phones or social media. 
· Parents should “Friend” or “Follow” their youth online.
· Schools should not monitor student’s online activity.
6. Inform the audience that the Arizona State Board of Education adopted guidance for social media and cell phone use between school personnel and students. (A.R.S. § 15-203(A)(44) requires the State Board of Education (Board) to establish best practices for social media and cellular telephone use between students and school personnel, including administrators, teachers, coaches, and counselors.”[footnoteRef:3] [3:  https://azsbe.az.gov/sites/default/files/media/Social%20Media%20and%20Cell%20Phone%20Use%20Guidance%20between%20School%20Personnel%20and%20Students.pdf ] 

7. To learn the specific guidelines for their school, see parent/student handbook or employee handbook. Parents will need to download apps that work with their phone to monitor their child’s online and phone use activity. 
8. Next, provide each group with several copies of either article or both found under the “Materials” section of this lesson plan. 
9. Assign each group a section of an article to read and discuss. Then groups should decide on one key fact from their assigned section that they either learned or was reinforced with monitoring while also respecting their child’s privacy. 
10. Next, re-divide each group so that one member from the first group is sitting with a member from each of the other groups assigned a section in the same article.
11. Instruct the newly formed groups to share, in the order of their article section, their facts and group’s discussion.
12. Call on each group to share some advice or personal experience with monitoring their child’s online activity.
13. [bookmark: _Hlk126316392]Provide each participant with the Tips and Resources Handout (pgs. 3-4) and then briefly review with the audience. Explain that this tip sheet contains information for extended knowledge. For apps that provide parent notification of a child’s online activity, see phone apps that are free to the model of phone or may be purchased for reputable companies. 
14. Explain that each phone can be different depending on the model and age of the phone and provider. Allow time for the audience to investigate parent alert settings on their own phone. See link in middle of handout. Assist if needed. 
15. To debrief the lesson, ask each person to think about something they will start doing as a result of this information presented today, something they will continue to do and something they will stop doing.
16. Call on any volunteers willing to share any of the three starters: START – CONTINUE – STOP.
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“Tech Safety in Your Community” Academy
(Staff & Community LRE)
Should Youth be Monitored Online?
Resource Handout

Note: the type of phone and latest update you have may affect some of these features

iPhone Users

How to set safety features see: 
https://support.apple.com/guide/personal-safety/how-safety-check-works-ips2aad835e1/web 
How to set Parent controls see: https://support.apple.com/en-us/HT201304  


Parental Controls if the legal guardians and child are both iPhone users, parents can manage their child’s phone set up and manage what can and cannot be accessed by the child.
· Screen Time > Downtime: This feature allows legal guardians to turn off the child’s phone, restrict who they can text/call, and what apps they can access during a specific time. For example, if a legal guardian gives a consequence of grounding their child from their phone but still wants to be able to call them, this feature allows the legal guardian to shut down all other use except for approved contacts (parent, grandparent, babysitter, etc.) or just shut down the use of the phone during specific times, such as school hours. 
· Screen Time > App Limits: This feature allows legal guardians to set a time limit on their child’s phone. For example, legal guardians may choose to allow their child access to social media and/or internet browser 1 hour a day. This can be used without enabling the Downtime feature.
· Screen Time > Communication Limits: This feature allows legal guardians to set limits on who their child can call/text. It can be set for an amount of time each day or no contact at all.
· Screen Time > Always Allowed: This feature lets legal guardians decide which apps the child is allowed to have access to when used in conjunction with “downtime”. For example, legal guardians could disable access to social media sites between 4pm – 6pm but allow the use of a math tutoring app.
· Screen Time > Content & Privacy Restrictions: This feature allows legal guardians to decide what type of content they want their child to have access to on their phone. They can see what movies/TV shows they can access based on ratings (NR, G, PG13, etc.), apps based on ratings, books, music, internet sites, etc.
All screen time features need a passcode to ensure the legal guardian is making the changes. Changes can be made to the youth’s phone from the legal guardian’s phone if they are all on the same apple plan. 



Android Users
How to set safety features see: https://support.google.com/pixelphone/answer/2824802?hl=en 
How to set parental controls see: https://support.google.com/googleplay/answer/1075738?hl=en

· Digital Wellbeing and parent Controls > Show Your Data (manage time in apps, downloads, bedtime routines, restrict content, and internet access, etc.) 
· Restricted Profile Account This feature allows parents to set restricted accounts with restricted profiles for their children as long as they are the account holder. Content your child can access can be set at levels, apps can be disabled or removed.

Hidden Vaults: Youth may try to hide apps that parents may not approve of by hiding them behind other approved apps, fake apps that seem acceptable such as calculators and with extra steps behind divots. 


iPhone users check under Setting > Spotlight Search or the IOS Store; also check Apple ID Hidden Purchases. Set up parent controls that alert you of restricted downloads or purchases. Android users should look in the App Drawers and click on the “Hide Apps” option. 

For more steps see: https://www.airdroid.com/parent-control/find-hidden-apps-on-samsung/#:~:text=Step%201%3A%20Select%20three%20dots,been%20concealed%20on%20the%20screen  
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