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“Tech Safety in Your Community” Academy
(Staff & Community LRE)
Stream Safe Lesson Plan

Objectives: Provide the school community with safety steps they can take to keep their students safe while streaming online.

Materials:
· Meeting room with tables and chairs for small groupings if available
· Large poster paper and markers for each group
· Display signs on table or walls, see Step 2
· Terms and Description slips, pg. 3-1 mixed up set per group
· Tips and Resources handout pg. 4, 1 per person

Timeframe: 40 Minutes

Staff/Community LRE is designed for officer led instruction for legal guardians and school staff. Topics should still be selected based upon data and school needs.

Icebreaker:
1. Prepare the room with tables and chairs to form small groups of 3-5 adults. (If the meeting room does not have tables, be prepared to group the audience in pairs or small groups.) Provide access to large poster paper and markers.
2. To divide the audience try placing or posting the following signs on tables or walls that only allow 3 - 5 participants each. Ask the audience to sit or stand near the sign that indicates which platform they spend the most time on or the platform their student spends the most time on.
· Netflix
· YouTube
· Snapchat
· Facebook
· TikTok
· Video Gaming
· Other
3. After groups are seated, provide each group with Terms and Description slips (pg. 3). Instruct the groups to collaborate to match each term with their description. Visit each group, exchanging friendly conversations and assisting if needed.
4. Call out one term and ask a group to share the description. Continue rotating to each group each time you call out a new term.
5. Next, ask the audience to brainstorm with you, devices or apps that allow streaming. 
Possible Responses: Amazon Fire TV, Apple TV, Roku, Google Chromecast, Netflix, YouTube, Disney+, Hulu, Nintendo, X-box, iTunes, etc. (There are now marketing one-stop streaming apps such as “OneFlix”.)  Note: Any device connected to the internet can stream.
6. Write responses on the board as groups report out. After all the ideas have been listed, ask the groups to discuss which of the apps listed allows for private chatting/messages and/or live streaming where youth can watch, create, and share videos in real time. 
7. Then, ask 1 person from a group to go to the board where the list of apps is written and draw a circle around apps that allow private chatting/messages. Ask someone from a different group to go to the board and draw a rectangle around the apps that allow live streaming. 
Possible Responses: Private messages/chatting apps: gaming apps on Xbox, Switch, Roblox, PlayStation, TikTok, Snap Chat, etc. Live-Streaming abilities: YouTube, TikTok, Xbox 
8. Now, instruct the groups to discuss pros and cons to teen well-being with access to streaming on their devices. Inform participants that they will need to choose a spokesperson for their group.
9. Call on each group to share one pro and one con.
Possible Responses:
Pros-sharable, way to interact online, instant feedback, opportunity to encourage and support others, education, information or view content, entertainment, etc. 
Cons-live and no time to change mind, possible lack of supervision in situations that are needed, opportunity to bully or be bullied, download and/or view content by accident or without permission, body issue, fear of being left out, harassed by predators, tendency to be private about content-leaving youth without support and guidance, etc.
10. Inform participants of laws relating to keeping youth safe while streaming: 
· Pirating: Consolidated Appropriations Act of 2021 (Public Law No.: 116-260)
Increases penalties from a misdemeanor to a felony for illegally downloading copyright material.  Hacking and stealing would also fall under the Computer Fraud and Abuse Act (U.S. Code 18-1030) Sharing passwords so other households can access apps may be in violation of the service agreement from the owner and may cause penalties such as banned form app or fines. 
· Expectation of Privacy: Taking videos can be found illegal if taken when a person expects a reasonable amount of privacy. (ARS 13-3019) (Note: As of the writing of this lesson, the new law to make it a misdemeanor to video law enforcement during official duty within 8 feet is under debate.)
· The Children’s Online Privacy Protection Act (COPPA) allows parent control with sharing information regarding 13 and under. An extension to this law is being reviewed to extend protection to 12–16-year-olds. (S. 1628 Children and Teen’s Online Privacy Protection Act)
11. Provide each participant with the Tips and Resources Handout (pg. 4). Review briefly, focusing on the “Tips” section and instruct each group to discuss the effectiveness of these tips and any additional tips they feel should be added to their own copy. 
12. Call on each group to share one additional tip and/or resource not stated on the tip sheet.
13. Explain the basic steps to finding the parent controls on devices: 
Log in > settings > Viewing Restrictions 
(See steps for specific device on the web or the company site for your device)
14. Debrief the lesson by posing the following shapes on the board or by explaining. Instruct the groups to discuss something they may do in response.
· Circle-What is still going around in your mind?
· Square-What is square with you, something you agree with or understand?
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“Tech Safety in Your Community” Academy
(Staff & Community LRE)
Stream Safe
Terms and Descriptions

	
Streaming

	
Media content from the internet played in real time on electronic devices; live or recorded


	
Download

	
Receive content from the internet on your electronic device

	
Upload

	
Copy and transfer content from one computer to another

	
Podcast

	
Digital program that can be downloaded onto your device for listening, 
viewing, receiving information and discussions


	
Webcast

	
Media presentation distributed over the internet

	
Real-time

	
Streaming content as it is happening; Live streaming can have 
a delay from 5 seconds to a minute with possible connection delays


	
Data Storage

	
Mechanisms that can retain computer data such as 
software, flash drives, computer back-ups, and virtual (Cloud Storage)


	
Bandwidth

	
Volume of information that can be transmitted over an internet connection 
in a certain amount of time


	
Apps

	
“Application” software downloaded to provide easy access and bundled functions
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“Tech Safety in Your Community” Academy
(Staff & Community LRE)
Stream Safe
Tips and Resources 

Tips:
· Collaborate on a family media plan
· Talk about it
· Monitor devices
· Set safety controls 
· Set parental controls
· Stay updated with trends and teen use of the internet 
· Watch together and discuss
· Roleplay how to manage situations such as peer pressure, temptations, or situations
· Other?

 Resources:
· Center for Parent and Teen Communication: https://parentandteen.com/keep-teens-talking-learn-to-listen/  
· Common Sense.org: https://www.commonsensemedia.org/ and articles: Common Sense Media articles:  https://www.commonsensemedia.org/articles   
· Entertainment Software Rating Board (ESRB): https://www.esrb.org/blog/what-parents-need-to-know-about-video-game-streaming/
· Federal Trade Commission (FTC): https://www.ftc.gov/ 
· Healthy Children.org: https://www.healthychildren.org/English/family-life/Media/Pages/How-to-Make-a-Family-Media-Use-Plan.aspx
· Skips Safety Net: https://safetynet.skipseducational.org/a-parents-guide-to-live-streaming/ 

Hidden Vaults: Youth may try to hide apps that parents may not approve of by hiding them behind other approved apps, fake apps that seem acceptable such as calculators and with extra steps behind divots. 
iPhone users check under Setting > Spotlight Search or the IOS Store; also check Apple ID Hidden Purchases. Set up parent controls that alert you of restricted downloads or purchases. Android users should look in the App Drawers and click on the “Hide Apps” option. 
For more steps see: https://www.airdroid.com/parent-control/find-hidden-apps-on-samsung/#:~:text=Step%201%3A%20Select%20three%20dots,been%20concealed%20on%20the%20screen  
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